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TUYEN BO BAN QUYEN
Tai liéu nay thudc loai sach gido trinh nén cic ngudn théng tin c¢é thé dugce phép
ding nguyén ban hoic trich dung cho cac muc dich vé dao tao va tham khao.
Moi muc dich khac mang tinh léch lac hoac st dung voi muc dich kinh doanh

thiéu lanh manh s€ bi nghiém cam.



LOI GIOI THIEU

Trong nhitng ndm qua, day nghé da c6 nhirmg budc tién vuot bic ca vé sb luong
va chat luong, nham thyc hién nhiém vu dao tao nguén nhan lyc k¥ thuat truc tiép dap
g nhu ciu xa hoi. Clng voi su phat trién ciia khoa hoc cong nghé trén thé giéi, linh
vuc Cong nghé thong tin ndi chung va nganh Thuong mai dién tr & Viét Nam noi
riéng da c6 nhitng budc phat trién dang ké.

Chuong trinh day nghé Thuong mai dién tir da duoc xdy dung trén co s¢ phan
tich nghé, phan k¥ nang nghé duoc két cdu theo cac modun. Pé tao diéu kién thuan loi
cho céac co s¢ day nghe trong qua trinh thyc hién, viéc bién soan gido trinh theo cac
modun ddo tao nghé 1a cip thiét hién nay.

Thue hanh mang va Quan tri mang 13 mo dun dio tao chuyén mén nghé
dugc bién soan theo hinh thirc thyc hanh. Trong qué trinh thyc hién, nhom bién soan
dd tham khao nhiéu tai liéu Thuc hanh mang va Quan tri mang trong va ngoai nudc,
két hop vai kinh nghiém trong thuc té.

q Gi4o trinh nay phuc vu cho hoc sinh hoc nghé Thuong mai dién tir truong Cao
dang Thuong mai va Du lich.

Gido trinh gom hai nd1 dung chinh sau:

’ Phin 1: Mang can ban — Thyc hanh cac ky thuét bém day cap mang, két ndi,
lap dat cac thiét bi phan cing va cai dat phan mém trong h¢ thong mang ndi bd LAN

Phin 2: Quan tri mang Windows Server — Thuc hién quén tri hé théng mang
may tinh trén mo hinh Client — Server. Cai ddt va cau hinh cac dich vu mang trén hé
thong nay.

Gi4o trinh cling cung cap mot sb kién thirc 1y thuyét co ban, dwa vao d6 thuc
hién cac k¥ thuat , k¥ ning can thiét dé thiét ké, cai dit mang may tinh va cau hinh cac
dich vu trong quan trj hé théng mang may tinh theo mo hinh Client — Server. Hy vong
s€ c6 ich cho cac ban hoc sinh muén tim hiéu va xay dung cac hé théng tin hoc ung
dung phuc vu cho san xudt, quan 1y trong cac doanh nghi¢p. Méc du da co rat nhiéu c6
gang, nhung khong tranh khoi nhitng khiém khuyét, rat mong nhan duoc sy dong gop
¥ kién ctia doc gia dé gido trinh dugc hoan thién hon.

Xin chan thanh cam!

Nhom tac gia
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GIAO TRINH MON HQC
1. Tén moén hgc: Thuc hanh mang va Quan tri mang
2. Ma moén hgc: MH20
3. Vi tri, tinh chit, y nghia va vai tro ciia mén hoc ciia mén hoc:

3.1. Vi tri: Mén hoc Thyc hanh mang va Quan tri mang 13 mén hoc chuyén mén nghé
Thuong mai dién tir duwoc bo tri giang day sau cac mon hoc co s& trong chuong trinh
dao tao trinh d¢ Trung cap

3.2. Tinh chét:; Chuong trinh mon hoc Thyc hanh mang va Quan tri mang bao gém
mot s6 ndi dung co ban vé mang can ban, quan tri mang may tinh st dung hé dieu
hanh Windows Server.

3.3. Y nghia va vai trd ciia mén hoc: Thyc hanh mang va Quén tri mang 1a moén hoc
thyc hanh danh cho dbi tuong 1a ngudi hoc thudc chuyén nganh Thuong mai di¢n tu.
Noi dung chi yéu cia mon hoc ndy nham cung cp cac kién thirc va k§ nang thuc
hanh mang cin ban va quan tri mang mdy tinh s duyng hé diéu hanh may chu
Windows Server theo md hinh Client — Server

4. Muc tiéu moén hoc:
4.1. Vé kién thirc:

Al. Hiéu duoc cac budc thuc hién bam day cap mang, két ndi thiét bi va chia sé dir
liéu, thi€t bi dung chung trong mang ndi b

A2. Hiéu dugc cic budce thue hién cai dit hé diéu hanh Windows Server

A3. Hiéu dugc cac budc thuc hién cai dat cic dich vu mang trén hé diéu hanh
Windows Server theo mo hinh Client — Server

4.2. V& Ky niing

B1. Thuc hién duoc ky thuat bAm day cap mang, két ndi thiét bi va chia sé dit liéu,
thiét bi dung chung trong mang ndi bd

B2. Thuc hién dugc cac bude cai dat hé diéu hanh Windows Server

B3. Thuc hién dugc cac budc cai dat cac dich vu mang trén hé diéu hanh Windows
Server theo moé hinh Client — Server

4.3. V& ning luc tw chii va trach nhiém:

C1. Y thirc duoc tim quan trong va y nghia thyc tién ciia mang may tinh va quén tri
mang may tinh trong hoat dong cia co quan, doanh nghiép.

C2. Lam vi¢c doc 1ap, lam viéc theo nhom.
C3. Tuan thu ndi quy, quy dinh noi lam viéc.
5. N¢i dung ciia mén hoc

5.1. Chuwong trinh khung

Ma So Thoi gian hoc tap (gio)

Tén mon hoc .
MH : tin | Tong Trong do




chi SO Thuc hanh/
Ly thwe tap/ | Kiém
thuyét | bai tip/thao | tra
luin
I Cac mon hgc chung 12 255 94 148 13
MHO1 | Chinh tri 2 30 15 13 2
MHO02 | Phap luat 1 15 9 5 1
MHO03 | Gio duc thé chit 1 | 30 4 24 2
MHO04 | Gido duc qubc phong va an ninh 2 45 21 21 3
MHO5 | Tin hoc 2 45 15 29 1
MHO06 | Ngoai ngtr 4 90 30 56 4
I Cac mon hgoc chuyén mon 64 | 1590 | 511 1035 44
1.1 | Mon hoc co s¢ 15 | 225 184 31 10
MHO07 | Kinh té vi mé 3 | 45 43 - 2
MHO08 | Thuong mai dién tir can ban 3 45 43 - 2
MHO09 | Phap luat thwong mai dién tur 2 30 28 - 2
MH10 | Mang may tinh 2 30 15 14 1
MH11 | Marketing dién tr 2 30 28 - 2
MH12 | Quan tri co s¢ dir li¢u 3 45 27 17 1
11.2 | Cac mén hoc chuyén mon 47 | 1335 298 1004 33
MH13 | Tiéng Anh thuong mai 4 60 57 - 3
MH14 | Nghi¢p vu kinh doanh TM dich vy | 4 60 57 - 3
MH15 | Quan tri tac nghiép TMDT 4 60 o7 - 3
MHL6 Nghiéﬁ) vu van tai, giao nhan va
bao hiém trong TMDT 3 45 43 - 2
MH17 | Khai bdo hai quan di¢n tir 2 30 28 - 2
MH18 | Thanh toan dién tir 2 30 28 - 2
MH19 | An toan hé thong thong tin 2 30 28 - 2
MH20 | Thyc hanh mang va quan tri mang | 3 90 - 86 4
MH21 | TH tac nghiép TMDT 3 90 - 86 4
MH22 TH vén tai, giao nhan va bao hiém ) 60 ] 56 4
trong TMDT
MH23 | TH khai bao hai quan BT 2 60 - 56 4
MH24 | Thyc tap tot nghiép 16 | 720 720
11.3 | Cdac mén hoc, mé dun tw chon 2 30 28 - 2
MH25 | K§ ning ban hang truc tuyén 2 30 28 - 2
MH26 | Khoi sy kinh doanh 2 30 28 - 2
Tong cong 76 | 1845 605 1183 57




5.2. Chwong trinh chi tiét mon hoc

Thoi gian (gio)

SOTT Tén chwong, muc Thuc hanh, thi
Téng sé | Ly thuyét = nghiém, thio Kiém tra
luan, bai tap
|  Phan 1: Mang ciin ban 30 0 29 1
1 Bai I: Bim day cap mang 5 0 5 0
2 Bai2: Két nbi thiét bi 10 0 10 0
3 Bai 3: Chia s¢ dir 1iéu va may in 14 0 14 0
Kiém tra 1 1
Phan 2: Quan tri man
an 2: Quan trj mang 60 0 57 3
I  Window server
Bai 1: Cai dit va cu hinh
1 . 5 0 5 0
Windows Server
Bai 2: Cai dit va ciu hinh
2 ) ) 4 0 4 0
Active Directory
Kiém tra 1 1
Bai 3: Quan tri tai khoan nguoi
3 dung trén Active Directory — 10 0 10 0
Tao OU, Group, User
Bai 4: Trién khai chinh sach
4 . 9 0 9 0
Group Policy
Kiém tra 1 1
Bai 5: Cai dit va ciu hinh dich
5 5 0 5 0
vu DHCP
Bai 6: Cai dit va ciu hinh dich
6 10 0 10 0
vu DNS
Bai 7: Trién khai dich vu Web
7 ] 5 0 5 0
vol 1IS
Bai 8: Trién khai dich vu FTP
8 ] 5 0 5 0
vol 1IS
Bai 9: Trién khai dich vu Email
9 ) 4 0 4 0
(Mail Server)
Kiém tra 1 1
Cong 90 0 86 4




6. Piéu kién thue hién mén hoc:
6.1. Phong hoc chuyén moén / nha xuong:

- Phong hoc thuc hanh dugc trang bi hé¢ théng den du anh sang.

- Ban ghé cho sinh vién.

- Ban ghé gi4o vién, bang, phan.
6.2. Trang thiét bi may moc:

- May tinh, may chiéu
6.3. Hoc li€u, dung cy, nguyén vat li¢u:

- Gido an, bai giang.

- Phan mém hé diéu hanh Windows Server.

- Day mang, kim bam mang, cac dau nbi RJ45, Hub, Switch, Router.

- Gido trinh ndi bd va cac tai liéu giang day khac hd trg bai giang.
6.4. Cac diéu kién khac: Khong
7. Noi dung va phwong phap danh gia:
7.1. Noi dung:

- Kién thirc: Panh gia tat ca noi dung da néu trong muc tiéu kién thirc

- K¥ ning: Panh gia tat ca noi dung da néu trong muc tiéu k¥ niang.

- Nang luc tu chu va trach nhiém: Trong qua trinh hoc tap, ngudi hoc can:

+ Nghién ctru bai trudce khi dén 16p.

+ Chuén bj day du tai liéu hoc tap.

+ Tham gia dy di thoi lwong mén hoc.

+ Nghiém tic trong qué trinh hoc tap.
7.2. Phwong phap:
7.2. Phwong phap:

Nguoi hoe duge danh gia tich liiy mon hoc nhu sau:
7.2.1. Cach danh gia

- Ap dung quy ché dao tao trinh do trung cdp hé chinh quy ban hanh kém theo

Thong tu s6 04/2022/TT-LDTBXH, ngay 30/3/2022 cua Bo truong B6 Lao dong —
Thuong binh va Xa hoi. W ’

- Quy dinh viéc t0 c,hl'rc thuc hién chuong trinh dao tao trinh d¢ trung cap, trinh
do cao dang theo nién ché hodc theo phuong thirc tich Ifly mo-dun hodc tin chi cua
Nha truong ban hanh kém theo Quyét dinh s6 706/QD-CDTMDL ngay 14 thang 11

nam 2017 cua Hiéu truéng Trudng cao dang Thuong mai va Du lich vé t6 chirc dao
tao, ki€ém tra, thi, danh gia két qua hoc tap va xét cong nhan tot nghi¢p

Piém danh gia Trong s6




+ Diém kiém tra thuong xuyén (Hé sb 1) 0%
- - . 0

+ Piém kiém tra dinh ky (H¢ s6 2)

+ Diém thi két thic mén hoc 60%

7.2.2. Phuwong phap danh gia

Phuwong phap Phuwong Hinh thitc | Thoi diém
danh gia phap kiém tra kiém tra
to chirce
Thuong xuyén Thyc hanh | Thyc hanh | Sau 15 gio.
Dinh ky Thyc hanh | Thuc hanh | Sau 35 gio
Két thic mon hoc | Thuc hanh | Thuc hanh | Sau 90 gid

7.2.3. Céch tinh diém

- Piém dénh gia thanh phan va diém thi két thic mon hoc duge chim theo
thang diém 10 (tir 0 dén 10), 1am tron dén mot chir s6 thép phan.

- Piém mon hoc 1a tong diém cia tat ca diém danh gia thanh phan ctia moén hoc
nhan véi trong s6 twong ung. Piém mon hoc theo thang diém 10 1am tron dén mot chir
s6 thap phan, sau d6 dugc quy ddi sang diém chit va diém sd theo thang diém 4 theo
quy dinh cua B9 Lao dong Thuong binh va Xa hoi vé dao tao theo tin chi.

8. Hwéng din thuc hién mén hoc

8.1. Pham vi, doi twgng ap dung: Mon hoc dugc st dung dé giang day cho nghé
Thuong mai di¢n tr. Tong thoi gian thyc hién mon hoc 1a: 90 gio, gido vién gidng cac
gi0 thyc hanh.

8.2. Phwong phap giing day, hoc tap mon hoc
8.2.1. Poi véi nguoi day:

* Ly thuyet Ap dung phuong phap day hoc tich cuc bao gom: thuyet trinh
ngan, néu van d&, huéng dan doc tai liéu, bai tap tinh hudng, cau hoi thao luan. .

* Bai tap: Phan chia nhom nho thuc hién bai tap theo ndi dung dé ra.

* Thwe hanh: Phan chia thyc hanh theo ndi dung dé ra.

* Huwéng din tu hoc theo nhém: Nhom trudng phan cong cic thanh vién trong
nhém tim hi€u, nghién ctru theo y€u cau ndi dung trong bai hoc, ca nhém thao luén,
trinh bay ndi dung, ghi chép va viet bao cdo nhom.

8.2.2. Pbi v6i ngudi hoc:

- Nghién ciru k¥ bai hoc tai nha trudc khi dén 16p. Cac tai liéu tham khao s&
dugc cung cap nguon trudc khi ngudil hoc vao hoc moén hoc nay (trang web, thu vién,
tai liu...)

- Tham dy t4i thiéu 80% cac budi giang 1y thuyét. Néu ngudi hoc ving >20%
s0 tiet ly thuyét phai hoc lai mon hoc méi dugce tham du ki thi 1an sau.

- Ty hoc va thao luin nhom: 13 mot phuong phap hoc tap két hop giira lam viéc
theo nhém va lam vi¢c ¢4 nhan. Mot nhom gom 8-10 nguoi hoc s€ duge cung cap chu
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dé thao luan trude khi hoc ly thuyét, thuc hanh. Mdi ngudi hoc s& chiu trach nhiém vé
I hodc mot s6 ndi dung trong chu d€ ma nhém da phan cong dé phat trién va hoan
thién t6t nhat toan bd chu dé thao luan cua nhém.

- Tham du du cac bai kiém tra thuong xuyén, dinh ky.
- Tham du thi két thac mén hoc.
- Chu dong t6 chire thuc hién gi0 tu hoc.
9. Tai liéu tham khao:
(1) Pham Hoang Diing, Lam chii Windows 2003 server, Nha xuat ban Thong Ké

(2) Microsoft. Installing and Configuring Windows Server 2012. Microsoft Learning,
2012.

(3) BACHKHOA-APTECH, Qudn tri hé théng mang Windows Server, 2018

(4) TS Phan Thi Thu Hong, Bdi gidng Qudn tri mang, Hoc vién Nong nghiép Viét
Nam
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PHAN 1: MANG CAN BAN

< GIOI THIEU PHAN 1
Phén 1 1 phan thyc hanh cac kién thirc mang may tinh cin ban.

< MUC TIEU PHAN 1
Sau khi hoc xong phan nay, nguoi hoc ¢6 kha ning:

> Vé kién threc:

- Trinh bay dugc cac ky thuat bam day cap mang, cach két ndi, lap dat cac thiét
bi phan cling va cai dat phan mém trong h¢ thong mang ndi by LAN.

- Van dung duoc cac kién thirc trén vao thyuc hanh.

> Vé Ky ning:

- Thyc hién duogc cac ky thuat bam day cap mang, két ndi, lép didt cac thiét bi
phan cung va cai dat phan mém trong h¢ thong mang noi bd LAN.

> Vé ning luc tw chii va trach nhiém:

- Y thirc dugc tam quan trong va y nghia thuc tién cua viéc thyuc hién cac ky thuat
bam day cap mang, két ndi, lap dat cac thiét bi phan ctng va cai dat phan mém trong
hé thong mang ndi bd LAN.

- Tich cuc, cha dong va hop tac trong hoc tap. Thé hién su nhiét tinh, trach
nhiém, tac phong nhanh nhen trong cong viéc.

< PHUONG PHAP GIANG DAY VA HQC TAP PHAN 1

- Dol VGi ngudi day: st dung phuong phap giang giang day tich cuc (dién giang,
van dap, thao tic mau); yéu cau ngudi hoc thuc hién thyc hanh phan 1 (ca nhan
hodac nhom).

- Pbi v6i nguoi hoc: chii dong doc trude gido trinh (phan 1) truéc budi hoc; hoan
thanh day du budc thyc hanh va bai tap phan 1 theo ca nhan hodac nhom va nop
lai cho nguoi day diing thoi gian quy dinh.

< PIEU KIEN THUC HIEN PHAN 1
» Phong hoc chuyén mon hoa/nha xwong:
- Phong hoc thuce hanh dugc trang bi hé théng dén du anh sang.
- Ban ghé cho sinh vién.
- Ban ghé gi4o vién, bang, phan.
> Trang thiét bi mdy méc:
- May tinh, may chiéu
» Hoc ligu, dung cu, nguyén vat ligu:
- Gido an, bai giang.
- Phan mém hé diéu hanh Windows Server.

- Day mang, kim bam mang, cac d¢au nbi RJ45, Hub, Switch, Router.
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- Gi4o trinh ndi bd va cic tai liéu giang day khac hd trg bai gidng

Cic diéu Kién khdc: Khong co

KIEM TRA VA PANH GIA PHAN 1

Noi dung:

Kién thirc: Kiém tra va dénh gia tat ca noi dung di néu trong muc tiéu kién thirc
K¥ nang: Danh gi4 tit ca ndi dung di néu trong muc tiéu ki nang.

Nang lyc ty chu va trach nhiém: Trong qua trinh hoc tap, ngudi hoc can:
+ Nghién ciru bai trude khi dén 16p

+ Chuén bj day du tai liéu hoc tap.

+ Tham gia dy di thoi lwong mon hoc.

+ Nghiém tic trong qué trinh hoc tap.

Phuwong phap:

Diém kiém tra thuong xuyén: 1 diém kiém tra (hinh thirc: thuc hanh)

Kiém tra dinh ky: 1 diém kiém tra (hinh thirc: thuc hanh)
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BAI 1: BAM DAY CAP MANG
|. Ly thuyét lién quan
1. Day cap mang

Cap mang va cap thong tin lién lac 13 phan cimg mang duoc st dung dé két ndi
mot thiét bi mang nay véi cac thiét bi mang khac, vi du, két ndi hai hodc nhiéu may
tinh dé chia sé may in va may scan; két ndi nhiéu may chu voi mot bo chuyen mach
Access Switch. Pham vi bao gdm cac tap hop dir liéu va cap Ethernet, bao gom cap
xo4n dbi, cap ddng truc, cap quang, duong day dién, v.v... Cap xodn doi, cap dong truc
va cap quang 1a nhimng loai phd bién nhit.

Cap xoan doi 1a mot loai day dan trong d6 hai day dan (thuong 1a dong) cua
mot mach don duoc xodn lai voi nhau. Tai sao cac cap xoan lai voi nhau? Boi vi hai
day_ dan mang tin hiéu twong duong nhung ngugc chiéu nhau, mot cip cé thé gay ra
nhiéu xuyén am t61 cac cap khac va hiéu tng tré' nén manh mé hon doc theo chiéu dai
cua cap. Piéu nay khong hé co loi ddi voi viée truyén tin hiéu. Viéc xodn cac cip giam
nhiéu xuyén am gitra cac day. Cap xoan doi thuong dugc sir dung trong cac mang dit
liéu cho cac két nbi ngan va trung binh, vi chi phi thap hon so véi cap quang va cap
ddng truc.

Hinh 1.1.1 — Cdp xodn déi

Cap xoan do1 dugc chia theo cac loai sau:

- Cap STP (Shielded Twisted Pair)

Cap xoan d6i dugc che chin bdi vo chong nhidu dugc goi 13 cap xodn dugc bao
vé (STP). Cap STP duoc chia thanh loai c6 v chéng nhidu chung va vo chng nhidu
riéng. Cap STP voi vo chong nhidu riéng c6 14 nhom cho mdi cip xoan hodc hai cip
xoan mot. Loai vo chéng nhiu niy bao vé cap khoi hién tuong nhiéu dién tir bén
ngoai (EMI) vao hodc ra khoi cap, va cling bao vé cac cap xoan lan cén khoi hién
tuong nhiéu xuyén am. Cap Overall shielded twisted pair (OSTP) c6 vo chéng nhiéu
chung hoidc v6 chdng nhilu riéng trén tit ca cac cip trong cap xoin doi. Loai vo chong
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nhiéu nay gitp ngan EMI xam nhép hodc thoat khoi cap. Mot cap STP co thé c6 ca vo
chong nhiéu chung va riéng.

STP Cable

Hinh 1.1.2 — Cap STP
- Cap UTP (Unshielded Twisted Pair)

Cap UTP khéng c6 vo chdng nhiu dé bi anh huéng boi hién twong nhidu tir
bén ngoai. Vi 1y do dé, loai cap nay thuong dugc tim thay trong cac tmg dung dién
thoai trong nha. Cap dién thoai ngoai troi chira hang tram hoac hang ngan cap. Cac cap
cO cung toc do xodn trong cap co thé phai chiu mot s6 mirc d6 nhidu xuyén am, vi vay
cac cap day nay thuong dugc lya chon can than trong mdt cap lon dé giam hién tugong
nhiéu xuyén am.

” UTP Cable

Hinh 1.1.3 — Cép UTP

Hau hét cap UTP st dung ddu ndi RJ45, trong gidng nhu dau ndi dién thoai
(RJ11) nhung c6 8 day thay vi 4 day.
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Hinh 1.1.4 — Pau noi RJ45

Béang sau cung cap thong tin co ban vé mot s cap xoan doi

Tén Cau ltll;zlcl dien Bang thong Ung dung
Cat 3 UTP 16 MHz Cap Ethernet 10BASE-T va 100BASE-T4
Cat4 UTP 20 MHz Token Ring 16Mbit/s
Cat5 UTP 100 MHz  |Céap Ethernet 100BASE-TX & 1000BASE-T
Cat 5e UTP 100 MHz  |Cép Ethernet 100BASE-TX & 1000BASE-T
Cat 6 STP 250 MHz | Cap Ethernet I0GBASE-T
Cat 6a STP 500 MHz  |Cap Ethernet 10GBASE-T
Cat7 | STP|60MHZ |00 C AT 000BASE-T qua cip don
Cata|  STP 1000 MHz |00t 0GOBASE-T qua cip don

+ Category 3

chuan cap dong duogc xac dinh boi Lién minh Cong nghiép Dién tir va Hi€p hdi Cong

Cap Category 3, thuong dugc goi la Cat 3, 1a cap xodn d6i khong c6 vo chong
nhicu (unshielded twisted pair - UTP) duoc thiét ké d€ truyén dir lidu dang tin cdy lén
den 10 Mbit/gidy, voi bang thong co6 the 1én té1 16 MHz. N6 1a mdt phan cua céc ti€u

nghiép Vién thong. Cat 3 1a dinh dang cap ph(x)‘ bién vao dau nhitng nim 1990, nhung
tor do, nd gan nhu hoan toan dugc thay thé bang ti€u chuan Cat 5 tuong tu, nhung

mang lai téc do cao hon.
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+ Category 5

Cép Category 5, thuong duoc goi la Cat 5, 1a mot loai cap xodn d6i khong c6 vo
chéng nhiéu duoc thiét ké dé dam bao tinh toan ven tin hiéu cao. Tiéu chuén thuc té
cua Cat 5 xac dinh céc tinh chit dién cu thé cua day, nhung n6 thuong dugc danh gia
bang kha ning Ethernet 13 100 Mbit/s. Chi dinh tiéu chuan cu thé cta no 13 EIA/TIA-
568. Cap Cat 5 thuong c6 ba cip xoan mdi inch, mdi cip xodn gbm 24 diy dong. Viéc
xoan cap lam giam hién twong nhiéu dién va nhiéu xuyén am.

Mot dic diém quan trong khac la day dan dugc cach dién bang nhya (F EP) co
do phéan tan thip, c6 nghia 14 hang s6 dién méi cua nhya khong phy thudc nhiéu vao
tan sd. Can chi ¥ dic biét dé giam thiéu sy khong phu hop tré khang tai cac diém két
ndi.

Cép Cat 5 thudng duoc st dung trong cap cdu tric cho mang may tinh nhu Fast
Ethernet, mac du chung cling dugc str dung dé truyén nhiéu tin hiéu khac nhu dich vu
thoai co ban, token ring va ATM (1én t&1 155 Mbit/gidy).

+ Category 5e

Cap Category Se la phién ban nang cao ciia Cat 5 dé sitr dung véi mang
1000BASE-T (gigabit), hodc cho cac lién két 100 Base-T duong dai (350 m, so voi
100 m d6i v6i Cat 5). N6 phai dap tng cac tiéu chuan EIA/TIA 568A-5. Hau nhu tat
ca cac day cap dugc ban dudi danh nghia Cat 5 thyc ra 1a Cat 5e. Cac dau hiéu trén
cap c6 thé cho biét loai cap chinh xac.

+ Category 6

Tiéu chuan cho Gigabit Ethernet va két nbi khac tuwong thich nguoc véi cap Cat
5, Cat 5e va Cat 3. Cat 6 c6 dic diém k¥ thuat nghiém ngat hon dé dé phong nhiéu
xuyén 4m va nhidu hé théng. Tiéu chudn cap phu hop cho cic két ndi 10BASE-T,
100BASE-TX va 1000BASE-T (Gigabit Ethernet).

+ Category 7

Category 7 (CAT?7), (ISO/IEC 11801:2002 category 7/16p F), 1a chuan cap cho
Ethernet siéu nhanh va cac cong nghé két ndi khac co thé tuwong thich ngugc véi cap
Ethernet CAT5 va CAT6 truyén thong. CAT7 c6 dic diém ky thuat nghiém ngat hon
dé phong hién tuong nhiéu Xuyén am va nhiéu hé thng t6t hon so vi CAT6. Pé dat
duogc diéu ndy, vo chdng nhidu di duoc thém vao cho timg cip day va toan bd cap

Tiéu chuan cap CAT7 di duoc tao ra dé cho phep tin hi¢u Ethernet 10 gigabit
truyén trén 100m cap dong Cap co 4 cap day ddng xodn, gidng nhu cac tiéu chuin
trudc d6. CAT7 c6 cac dau ndi RJ-45 twong thich GG45 két hop tiéu chuan RJ-45 va
mot loai két ndi méi dé cho phép truyén dir liéu muot ma hon theo tiéu chuin méi. Khi
két hop voi dau ndi GG-45, cap CAT7 c6 tan s6 truyén 1én t6i 600 MHz.
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Catbe Catb Catba Cat/

Hinh 1.1.5 — M{t s6 logi cdp xodn ddi
2. Cac chuin bim day cip mang

Hai tiéu chuan thuong duoc st dung véi cap xodn doi 1a T568A va T568B. Day
1a nhitng tiéu chuan vién thong tir TIA va EIA chi dinh sip xép pin cho dau nbi
(thudng 13 RJ45) trén cap UTP hodc STP. Con sd 568 dé cap dén tht tr ma trong do
cac day trong cap xodn doi duoc gin vao dau ndi. Tin hiéu gidng hét nhau ddi véi ca
hai tiéu chuan nay.

Sb pin dugc doc tir trai sang phai va cac dau ndi theo thr ty tir trén xudng. Luu
v rang cac ddu ra cua pin van gilt nguyén, va su khac biét duy nhat 13 ma hoa mau cta
hé thong day dién.

Color Standard Ethernet Patch Cable
EIA/TIA TS68A
RJ45 PIN# PIN# RJ4S
X+ Green/White Tracer | 1 1 | Green/White Tracer
™ Green | 2 f—— > | Green -] FR3
RX+ Orange/White Tracer | 3 e 3 | Orange/White Tracer - PR2
= Y e — ry -
Blue/White Tracer | 5 |—————— 5 | Blue/White Tracer
RX- Orange | 6 j—— G | Orange E-Pr2
Brown/White Tracer | 7 7 | Brown/White Tracer
| Brown | 8 8 | Brown — L
Color Standard Ethernet Patch Cable
EIA/TIAT568B
RJ45 PIN# PIN# RJ45
Orange/White Tracer | 1 |e—— 1 | Orange/White Tracer e ] PR 2
Orange | 2 2 | Orange -
Green/White Tracer | 3 3 | Green/White Tracer - PR3
Blue | 4 4 | Blue -] PR1 ]
Blue/White Tracer | 5 |je——— 5 | Blue/White Tracer
Green | 6 |——— G | Green -— PR3
Brown/White Tracer | 7 7 | Brown/White Tracer
Brown | 8 8 | Brown -] PR4

Hinh 1.1.6 — Chudn T5684 va T568B
3. Cac ky thuat bam cap mang
a) K¥ thuit bAm diy cap mang thing
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Cap thang (Straight-through cable): 1a cap dung dé ndi PC va cac thiét bi mang
nhu Hub, Switch, Router... Cap thiang theo chuin 10/100 Base-T dung hai ciap day
x04n nhau va dung chan 1, 2, 3, 6 trén dau RJ45. Cip diy xodn thir nhat ndi vao chan
1, 2, cap xoan thtr hai ndi vao chan 3, 6. Pau kia cia cap dya vao mau ndi vao chan
ctia dau RJ45 va ndi tuong ty.

1: White Orange 1: White Orange
2: Orange - z:;:h“ Fm;:r:ﬂ“ 2: Orange

3: White Green N /AN A ATA 3 White Green
4: Blue T UTTTTITIT] 4 Biue

5: White Blue |1 1 || =7 """'F | 5: White Blue
6: Green 6: Green

7: White Brown  PC HUB  7: White Brown
8: Brown 8: Brown

Hinh 1.1.7 - Cdch dau ddy thdang.
b) K§ thuat bam day cap mang chéo
Cap chéo (Crossover cable): 1a cap dung ndi truc tiép giita hai thiét bi gidng
nhau nhu PC — PC, Hub — Hub, Switch — Switch. Cap chéo trét tu ddy cling giong nhu
cap thang nhung dau day con lai phai chéo cdp day xoan sir dung (vi tri thir nhat doi
vo1 vi tri tha 3, vi tri th hai d61 véi vi tri thir sau) .

1: White Orange 1: White Green
2: Orange ME::PM ms:::pm 2. Green

3: White Green _\ | /\ L\ ' m \__ 3: White Orange
4: Blue L|| 171 ‘ 'l'”U 4: Blue

5: White Blue | 1 [ LL\_H 5: White Blue

6: Green - 6: Orange

7: White Brown  PC PC  7: White Brown
8: Brown 8: Brown

Hinh 1.1.8 - Céach dau day chéo.
Il. Trinh tu thuc hién
1. Yéu cau thuc hién
Thuc hién bim day cap mang thang v6i chuan bim day cdp mang T568B
Kiém tra cac ddy mang sau khi bAm hai dau
2. Thiét bi, dung cu, vt liéu

- Day mang CatSe
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- Hat mang RJ45

- Kim bim day mang

20



- Hop kiém tra ddy mang

Grru+vLiry

3. Cac budc thuc hién
Thuc hién k§ thuat bAm ddy cap mang thong qua 4 budc sau:
e Budc 1: Cit vo ddy mang
e Budc 2: Lam gon va sdp xép cac diy theo chuan
e Budc 3: Cat dau diy mang
e Budc 4: Bam dau RJ45 cho day mang
Hudng dén chi tiét
Buéce 1: Cdt vé ddy mang

+ Pua day mang vao chd cit vo trén kim bam do dai tir 2 — 2,5cm, giit kim &
muc ludi dao cham nhe vao vo day mang.

+ Tir tir xoay ddy mang dé ludi dao cit duoc toan bd vo
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+ Rut vo da cét ra khoi ddy mang

\

Buoc 2: Lam gon va sap xép cac day theo chuan

+ Tach cac cip day xodn va sap xép theo thir tu.

2
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+ Vubt thang cac dau ddy va xép ching lai gin nhau

!

+ Giir chit cac dau day da sip xép va vubt thang

;

23

+ Sép xép cac day theo chuan

Buéc 3: Cdt dau day mang



+ Pua day vao vi tri dao cat cua kim bam

Buéc 4: Bam dau RJ45 cho ddy mang

+ Ly dau hat mang RJ45 va hudng ghim cai xubng dudi
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ot Tién hanh S:ho phﬁn day da duogc cit vao hat mang RJ45 sao cho cham toi
diém dong ¢ trong dau cap RJ45.

+ Cho dau cap RJ45 vao phan bim dau RJ45 cta kim mang va bam mot luc
manh, dut khoat.

4. Yéu ciu két qua
Dua ddy vira bam cdm vao bo kiém tra ddy mang. Tat ca cac dén trén bo kiém
tra ddy mang déu sang lan lugt theo thu tu tir 1 dén 8

Str dung cac day mang d3 bam cho bai thuc hanh tiép theo
I11. Sai héng va cach khic phuc

1. Pén trén hop kiém tra diy mang khong sang

- Nguyén nhan

Trong qua trinh bAm dau hat mang diy mang d3 khong cham t&i diém tiép xuc
bang dong trén hat mang RJ45

- Cach khac phuc
25



Thuc hién bim dau day mang theo ding k¥ thuat

2. Dén trén hop kiém tra diy mang sang khong theo thir tw
- Nguyén nhan

Trong qué trinh sap xép day da khong ding theo chuan

- Cach khéc phuc

Thue hién sdp xép ddy mang theo dung chuan

3. Pén trén hop kiém tra diy mang sing khong di

- Nguyén nhan

Trong qua trinh cit dau day mang da cat khong déu hodc dwa day vao hat mang
khong déu

- Cach khéc phuc

Thuyc hién gilt ddy mang that chat, cit day mang theo mdt duong théng, tiép tuc
gilr chat didy mang khi dua vao hat mang

V. Huéng din 6n luyén

- Cac budc thuc hién k¥ thuat bAm day cap
- K§ thuat bam day cép thang

- K§ thuat bam day cép chéo
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BAI 2: KET NOI THIET BI
. Ly thuyét lién quan
1. Cac thiét bi lién két mang
a) Hub (B§ tap trung)

Hub thuong dugc dung dé ndi mang, thong qua nhitng ddu cim ctia n6é ngudi ta
lién két v6i cac may tinh dudi dang hinh sao.

Hinh 1.2.1 - Hub.

Nguoi ta phan bi¢t cac Hub thanh 3 loai nhu sau sau:

- Hub bi dong (Passive Hub): Hub bi dong khong chira cac linh kién dién tur va
cing khong xur ly cac tin hiéu dir liéu, n6 c6 chire nang duy nhat 1a t6 hop cac tin hiéu
tr mot s6 doan cap mang. Khoang cach gitra mot may tinh va Hub khong thé 16n hon
mot nura khoang cach t6i da cho phép giita 2 may tinh trén mang (vi du khoang cach
t6i da cho phép gilta 2 may tinh ctia mang 1a 200m thi khoang cach téi da giira mot
may tinh va hub 1a 100m). Cac mang ARCnet thuong dung Hub bi dong.

- Hub chii dong (Active Hub): Hub chu dong co céac linh kién dién tir c6 thé
khuyéch dai va xir 1 cac tin hiéu dién tir truyén giita cac thiét bj cia mang. Qua trinh
xur 1y tin hi€u dugc goi 1a tai sinh tin hi€u, n6 lam cho tin hiéu tré nén tt hon, it nhay
cam véi 16i do vay khoang cach giita cac thiét bi c6 thé ting 1én. Tuy nhién nhiing wu
diém d6 ciing kéo theo gia thanh ctia Hub chu dong cao hon nhiéu so véi Hub bi dong.
Céac mang Token ring c¢6 xu huéng dung Hub chu dong.

- Hub thong minh (Intelligent Hub): cling 1a Hub chu dong nhung c6 thém cac
chirc ning méi so voéi loai trude, nd cé thé co bd vi xir Iy clia minh va bd nhd ma qua
d6 né khong chi cho phép diéu khién hoat dong thong qua cac chuong trinh quan tri
mang ma né cé thé hoat dong nhu bd tim duong hay mét cau nbi. N6 c6 thé cho phep
tim duong cho gdi tin rat nhanh trén cac cong cua no, thay vi phat lai géi tin trén moi
cong thi né ¢ thé chuyén mach dé phat trén mot cong c6 thé ndi toi tram dich.

b) B6 chuyén mach (switch)

Chtic ning chinh ctia switch 13 cing mot lic duy tri nhiéu cau nbi gitta cac thiét
bi mang bang cach dua vao moét loai duong truyén xuong song (backbone) ndi tai toc
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dd cao. Switch c¢6 nhiéu céng, moi céng c6 thé hd trg toan bd Ethernet LAN hodc
Token Ring.

Hinh 1.2.2 - Switch.

Bo chuyén mach két ndi mot s LAN riéng biét va cung cép kha ning loc goi
dir liéu gitra ching.

Switch 1a thiét bi gibng nhu bridge nhung nhiéu port hon cho phép ghép nbi
nhiéu doan mang v6i nhau. Switch ciing dua vao bang dia chi MAC dé quyét dinh goi
tin ndo di ra port ndo nham tranh tinh trang giam bang théng khi s may tram trong
mang tang 1én. Switch ciing hoat dong tai 16p hai trong m6 hinh OSI. Vi¢e xu ly goi
tin dua trén phan ctmg (chip).

Khi mot géi tin di dén Switch (hodc Bridge), Switch (hodc Bridge) s& thuc hién
nhu sau:

- Kiém tra dia chi nguon cuia géi tin di c6 trong bang MAC chua, néu chua co
thi n6 s€& thém dia chi MAC nay va port nguon (noi goi tin di vao Switch (hodc
Bridge)) vao trong bang MAC.

- Kiém tra dia chi dich cua goi tin da c6 trong bang MAC chua:

+ Néu chua c6 thi nd s& gai gbi tin ra tat ca cac port (ngoai trir port goi tin di

vao).

+ Néu dia chi dich di c¢6 trong bang MAC:

+ Néu port dich tring véi port ngudn thi Switch (hodc Bridge) s& loai bo goi
tin.

+ Néu port dich khac v6i port ngudn thi goi tin s& dugc goi ra port dich twong
ung.

Chuy:

- Dia chi nguén va dija chi dich dugc noi & trén déu 1a dia chi MAC.
- Port ngudn 1a Port ma géi tin di vao.

- Port dich 1a Port ma goi tin di ra.

¢) Router (Bo tim dudong)

Router 12 mot thiét bi hoat dong trén téng mang, n6 co thé tim duoc duong di
tot nhat cho cac goi tin qua nhi¢u két noi dé di tur tram gui thudc mang dau dén tram
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nhan thudc mang cudi. Router c6 thé dugc st dung trong viéc ndi nhi€éu mang voi
nhau va cho phép céc goi tin c6 thé di theo nhi€éu duong khac nhau dé téi dich.

Hinh 1.2.3 - Router.

Khac voi Bridge hoat dong trén tang lién két dit liéu nén Bridge phai xu Iy moi
goi tin trén duong truyén thi Router ¢ dia chi riéng biét va no chi tiép nhan va xur 1y
cac gbi tin gri dén nd ma thoi. Khi mot tram mudn giri goi tin qua Router thi né phai
guri goi tin véi dia chi tryc tiép ciia Router (Trong goi tin d6 phai chtra cac thong tin
khac vé dich dén) va khi goi tin dén Router thi Router méi xir 1y va guri tiép.

Khi xtr Iy mot goi tin Router phai tim dugc duong di cta goi tin qua mang. Dé
lam dugc diéu d6 Router phai tim dugc dudng di tét nhat trong mang dua trén céc
thong tin né c¢6 vé mang, thong thuong trén mdi Router c6 modt bang chi duong
(Router table). Duya trén dit liéu vé Router gan d6 va cac mang trong lién mang, Router
tinh duoc bang chi duong (Router table) toi wu dua trén mot thuat toan xac dinh trude.

2. M6 hinh mang ngang hang Workgoup (peer-to-peer)

O mo hinh ndy c6 mot nhém méy tinh mang cling chia sé tai nguyén nhu file dir
lidu, may in. D6 1a mot nhom logic cac mdy tinh ma tat ca ching ¢ cung tén nhom. O
mot mang cuc bd LAN ¢o thé c6 nhiéu nhém 1am viéc Workgroup khac nhau cung két
nbi.

Trong mo hinh ndy, cic may tinh c¢6 quyén han ngang nhau va khong c6 céc
may tinh chuyén dung lam nhiém vu cung cip dich vu hay quan ly. Cac méy tinh tu
bao mat va quan 1y cic tai nguyén ciia riéng minh, hon hét cic may tinh cuc bo nay
cling tu chung thuc cho nguoi dung cuc bo.

V6i mo hinh ndy cic may tinh c6 quyén chia sé tai nguyén ngang nhau ma
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khong can su chi dinh cta server. Su quan tri vé tai khoan nguoi dung, bao mat cho
ngudn tai nguyén chia s¢ khong dugc tap trung héa. C6 thé két ndi t6i mot nhom da
tdn tai hodc khoi tao mot nhém méi

O moé hinh nay khong yéu ciu may tinh chay trén hé diéu hanh Windows
Server. Voi Workgroups thiét ké va thyc hién don gian, khong yéu cau lap ké hoach co
pham vi rong. V&i nhom may tinh dudi 10 may va duoc dit gan nhau thi mo hinh
mang Workgroup 1a sy lya chon wu viét. Tuy nhién & m6 hinh nay moi nguoi dung can
c6 mot tai khoan nguoi dung trén mdi may tinh ma ho mubn ding nhap, néu nhu co
bat ki su thay ddi nao lién quan dén tai khoan déu can thyc hién trén tat ca cic may
tinh trong nhém lam viéc. Viéc chia sé thiét bi va file duoc xu Iy bdi cac may tinh

riéng, va chi cho nguodi dung co tai khodn trén may tinh d6 dugc sir dung

Hinh 1.2.4 — M6 hinh mang Workgroup

Mo hinh Workgroup c6 cac dic diém co ban sau:

e (Céc may tinh trong mang cd vai tro nhu nhau.

e (Cac dir liéu va tai nguyén dugc luu trtr phan tan tai cdc may, cdc may tu
quan ly tai nguyén cua minh.

e Khéng c6 may tinh chuyén cung cip dich vu va quan Iy hé thong mang.

e MJi may tinh déu dam nhén ca 2 vai trd may phuc vu va may khach

e Ngudi ding timg may tu quyét dinh vé dit liéu dung chung

e (Céc may tinh ty chung thuc

e Thong tin nguoi dung luu trong tap tin SAM (Security Accounts Manager)
ngay chinh trén may tinh cuc bd

Uu diém ctia mo hinh Workgroup
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o Dé cai dit va céu hinh

e Rétién hon so voi mang Client-Server

Nhuoc diém cua mo hinh Workgroup

e Khong quan ly tp trung tai nguyén mang.

e Tinh bao mat khong cao: d0 an toan va bao mat do nguoi

dung cua tirng may quyét dinh.

e Phu hop voi cac mang nho (< =15 may tinh)

3. Dia chi IP

a) Thanh phan va hinh dang cua dia chi IPv4

Dia chi IP dang duoc sir dung hién tai (IPv4) c6 32 bit chia thanh 4 Octet ( mdi
Octet c6 8 bit, twong duong 1 byte ) cach dém déu tir trai qua phai bit 1 cho dén bit 32,
cac Octet tach biét nhau bang dau chdm (.), bao gdm c6 3 thanh phan chinh.

g'if'ﬂﬁ Net ID Host ID
=T T Bit 32

+ Bit nhan dang 16p ( Class bit )

+ Dia chi cia duong mang ( Net ID )

+ Dia chi cia may tinh ( Host ID ).

Bit nhan dang 16p (Class bit) d¢ phan biét dia chi ¢ 16p nao.
- Dia chi Internet biéu hién & dang bit nhi phan:
XYXYXYXY.XYXYXYXY.XYXYXYXY.XYXYXYXY

X,y =0hoac 1.
Vi du:

0 010110.01111011. 01101110. 11100000
Bit nhan dang  Octet 1 Octet 2 Octet 3 Octet 4

- Pia chi Internet biéu hién & dang thap phan:

XXX XXX XXX XXX

x 1a s6 thap phan tir 0 dén 9

Vi du: 146. 123. 110. 224

Dang viét day dii ctia dia chi IP 1a 3 con s6 trong timg Octet. Vi du: dia chi IP
thudng thay trén thyc té co thé 1a 53.143.10.2 nhung dang day di 14 053.143.010.002.

b) Dia chi IP tinh (Static IP)

IP tinh 1a dia chi duoc dinh cau hinh thi cong cho thiét bi. IP nay dugc goi
“tinh” do n6 khong hé thay doi khac véi DHCP thay d6i mdi khi mat va két nbi lai.
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U Wireless Network Connection Properties s £

Internet Protocol Version 4 (TCP/IPv4) Properties ? ] 23, J

Networking | Sharing l

General

Connect using:
g You can get IP settings assigned automatically if your network supports

Q‘ 300Mbps Wireless USB Adapter this capability. Otherwise, you need to ask your network administrator
; for the appropriate IP settings.
,
This connection uses the following items: © Obtain an IP address automatically
@) Use the following IP address:
% Client for Microsoft Networks - .
=1 (0 Packet Scheduler IP address: 192 . 168 . 1

Q File and Printer Sharing for Microsoft Networks
-&. Intemet Protocol Version 6 (TCP/IPvS)
-4 Intemet Protocol Version 4 (TCP/IPv4) Default gateway: 192.168. 1 . 1
-&. Link-Layer Topology Discovery Mapper 1/0 Driver
«&. Link-Layer Topology Discovery Responder

Subnet mask: 255.255.255. 0

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

=)

Install.. . Uninstall | Properties ‘ Preferred DNS server: 8 o8 B w8
Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

Alternate DNS server: 8 .8 .4.4

[T validate settings upon exit

OK | Cancel i [ OK ][ Cancel ]

% .

Hinh 1.2.5 - Pia chi IP tinh dL:’_O’C 6 dinh va khong thé thay doi

Dia chi IP tinh giup két ndi Internet nhanh chéng khong can doi cip phat IP. IP
tinh con gitp ting toc do tai website, download file torrent. IP tinh giit dudng truyén
on dinh v61 may tinh nam trong hé théng mang noi ba.

Bét 1oi 16n cua IP tinh chinh 13 ciu hinh thi cong. Moi thiét bi déu yéu cau thiét
1ap dia chi IP tinh va c4u hinh dung router dé giao tiép voi thiét bi d6. Piéu nay giy
mat rat nhiéu thoi gian khi thiét 1ap.

¢) bia chi IP dong (Dynamic IP)

IP dong 1a IP dugc gan ty dong cho tung két ndi hodc node cua mang. Vi du
nhu dién thoai thong minh, may tinh,...IP dong hoat dong nguoc lai so voi IP tinh
bang cach sir dung phuong thirc DHCP. Viéc gan dia chi IP tw dong nay dugc thuc
hién bang giao thirc DHCP va ludn dugc thay ddi mdi khi ngit va két nbi lai.

DHCP Client Router DHCP Server

Dynamic Host
Configuration Protocol

Hinh 1.2.6 - IP déng c6 thé dwoc tiy chinh boi mdy chit DHCP
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IP dong mang nhiéu vu diém nhu: tinh linh hoat, d& cai dat va dé quan ly. So
luong thiét bi két ndi s& it bi gidi han voi IP dong. Nhirng thiét bi khong can thiét s&
ngat két ndi va giai phong IP cho cac thiét bi méi st dung.

IP dong dugc tmg dung rong rai nhat. N6 ton tai khi cac hd gia dinh str dung IP
dugc gan ty dong tur router. Tuy nhién, moi thiét bi s& yéu cau IP cua router dé may
tinh truy cdp vao mang. Dia chi IP dong cua router s& ludn thay ddi theo dinh ky. Diéu
nay dan dén viéc xung dot IP khi cic may méi vao sir dung IP clia may dang ding
trong hé thong mang.

Il. Trinh ty thwe hién

1. Yéu cau thue hién

- Két ndi cac may tinh theo mo hinh mang ngang hang Peer to Peer

- Cai dat dia chi IP tinh cho cac may tinh

- Thiét 1ap chi IP dong cho cac may tinh

So d6 két nod1 nhu sau:

—
—
o

Router

| | | |
== 0 == L == 0 == 0

PC1 PC2 PC3 PC4
Pia chi IP Pia chi IP Pia chi IP Pia chi IP
192 .168.1.1 192.168.1.2 192 168.1.3 192 168.1.4

2. Thiét bi, dung cu
- May vi tinh
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- Day mang d4 bam 2 d4u theo chuan T568B

- Switch

- Router

3. Cac budc thuc hién



Thuc hién k§ thuat két ndi cac thiét bi thong qua 4 budc sau:
e Budc 1: Cam day cap mang tir may tinh vao Switch
e Budc 2: Cam day cap mang tir Switch vao Router
e Budc 3: Cai dat dia chi IP cho cac may tinh

Hudng dan chi tiét

Buéce 1: Cam ddy cap mang vao mady tinh va Switch

Cam mot dau day cap mang

Cong LAN

Cam day cap mang vao cong cam day mang trén may tinh
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Cam dau day cap mang con lai

Lua chon mét cong cdm diy mang trén Switch

Cam day cap mang vao cong cam da lua chon trén Switch

Buée 2: Cam ddy cdp mang tie Switch vao Router
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Cam mot dau day cap mang

Lwa chon mot céng cam day mang trén Switch

Cam dau day cap mang con lai

Xéc dinh cong caim WAN trén Router

Cong WAN

Cam ddy cap mang vao cong cim WAN trén Router
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Buorc 3: Cai dat dia chi IP cho cac may tinh
- bt dia chi IP tinh
+ Trén may PC1: Thyc hién vao Start / Settings. Click vao Network & Internet

Settings - O X

Windows Settings

| |:i-"dasetti-“g S

g System

Display, sound, notificaticns,
power

"" Devices D Phone

Bluetooth, printers, mouse Link your Android, iPhone

@ Metwork & Internet @ Personalization EE_ Apps
Wi-Fi, airplane mode, VPN Background, lock screen, colors Uninstall, defaults, optional
features
R Accounts ﬁ‘$ Time & Language @ Gaming
Your accounts, email, sync, A Speech, region, date Game bar, DVR, broadcasting,
work, other people Game Mode

Windows isn't activated. Activate Windows now.

+ Trong cira sb tiép theo click Ethernet sau d6 click Change adapter options
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= Settings - O X

@ Home Ethernet
| Find a setting P Ethernet
Network & Internet Network 2
Connected
& Status
| = Ethernet Related settings
Change adapter options
2 Dial-up
Change advanced sharing options
% VPN
Network and Sharing Center
(@G Data usage Windows Firewall
& Proxy

Make Windows better

Give us feedback

+ Tai cira s6 Network Connections click chudt phai vao biéu twong két ndi
Internet cia may tinh, chon Properties

&/ Metwork Connections — O d
U E' < All Control Panel ltems » Metwork Connections » v O Search Metwork Connections 2
Organize * Disable this network device Diagnose this connection Rename this connection > =+ [N 0
_'-. Ethernet !_'. WhAware Metwork Adapter
S Network 2 = t1
@7 Realtek PCle| 3 Disable ed
-'- Viware Mety Status
e WMnet8 Diagnose

g
@i~ Enabled

$ Bridge Connections

Create Shortcut
Delete

& &

Rename

) Properties

Jiterns 1 item selected 1=z =

+ Tai hop thoai Ethernet Properties chon muyc Internet Protocol Version 4
(TCP/1Pv4) va click nat Properties
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[ Ethernet Properties *
Metworking  Sharing

Connect using:

I? Realtek PCle GBE Family Controller

This connection uses the following items:

& Client for Microsoft Networks A
8 yMware Bridge Pratocol

’:]? File and Printer Sharing for Microsoft Networks

o5 Packet Scheduler

R [ntemet Protocol Version 4 (TCP/IPvd)
O 2 Microsoft Network Adapter Multiplexor Protocol

& Microsoft LLDP Protocol Driver v
£ >

Install... LIningtall Properties
Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwonks.

QK Cancel

+ Trong hop thoai tiép theo click chon muc Use the following IP address sau
d6 nhap dia chi IP cho may PC1 nhu hinh. Click OK

Internet Protocol Version 4 (TCP/IPvE) Properties o

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IF address:

IP address: |192.168. 1 . 1 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | . . . |

Obtain DMS server address automatically

(@) Use the following DMS server addresses:

Preferred DM3 server: | . . . |

Alternate DMS server: | . . . |

[Jvalidate settings upon exit

40



Thuc hién tuong tu, tién hanh dit dia chi IP cho cac may PC2, PC3, PC4

Internet Protocol Version 4 (TCP/1Pv4) Properties ot
General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192,188, 1 . 2 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | . . . |

Cbtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: | . . . |

Alternate DMS server; | . . . |

[ ]validate settings upon exit Advanced. ..

Cancel

Internet Protocol Version 4 (TCP/IPvd) Properties hod

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Use the following IF address:

IF address: |192.168. 1 . 3 |
subret mask: | 255 .255.255. 0 |
Default gateway: | . . . |

CObtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server: | . . . |

Alternate DMS server: | . . . |

[ ] validate settings upon exit Advanced. ..

Cancel
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Internet Protocol Version 4 (TCP/IPvd) Properties hod
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Use the following IF address:

IF address: |192.168. 1 . 4 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | . . . |

CObtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server: | . . . |

Alternate DMS server: | . . . |

[ ] validate settings upon exit

- bt dia chi IP dong
+ Trén may PC1: Thuc hién vao Start / Settings. Click vao Network & Internet

Settings - O X

Windows Settings

| |:i'“dasetti'“g S

g System

Display, sound, notifications,

'=‘-' Devices D Phone

Bluetooth, printers, mouse Link your Android, iPhane

power
o [rp—
@ Network & Internet @ Personalization EE Apps
Wi-Fi, airplane mode, VPN Background, lock screen, colors Uninstall, defaults, optional
features
R Accounts ('3$ Time & Language @ Gaming
Your acceunts, email, sync, A Speech, region, date Game bar, DVR, broadcasting,
waork, other people Game Mode

Windows isn't activated. Activate Windows now.
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+ Trong ctra so tiép theo click Ethernet sau d6 click Change adapter options

= Settings - O X
@ Home Ethernet
Find a setting po) Ethernet
Network & Internet Network 2
Connected
& Status
| = Ethernet Related settings
Change adapter options
2 Dial-up
Change advanced sharing options
i Network and Sharing Center
(@ Data usage Windows Firewall
Proxy

Make Windows better

Give us feedback

+ Tai ctra s6 Network Connections click chudt phai vao biéu tugng két ndi
Internet cia may tinh, chon Properties

& Metwork Connections — O d
™ E' << All Control Panel ltems » Metwork Connections » v 0 Search Metwork Connections 0O
Organize « Disable this network device Diagnose this connection Renarne this connection  » Bt ~ mH 9
_'-. Ethernet !_'. Whiware Metwork Adapter
%lj MNetwork 2 = 1
@ Realtek PCle| W) Disable ed
_'-. Viware Mety Status
ViMnetd Diagnose

@7 Enabled
®) Bridge Connections

Create Shortcut
Delete

Rename

& e

Properties

Jitems 1 itemn selected iz =

43



+ Tai hop thoai Ethernet Properties chon muc Internet Protocol Version 4
(TCP/1Pv4) va click ntt Properties

[,'3;] Ethernet Properties >
Metworking  Sharing

Connect using:

I? Realtek PCle GBE Family Controller

This connection uses the following tems:

I?Clierrt for Microsoft Netwarks L

43 \Mware Bridge Pratocol

’:]? File and Printer Sharing for Microsoft Networks

8005 Packet Scheduler

iR Intemet Protocol Version 4 (TCP/IPvd)

& Microsoft Network Adapter Multiplexor Protocal

& Microsoft LLDP Protocol Driver v
>

N RO R R R

Install... Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel

+ Trong hop thoai tiép theo click chon muc Obtain an IP address
automatically. Click OK

Internet Protocol Version 4 (TCP/IPv4) Properties >

General | Alternate Configuration

You can get IF settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
(") Use the following IP address:

IP address: | : . . |

Subniet mask: | : . . |

Default gatewan: | : . . |

(®)Obtain DNS server address automatically:

(") Use the following ONS server addresses:

Preferred DS server: | : . . |

Alternate DMS server: | : . . |

Validate settings upon exit
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Thyc hién tuong tu cho cac may PQZ, PC3, PC4. Khi d@6 dia chi IP cua cac
may PC1, PC2, PC3, PC4 s¢€ do Router thiét 1ap tu dong

4. Yéu cau két qua

Két ndi cac may tinh st dung céc thiét bi lién két mang ding theo so db da ghi
trong phan yéu cau

Cai dat thanh cong dia chi IP tinh cho cdc may tinh PC1, PC2, PC3, PC4
Thiét 1ap thanh cong dia chi IP dong cho cac may tinh PC1, PC2, PC3, PC4

Mo Network s€ hién thi tén cac may tinh da duoc két noi véi nhau

> 5 | Network - 8] X
i B Prevew pane - L Medium kon nall Geon . 1 Group by * Lem chedk Daves
T8 Detatis pane Lt Dets l exte
Nangaton = i : oot ) ot
& > Network
& Downloads o Computer (4 s
Decuments - "
- Pictres ’ L‘J PC1 Q PC2
101 Types of Mis

o il e W rc W rcs

I11. Sai hong va cach khic phuc

1. Khéng hién thi cic may tinh trong Network

- Nguyén nhan

Chua dit dia chi IP cho cac may tinh hodc dat khong dung, c6 su trung lap
- Cach khéc phuc

Dit dia chi IP theo ding yéu cau

2. Hién thi khong day di cic may tinh trong Network

- Nguyén nhan

Tén cac may tinh phai khac nhau khong c6 sy trung lap

- Cach khac phuc

Dit tén cac may tinh ding theo so d6

3. Khéng cip dwoc dia chi IP dong cho cic may tinh

- Nguyén nhan

Cam day mang khong dung vao cong WAN trén Router

- Cach khéc phuc

Cam diy mang vao cong WAN trén Router

V. Huéng dén 6n luyén

- Thue hién két ndi céac may tinh st dung céc thiét bi lién két mang

- Cai dat dia chi IP tinh cho cac may tinh
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- Thiét lap dia chi IP dong cho cac may tinh
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BAI 3: CHIA SE DU LIEU VA MAY IN
. Ly thuyét lién quan
1. Mang ngi bo LAN

LAN c6 tén goi dﬁy du la “Local Network Area” (Mang cuc bd). Mang LAN
duoc hiéu 1a su két hop cua nhiéu thiét bi duoc két ndi lai voi nhau trong mot hé théng
mang tai mot khu vyc nhét dinh (Cong ty, truong hoc, nha 6,...). Vé co ban: Mang
LAN duoc hinh thanh khi 2 hodc nhiéu may tinh cung cam vao 1 modem hodc dang
tuong tu roi két ndi va chia sé cac thong tin véi nhau tai do.

Mang LAN duoc két ndi lai véi nhau thong qua thiét bi dinh tuyén (Router) hay
WLAN (Wireless Local Network Area) mang LAN khong day — cac may tinh két no1
vao mang thong qua Wifi.

St dung mang LAN giup chia s¢ dir liéu trong n6i bo mét cach nhanh chong ma
khong can phai thao tic qua nhiéu.

2. Twong lira (Windows Firewall)

Tuong lta (Firewall) 12 mot hé théng an ninh mang, c¢6 thé dua trén phan cing
hodc phan mém, sir dung cac quy tic dé kiém soat traffic vao, ra khoi hé théng. Tuong
Itra hoat dong nhu mot rao chin gilta mang an toan va mang khong an toan. No kiém
soat cac truy cdp dén ngudn luc ciia mang théng qua mot mé hinh kiém soat chii dong.
Nghia 1a, chi nhitng traffic phu hop v6i chinh sach dugc dinh nghia trong tudong Itra
mo1 dugc truy cdp vao mang, moi traffic khac déu bi tir chdi.

Bét ki may tinh nao két ndi téi Internet cling can co firewall, gitp quan 1y
nhung gi dugc phep vao mang va nhiing gi duoc phép ra khoi mang. Viéc c6 mot

“ngudi gac cong” nhu vay dé giam sat moi viéc xay ra rat quan trong boi 2 1y do:

Thir nhat, bat ki may tinh két ndi mang nao thudong két ndi vinh vién véi
Internet. Thir 2, mdi may tinh truc tuyén lai c6 mdt chit ky dién tr riéng, dugc goi
1a Internet Protocol address (hay con goi 1a dia chi IP): Néu khong c6 firewall hd tro,
no chﬁng khac gi chuyén bat tat ca dén 1én va mo rong cua dé dén trom vao.

Mot firewall duoc cAu hinh chinh xac s& ngan chan diéu nay xay ra va gitp may
tinh “4n” mot cach hiéu qua. Firewall khong giong chuong trinh diét virus. Thay vao
do, n6 lam viéc cung voi nhirng cong cu nay nham dam bao rang may tinh duoc bao vé

tir hau hét cdc mdi tin cong nguy hai phd bién.

Il. Trinh ty thuc hién
1. Yéu ciu thuc hién

Chia sé thu muc Public tai 6 dia D trén may PCl1, truy cdp vao thu muc da chia
sé trén may PC2

Chia s¢ may in trén may PC1, két ndi may in da chia sé trén may PC2, thyc
hién 1€nh in ki€m tra trén may PC2

So d6 két no1 nhu sau:
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ﬂ. t Thw muj:chia sé ﬂ t

May tinh PC1 May tinh PC2

2. Thiét bi, dung cu, vat liéu

- May vi tinh da két ndi mang ndi bd LAN.

- M4y in da dugc cai dat trén may PC1

3. Cac budc thue hién
Thyc hién ky thuat chia sé¢ dir li€u va chia s¢ may in thong qua 5 budc sau:

e Budc 1: Tit tuong lira Windows Firewall
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e Budc 2: Kiém tra 2 may tinh di thong nhau
e Budc 3: Thiét lap dé vao mang LAN
e Budc 4: Chia sé dir liéu qua mang LAN
e Budc 5: Chia sé may in qua mang LAN
Hudng dén chi tiét
Buéc 1: Tt twong liva Windows Firewall

Thuc hién: Vao muc Control Panel

[ & Filters
Best match

Control Panel
Desktop app

Apps
€ Google Chrome
B Command Prompt

£ CCleaner
Search suggestions
L - seeweb results p

Settings (4+)

Trong hop thoai All Control Panel Items click chudt vao muc Windows
Defender Firewall
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All Contral Panel ltems — O

i » Control.. » All Control Panel ltems v Search Control Panel 2

Adjust your computer's settings View by: Largeicons =

Realtek HD Audio Manager Recovery

Region Remote,f\pp and Desktop
Connections

Security and Maintenance Sound

{ ¢ & ¥

T,
JFInT

Speech Recognition Storage Spaces

Sync Center System

Taskbar and Mavigation Troubleshooting

Windows Defender

User Accounts .
Firewall

Windows To Go Work Folders

VEHF®«te8

o« & & @

W

Hop thoai Windows Defender Firewall xuit hién click vao muc Change notification
settings

ﬂ Windows Defender Firewall — O

&« 3>~ 4 E <« All Control Panel ltems * Windows Defender Firewall w Search Control Panel el

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to

Allow an app or feature your PC through the Internet or a network,

through Windows Defender

Firewall . o)

l 9 Private networks Connected ()

Q Change notification settings
) Turn Windows Defender Metworks at home or work where you know and trust the people and devices en the network

Firewall on or off
& Restore defaults Windows Defender Firewall state: On

Incoming connections: Block all connections to apps that are not on the

Ad d setti
G vanced settings list of allowed apps

Troubleshoot my network . -
Active private networks: 2 Network 2

Maotification state: Motify me when Windows Defender Firewall
blocks a new app

l 9 Guest or public networks Not connected ()

See also
Security and Maintenance

MNetwork and Sharing Center

O hop thoai Customize Settings click chon Turn off Windows Defender
Firewall (not recommended)
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@ Customize Settings - O bt

« v P ﬂ« Windows Defender Firewall » Customize Settings | Search Control Panel 2

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use,
Private network settings
o () Turn on Windows Defender Firewall
Bleck all incoming connections, including those in the list of allowed apps

MNotify me when Windows Defender Firewall blocks a new app
@ (® Turn off Windows Defender Firewall (not recommended)

Public network settings
Q () Turn on Windows Defender Firewall

Block all incoming cennections, including these in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

e (®) Turn off Windows Defender Firewall (not recommended)

QK Cancel

Buéc 2: Kiém tra 2 mdy tinh da théng nhau
M¢ hop thoai Run (t6 hop phim Windows + R) sau d6 g& 1énh cmd roi nhan OK

3 Run *

Type the name of a pregram, folder, document, or Internet

= resource, and Windows will open it for you,

open:  [EE °

G This task will be created with administrative privileges,

QK Cancel Browse...

Xem dia chi IP ctia may PC1 nhép ipconfig roi bam Enter. Chii y dong IPv4
Address chinh 1a dia chi IP cua may PC1
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Bl Administrator CWindows\system32\cmd.exe - O >
2818 Microsoft Corporation. All

=

C:\Users\Administrator>ipcontig

Windows IP Configuration

Ethernet adapter Ethernet:

EDﬂﬂecfiDﬂ—~pEiifii DNS Suffix

.J.r‘lr‘lre

W

(¥ ]

Link-1local IP-'LI A
IPv4 .l'lddfe;\;\.
Subnet Mask
Default Gateway

~ Xem dia chi IP cua may PC2 sau d6 nhép ping IP mdy PC2 roi bam Enter. Néu
thay c6 dong Reply from IP PC2 la thanh cong

B Administrator C\Windows\systern32iemd.exe - O >

dows [Version 18.8.17134.1]
oft Corporation. All rights reserved.

C:\Usersh\Administrator»>ping 192.168.1.286

Pinging 192 6 with
y from ! 286

Reply

Reply

REPlT

Received = i
rip times in m1111—~erundr'
Hlnlmum = Bm;, Maximum = Bms, Average = Bms

C:\Users\Administrator>

Buéc 3: Thiét ldp dé vao mang LAN

Vao Control Panel \ Network and Sharing Center. Sau d6 nhin vao
muc Change advanced sharing settings.
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¥ Metwork and Sharing Center - O
« v A i « All Control Pa.. » MNetwork and Sharing Center v O Search Control Panel 2

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Metwork 2 Access type: Internet
settings Private network Connections: [ Ethernet

Change your networking settings

’{Iiu Set up a new connection or network

Set up a breadband, dial-up, or VPN connection; or set up a router or access
point.

@ Troubleshoot problems

See alsa Diagnose and repair network problems, or get troublesheoting information,

Infrared
Internet Options
Windows Defender Firewall

Tai muc File and printer sharing click vao Turn on file and printer sharing

*& Advanced sharing settings — O x

= v o « Metw.. » Advanced sharing settings w | 0 Search Control Panel y=]

Guest or Public

Metwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers,

(") Turn on network discovery
(® Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by pecple on the network.

(® Turn on file and printer sharing
(") Turn off file and printer sharing

All Metworks

& save changes Cancel

Tai muc Password protected sharing click vao Turn off password protected
sharing
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*& Advanced sharing settings — O x
= v A s@ « Metw.. > Advanced sharing settings w | T Search Control Panel =l
videos on this computer, This computer can also find media on the network, A

Choose media streaming options...

File sharing connections

Windows uses 128-bit encryption to help protect file sharing connections. Some devices don't
support 128-bit encryption and must use 40- or 56-bit encryption.

(® Use 128-bit encryption to help protect file sharing connections (recommended)
(") Enable file sharing for devices that use 40- or 56-bit encryption

Password protected sharing

When password protected sharing is on, only pecple who have a user account and passwoerd on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.

urn on password protected sharin
& B g
urn off password protected sharin
P P g

E;'Save changes Cancel

Buoc 4: Chia sé dit liéu qua mang LAN

Pau tién, click chuot phai vao thu muc mudn chia s¢, sau d6 click
chon Properties

= | [] || = Local Disk (D3 - m| by
Home Share View 0
<« “ P mm » ThisPC » Local Disk (D:) v O Search Local Disk (D:) y-]
MName Date modified Type Size
7 Quick access
ECUSDATA File folder
@ OneDrive @ OneDrive 24 File folder
0/23/2019 11:48 i
0 This PC 5QL2008 10/23/2019 11:4 File folder
. 50LDatas File folder
) 3D Objects X
Wallpaper File folder
I Desktop |2 ECUSDATAThongBao XML Document 1KB
5[ Documents |£] HuongDanSuDung -ECUSSVNACCS 2018 Foxit Reader PDF ... 4,207 KB
* Downloads Publi £04001 A0S AN File folder
J‘! Music Open
— Open in new window
&=/ Pictures
Pin to Quick access
m Videos
Ea Scan with Windows Defender...
i Windows 10 (C:)
. Local Disk (D) Give access to >
A Restore previous versions
- Local Disk (E:)
Include in library >
|_ﬂ MNetwork Pin to Start
g Add to archive...
B Add to "Public.rar”
g Compress and email...
g Compress to "Public.rar” and email
Send to >
Sitems 1 item selected =
Cut
Copy
Create shortcut
Delete
Rename
Properties
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Xuat hién cta s6 Sharing Properties. Click chon thé Sharing, trong muc
Network file and Folder Sharing, click nat Share.

Public Properties *

Gereral Shaing  Securty Previous Versions  Customize

Metwork File and Folder Sharing

Public
Mot Shared

Metwork Path:
Mot Shared

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

E;‘Advanced Sharing...

Password Protection

People without a user accourt and password for this computer
can access folders shared with everyone.

To change this setting, use the Network and Sharing Center.

!

Cloze Cancel Apply

O hop thoai tiép theo s€ chon Everyone. Click nat Add sau d6 click nat Share.
X

38 Metwork access

Choose people to share with

Type a name and then click Add, or click the arrow to find semecne.

[Ecvons v| [Add
Mame Permission Level

2 Administrator Read/Write

H2 Administrators Owner

I'm having trouble sharing

G Share Cancel

Thong béo chia sé thu muc thanh cong, click nut Done
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€ |38 MNetwork access

Your folder is shared.

Individual lterms ~

Public
WAWMAYCHUP302\Public

ﬁ Shared items aren't accessible when vour computer iz azleep.

Show me all the network shares on this computer.

Done

Buoc 5: Chia sé may in qua mang LAN

Thao tac nay sé dugc thyc hién trén may tinh dang dugc két ndi vai may in la
may PC1. Vao Control Panel chon Devices and Printers

All Control Panel ltems - O
“ ~ » Control Panel » All Control Panel ltems v O Search Control Panel 2
Adjust your computer’s settings View by: Largeicons ¥

Administrative Tools AutoPlay

&

Backup and Restore
< (Windows 7)

ﬂ.‘l Color Management

i,

~

BitLocker Drive Encryption

Credential Manager

Date and Time Default Programs

B Device Manager Devices and Printers

l.'_

|®| Ease of Access Center

1|4 &

File Explorer Options

& File History Flash Player (32-bit)

Lo -~

A Fonts Indexing Options

—

f Infrared N ntel® Graphics Settings

i,

Click chudt phai vao biéu twong may in can chia sé chon Printer properties
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e Devices and Printers O
& =5 v 4 [fa <« All Control Panel ltems » Devices and Printers v Search Devices and Printers
Add a device Add a printer See what's printing Print server properties Remove device = -
~ Devices (4)
—
Acer ALTT1EW MAYCHUP302 USE Keyboard USE Optical
Mouse
~ Printers (4)
Open Q\/
0 Open in new window
Brof Print Microsoft XPS
HL-L232¢ See what's printing F Document Writer
~" Set as default printer
Printing preferences
Printer properties
Create shortcut
) Remove device
Troubleshoot
Properties State: °Default Description:  HL-L23200 series Ver.1.01 en-US

FManufacturer:  Brother Industries, Ltd Category:  Printer
Model: HL-L2320D series Status: 0 document(s) in queue

Chon Tab Sharing. Panh ddu chon vao Share this printer. Click OK

[.éa Brother HL-L2320D series Properties
General Sharng  Pots  Advanced Color Management Securty Device Settings

If you share this printer, any user on your network can print to it. The
*% printer will not be available when the computer sleeps. To change
these settings, use the Network and Sharing Center,

Share this printer
Share name: | Brother HL-L2220D series

— e pTT T T e T O T

Drivers
If this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do not have to find the print driver when they connect to the
shared printer,

Additional Drivers...

Concel | [ 0wy

Help

pes

- K&t n6i may in da chia sé
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Thao tac nay s& dugc thyc hién trén may tinh can cai dt may in qua mang LAN
(may PC2). Vao Control Panel chon Devices and Printers, click Add a Printer

s Devices and Printers — O x
&« v 4 Fe « All Control Panel lterns » Devices and Printers v O Search Devices and Printers pel
Add a device Add a printer = - o

~ Devices (4)

S——
Acer ALTTTIEW MAYCHUP302 USE Keyboard USE Optical
Mouse
~ Printers (4)
Brother Fax Micresoft Print Microsoft XPS
HL-L2320D series to PDF Document Writer
8 items
5 A 1A - - . o1
Cura s0 hién ra click The printer that I want isn’t listed
— >

B* Add a device

Choose a device or printer to add to this PC

Searching for devices

I
The printer that | want isn't listed

Mext Cancel

Pénh diu vao tiiy chon Select a shared printer by name va nhap ding tén méy
tinh va mdy in da chia sé, click Next.
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o= Add Printer

Find a printer by other options

() My printer is a little older. Help me find it.

(@) Select a shared printer by name

\1192.168.1.206\Brother HL-L2320D series| Browse...

LAdITIETE '.,'.,LL|rrIFJLIL'.'.'TrId”It".,FJrirILE”Id”IE T
http://computername/printers/printername/ . printer

() Add a printer using a TCP/IP address or hostname
(") Add a Bluetooth, wireless ar network discoverable printer

(") Add a local printer or network printer with manual settings

Cancel

bat tén cho may in trong 6 Printer name

o= Add Printer

You've successfully added Brother HL-L2320D series

Printer name: | Brother HL-L23200 series

This printer has been installed with the Brother HL-L23200 series driver,

Cancel

Qua trinh cai dét da thanh cong. Click Print a test page dé in thtr va click nat Finish
dé két thuc cai dat.
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= Add Printer

You've successfully added Brother HL-L2320D series

To check if your printer is working properly, or to see troubleshooting information for the printer, print a
test page.

Print a test page

Finish Cancel

4. Yéu ciu két qua

Két ndi cac thiét bi sir dung trong bai thuc hanh dung theo so d6 da ghi trong
phan yéu cau

Chia s¢ thanh cong thu muc da chia sé trén may tinh PC1
Truy cap thanh cong thu muc da chia sé trén may tinh PC1 trén may tinh PC2
Chia s¢ thanh cong mdy in trén may tinh PCI

Két ndi thanh cong may in da chia sé trén may tinh PC1 trén méy tinh PC2.
Tién hanh in thir thanh cong

I11. Sai héng va cach khic phuc

1. Khong truy cap dwgc thw muc da chia sé trén may tinh PC1

- Nguyén nhan

Chua tat tudng lira Windows Firewall

Chua chon tinh nang chia s¢ dit liéu va may in File and printer sharing
- Cach khac phuc

Tt tuong lira Windows Firewall

Bat tinh nang chia sé dit liéu va may in File and printer sharing

2. Khi truy cip thu muc di chia sé trén may tinh PC1 bi yéu cAu mat khau
truy cap

- Nguyén nhan
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Chua tat tudong ltra Windows Firewall

Chua tit tinh ning yéu ciu mat khau khi truy cip thu muc chia s¢ Password
protected sharing

- Cach khac phuc
Tt tuong lira Windows Firewall

Tt tinh ning yéu cau mat khau khi truy cdp thu muc chia sé Password
protected sharing

3. Két ndi may in da chia sé trén may tinh PC1 khéng thanh cong
- Nguyén nhan
Nhap dia chi IP, tén may tinh hodc tén may in da chia sé¢ chua dling
- Cach khéc phuc
Kiém tra va tién hanh nhap dia chi IP, tén may tinh hodc tén mdy in that chinh
Xac
V. Huéng din 6n luyén
— Két nbi may in voi may tinh
— Chia sé dir li¢u gifra cdc may tinh

— (Cai dat may in qua mang ndi bo LAN

< TOM TAT PHAN 1
Trong phﬁn nay, mot s6 noi dung chinh dugc thuc hanh:
- Bai 1: Bam ddy cap mang.
- Bai 2. Két ndi thiét b
- Bai 3: Chia s¢ dir liéu va may in
< BAI TAP PHAN 1
- Bai 1: Thyc hién k¥ thuat bam day cap mang xoan (cap thang, cap chéo)
- Bai 2: Thuc hién két ndi cac thiét bi st dung day cap mang va cac thiét bi
lién két mang (switch, router)
- Bai 3: Thuc hién cai dat dia chi IP tinh cho cac may tinh, tién hanh chia sé
dir liéu gitra cac may tinh trong mang ndi bo
- Bai 4: Thuc hién cai dat dia chi IP dong cho cic may tinh, tién hanh chia

s¢ may in dung chung trong mang ndi bo
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PHAN 2: QUAN TRI MANG WINDOW SERVER

< GIOI THIEU PHAN 2
Phén 2 14 phan thyc hanh cac kién thirc quan tri mang Windows Server.

< MUC TIEU PHAN 2
Sau khi hoc xong phan nay, nguoi hoc ¢6 kha ning:

> Vé kién thirc:

- Trinh bay (:Iu’(_YC cac budc thuc hién cai dat hé di;éu hanh va céc dich vu cua may
chu str dung hé diéu hanh Windows Server trong h¢ thong mang noi bo.

- Van dung duoc cac kién thirc trén vao thyuc hanh.

> Vé Ky ning:

- Thyc hién dugc viéc cai dat hé diéu hanh va cac dich vu ciia may chu st dung
hé di€éu hanh Windows Server trong h¢ thong mang ndi bo.

> Vé ning luc tw chii va trach nhiém:

- Y thirc duoc tim quan trong va y nghia thuc tién cua viéc thuc hién cai dat hé
di€u hanh va cac dich vu cia may chu st dung hé diéu hanh Windows Server trong hé
thong mang ndi bg.

- Tich cuc, cha dong va hop tac trong hoc tap. Thé hién su nhiét tinh, trach
nhiém, tac phong nhanh nhen trong cong viéc.

< PHUONG PHAP GIANG DAY VA HQC TAP PHAN 2

- Dol VGi ngudi day: st dung phuong phap giang giang day tich cuc (dién giang,
van dap, thao tic mau); yéu cau ngudi hoc thuc hién thyc hanh phan 2 (ca nhan
hodac nhom).

- Pbi v6i nguoi hoc: chii dong doc trude gido trinh (phan 2) truéc budi hoc; hoan
thanh day du budc thyc hanh va bai tap phan 2 theo ca nhan hodac nhom va nop
lai cho nguoi day diing thoi gian quy dinh.

< PIEU KIEN THUC HIEN PHAN 2
» Phong hoc chuyén mon hoa/nha xwong:
- Phong hoc thuce hanh dugc trang bi hé théng dén du anh sang.
- Ban ghé cho sinh vién.
- Ban ghé gi4o vién, bang, phan.
> Trang thiét bi mdy méc:
- May tinh, may chiéu
» Hoc ligu, dung cu, nguyén vat ligu:
- Gido an, bai giang.
- Phan mém hé diéu hanh Windows Server.

- Day mang, kim bam mang, cac d¢au nbi RJ45, Hub, Switch, Router.
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- Gi4o trinh ndi bd va cic tai liéu giang day khac hd trg bai gidng

Cic diéu Kién khdc: Khong co

KIEM TRA VA PANH GIA PHAN 2

Noi dung:

Kién thirc: Kiém tra va dénh gia tat ca noi dung di néu trong muc tiéu kién thirc
K¥ nang: Danh gi4 tit ca ndi dung di néu trong muc tiéu ki nang.

Nang lyc ty chu va trach nhiém: Trong qua trinh hoc tap, ngudi hoc can:
+ Nghién ciru bai trude khi dén 16p

+ Chuén bj day du tai liéu hoc tap.

+ Tham gia dy di thoi lwong mon hoc.

+ Nghiém tic trong qué trinh hoc tap.

Phuwong phap:

Piém kiém tra thuong xuyén: khong c6

Kiém tra dinh ky: 3 diém kiém tra (hinh thirc: thuc hanh)
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BAI 1: CAI PAT VA CAU HINH WINDOWS SERVER 2012

|. Ly thuyét lién quan

1. Gi6i thiéu vé Windows Server 2012

Windows Server 2012 (tén ma 1a Windows Server 8) 13 tén ma cho hé diéu
hanh danh cho may chil duoc phat trién bdi Microsoft. N6 1a mot phién ban Windows
8 va ndi tiép phién ban Windows Server 2008 R2. Windows Server 8 1a phién ban
Windows Server dau tién khéng hd tro cho cic may tinh dya nén tang kién trac
Itanium tir lac ra d6i Windows NT 4.0. Mot phién ban phét trién thtr nghiém (phién
ban Beta) dugc cong bd vao ngay 9 thang 9 nam 2011 t6i cac lap trinh vién phat trién.
Vao ngay 1 thang 3 ndm 2012, Microsoft phat hanh phién ban Beta cong cdng beta
(build 8250).

2. Cac phién ban ciia Windows Server 2012

Windows Server 2012 gom 4 phién ban: Datacenter, Standard, Essential,
Foundation. Hang loai bd 2 phién ban danh cho nguoi dung doanh nghi¢p vira va nhd
la Windows Small Business Server, Windows Home Server.

- Windows Server 2012 Standard operating system

e Cung cip tat ca roles va features cia window server 2012

e HO trg: 64sockets, 4TB RAM, 2 may 4o ban quyén

- Windows Server 2012 Datacenter operating system

e Cung cip tat ca roles va features cia window server 2012

e Khong gi6i han sé may 4o ban quyén

e HO trg 64 sockets, 640 processor cores, 4 TB RAM

- Windows Server 2012 Foundation operating system

e Danh cho doanh nghi¢p nho

e Khong thé tham gia vao mién (domain)

e Han ché sever roles

e HO tro mot 16i xir Iy (32GB RAM)

- Windows Server 2012 Essentials operating system

e Phién ban tiép theo FOS.

e Phai la root server trong mién.

e Khong c6 chirc nang may chi Hyper-V®, Failover Clustering, Server Core,

Remote Desktop Services.

e Gidi han 25 ngudi ding va 50 thiét bi.

e HO0 tro hai 16i xir Iy va 64 GB bo nhd RAM.

3. Tong quan vé quan tri windows server 2012

- Server Manager
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Server Manager 1a cong cu d6 hoa chinh duoc s dung dé quan 1y may tinh
chay Windows Server 2012.
Server Manager console c6 thé dugc sir dung dé quan 1y ca cac may cha noi bo
va may chu tur xa.
Server Manager duoc sir dung dé quan 1y cdc may cha nhu cac nhom
Server manager console co thé duoc su dung dé thuc hién cac nhiém vu sau day
trén ca hai may local server va remote server:
e Add roles and features
e Launch Windows PowerShell sessions
e View events
e Perform server configuration tasks
- Administrative Tools and Remote Server Administration Tools
+ Str dung khi nao?
Khi ngudi dung sir dung Server Manager dé thuc hién mot cong viéc (task) lién
quan dén vai tro (role) hodc tinh ning (feature) cy thé lién quan
Khi nguoi dung cai dat mot role hoac feature sir dung Server Manager locally
or remote
+ Vi du:
Néu ngudi dung sir dung Server Manager dé cai diat DHCP role trén mot server
khac, thi nguoi dung nén cai dat DHCP console trén may cuc bo (local).
+ Cac tools hay dugc st dung
e Active Directory Administrative Center:
Thuyc hién céc 1énh nhu nang cép domain/ forest functional levels, kich hoat
Active Directory Recycle Bin
Str dung dé quan 1y Dynamic Access Control.
e Active Directory Users and Computers:
Tao va quan ly Active Directory users, computers, groups.
Tao Organizational Units (OUs).
e DNS console
C6 thé céu hinh va quan tri DNS Server role: thyc hién tao forward and
reverse lookup zones, va quan tri cac ban ghi DNS.
e Event Viewer: C6 thé xem cac ban ghi su kién (events recorded) xay ra trén
Windows Server 2012.
e Group Policy Management Console
Chinh sta Group Policy Objects (GPO) va Quan ly cac ung dung ctua cua GPO
trong AD DS.
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e IS Manager Tool
Quan 1y céc trang web.
¢ Resource Monitor
Xem thong tin thoi gian thuc vé CPU, b nhd, va dia va st dung mang.
e Task Scheduler
Quan ly viéc thuc hién cac nhiém vy theo lich trinh.
Il. Trinh ty thuc hién
1. Yéu cau thue hi¢n
— Cai dat phan mém may ao Wmware
— Cai hé diéu hanh Windows server 2012 trén may a0 Wmware
— Céu hinh h¢ diéu hanh Windows server 2012
2. Thiét bi, dung cu, vt liéu

May vi tinh

Phan mém may 40 Wmware 12 Pro

yme®
VMWARE*

WORKSTATION;
PRO

<
3
£
(3

Oxd

$
0:
0;
A
4
<
0 |
2

Phan mém hé diéu hanh Windows server 2012
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Microsoft

3. Cac buéc thye hién

Thuc hién cai dit va cdu hinh Windows Server 2012 thong qua 3 budc sau:
e Budc 1: Cai dat phan mém Vmware 12 Pro
e Budc 2: Cai dit hé diéu hanh Windows Server 2012 Datacenter (GUI)
e Budc 3: Chu hinh hé diéu hanh Windows server 2012

Huéng dan chi tiét

Budéc 1: Cai dat phan mém Vmware 12 Pro

_ Khoi chay file VMware-workstation-full-12.0.0-2985596.exe. Sau khi phan
mém chay Ién nhan Next dé tiép.

ﬁ Whware Workstation Pro Setup - =

Welcome to the VMware Workstation Pro
Setup Wizard

YMWARE
WORKSTATION The Setup Wizard will install VMware Workstation Pro on your
PRO computer. Clidk Mext to continue ar Cancel to exit the Setup

. L Wizard,

Copyright 1998-2015 VMware, Inc. All rights reserved. This
product is protected by 11.5. and international copyright and
intellectual property laws. WMware products are covered by
one or more patents listed at:

http: . wvmware . com fgo/patents

corcs

Chon "I accept the terms in the License Agreement" sau d6 nhin Next dé tiép

tuc.
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‘ﬁ Vihware Workstation Pro Setup — ot

End-User License Agreement —
Please read the following license agreement carefully -
VMWARE END USER LICENSE AGREEMENT A

PLEASE NOTE THAT THE TERMS OF THIS END USER
LICENSE AGREEMENT SHALL GOVERN YOUR USE
OF THE SOFTWARE, REGARDLESS OF ANY TERMS
THAT MAY APPEAR DURING THE INSTALLATION OF
THE SOFTWARE.

v
[+]1 accept the terms in the License Agreement
Print Back Cancel
Nhan Next dé tiép tuc.
ﬁ Yihware Workstation Pro Setup — =
Custom Setup e
Select the installation destination and any additional features.
Inztall to:
C:\Program Files (x3a)WMware\WMware Workstationl, Change...

[]Enhanced Keyboard Driver {a reboot will be required to use this feature)
This feature requires 10MB an your host drive.

Bo chon 2 phan nhu trong hinh sau d6 nhan Next dé tiép tuc.
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ﬁ Whware Workstation Pro Setup — ot

User Experience Settings A
Edit default settings that can improve your user experience.

[ ]check for product updates on startup
When YMware Workstation Pro starts, chedk for new versions of the application
and installed software components.

[ ]Help improve YMware Workstation Pro
Send anonymous system data and usage statistics to VMware,

Learn Mare

Chon Desktop nhu trong hinh sau d6 nhan Next dé tiép tuc.

ﬁ Vihware Workstation Pro Setup - >
Shortcuts e
Select the shortouts you wish to place on your system.

Create shortouts for VMware Workstation Pro in the following places:

Desktop

Start Menu Programs Folder

Chon Install nhu trong hinh dé qua trinh cai dat duoc dién ra.
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‘ﬁ Viware Workstation Pro Setup — >

—_—
Ready to install VMware Workstation Pro d

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard,

Back Install Cancel

Qua trinh cai dit thanh cong nhan License dé kich hoat phan mém.

o Setup - X

Completed the VMware Workstation Pro Setup
Wizard

VHWARE

WORKSTATION: Click the Finish button to exit the Setup Wizard.

PRO .

Press the License button below if you want to enter a license
key now.

ere

Nhép License Key vao khung nhu hinh sau d6 nhan Enter dé hoan thanh.
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ﬁ Viware Workstation Pro Setup —

Enter License Key s

This dialog allows you to save your product license key.

License Key Formats 30000000 0000000

SADZH-AUZ243-TZI43-GTCAR-3CE1N

Enter your fcense key, or Skio fo leave this feld biank and enter it later.

Skip Enter

Qua trinh kich hoat phan mém da xong nhan Finish dé két thuc.

ﬁ Viware Workstation Pro Setup — x

Completed the VMware Workstation Pro Setup
Wizard

VHMWARE

WORKSTATION: Click the Finish button to exit the Setup Wizard.

PRO .

Buéc 2: Cai dat hé diéu hanh Windows Server 2012 Datacenter (GUI)
Mo phan mém may 40 VMware Workstation 12 Pro.
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@

File Edit View VM Tabs Help - 0l = T
Libra X
2 ‘@‘ Home
Q, Type hereto search A

[B9) My Computer
7 Shared VMs

WORKSTATION 12
Create a New Open a Virtual Connect to a Connect to
Virtual Machine Machine Remote Server VMware vCloud Air

Chon File / New Virtual Machine... hodc an Ctrl + N dé tao 1 may ao moi.
Tai cira so6 New Virtual Machine Wizard, chon vao Custom (advanced).

Mew Yirtual Machine Wizard pod

Welcome to the New Virtual
Machine Wizard

VMWARE What type of configuration do you want?

WORKSTATION:
PRO

() Typical (recommended)

Create a Workstation 12.0 virtual machine
in a few easy steps.

(®) Custom {advanced)

Create a virtual machine with advanced
options, such as a SC5I controller type,
virtual disk type and compatibility with

older ViMware products,
Help < Back Cancel

Tai ctra s6 Choose the Virtual Machine HardV\{are Compatibility, chon
Workstation 12.0 ( phién ban ciia VMware). Sau d6 bam Next.
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Mew Yirtual Machine Wizard bt
Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?
Virtual machine hardware compatibility

Hardware compatibility: | wWorkstation 12.0 v

Compatible with: ESX Server

Compatible products: Limitations:

Fusion &.0 54 GE memaory

Workstation 12.0 16 processors
10 network adapters
8 TB disk size

< Back Mext = Cancel

Tai ctra s6 Guest Operating System Installation chon vao Installer disc image
file (iso) dé dung file iso dé cai dat. Browse... dén thu muc chira file iso.

Mew Virtual Machine Wizard ot
Guest Operating System Installation

A wirtual machine is like a physical computer; it needs an operating
gystem. How will you install the guest operating system?

Install from:
Installer disc:

Mo drives available

(®) Installer disc image file (isa):

|D:\,Eﬂ_'n'indcu'n's_seruer_ltl12_x64_dvd_9154?8.is::| vl | Browse... I

i) windows Server 2012 detected.
This operating system will use Easy Install. (What's this?)

()1 will install the operating system later,
The virtual machine will be created with a blank hard disk.

Help < Back Mext = Cancel

Tai cira s6 Name the Virtual Machine, stra tén may 4o tai Virtual machine
name, va chon duong din téi thu muc can lvu may ao dang tao tai Location/
Browse... Sau d6 badm Next.
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Mew Virtual Machine Wizard

Hame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

| SRV12 |

Location:

|E:‘|5F‘.'I.-'12 | | Browse. ..

The default location can be changed at Edit > Preferences.

= Back Mext = Cancel

Tai cira s6 Firmware Type, chon vao BIOS

Mew Virtual Machine Wizard

Firmware Type
What kind of boat device should this virtual machine have?

Firmware type
(®)BIOS
(JEFI

<Bac canc

Tai ctra s6 Processor Configuration, chon nhu hinh bén dudi.
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Mew Virtual Machine Wizard 4

Processor Configuration
Spedfy the number of processors for this virtual machine.

Processors

Mumber of processors: s o
Mumber of cores per processor: z w
Total processor cores: S

Help « Back Cancel

Tai cira s6 Memory for the Virtual Machine, chon dung lugng bo nhé RAM.

Mew Virtual Machine Wizard ot

Memory for the Virtual Machine
How much memory would you like to use for this virtual machine?

Spedfy the amount of memory allocated to this virtual machine. The memory size
must be a multiple of 4 MB,

&4 GE Memory for this virtual machine: 2048 = | MB
32 GE
16 GBE
B GE
4cE @ Maximum recommended memory:
268 -Gl < 3008 MB
1GE
512 ME [ Recommended memaory:
55 ME 1024 ME
126 ME
&1 ME [ Guest 05 recommended minimum:
32 MBE 1024 MB
1& ME
B ME
4 ME

Help < Back Cancel

Tai cira s6 Network Type, chon céc tity chon card mang cho may 4o.
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Mew Virtual Machine Wizard 4

MNetwork Type
What type of network do you want to add?

Metwork connection

(") Use bridged networking

Give the guest operating system direct access to an external Ethernet
network. The guest must have its own IP address on the external network.

(®) Use network address translation (MAT)
Give the guest operating system access to the host computer's dial-up or

external Ethernet network connection using the host's IP address.

() Use host-only networking
Connect the guest operating system to a private virtual network on the host
computer,

() Do not use a network connection

< Back Mext = Cancel

Tai cira s6 Select 1/0 Controller Types, chon vao LSI Logic SAS
(Recommended)

Mew Virtual Machine Wizard ot

Select I/ 0 Controller Types
Which 5C5I controller type would you like to use?

If0 controller types
SCSI Controller:
BusLogic (Mot available for 64-bit guests)
L5I Logic (Mot supported by Windows Server 20132)

(@) LSI Logic 5AS  (Recommended)

< Back Mext = Cancel
Tai Select a Disk Type ,chon vao SATA
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Mew Virtual Machine Wizard ot

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type

(O IDE

(@ 5CSI (Recommended)
(ISATA

< Back Mext = Cancel

Tai cira s6 Select a Disk, chon vao Create a new virtual disk dé tao 6 dia ao.

Mew Virtual Machine Wizard hod

Select a Disk
Which disk do you want to use?

Disk

(®) Create a new virtual disk

A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts,

() Use an existing virtual disk
Choose this option to reuse a previously configured disk.

() Uze a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
dizk.

< Back Mext = Cancel
Tai Specify Disk Capacity, dién vao dung luong 6 dia cing.
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Mew Virtual Machine Wizard 4

specify Disk Capacity
How large do you want this disk to be?

Maximum disk size (GE): 60.0 -5

Recommended size for Windows Server 2012: 60 GB

[ ] allocate all disk space now.

Allocating the full capadty can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and agrows as you add data to it.

(®) Store virtual disk as a single file

() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

< Back MNext = Cancel

Tai ctra s6 Specify Disk File, chon Browse... dé chon thu muc luu file dé mé
may ao vua tao.

Mew Virtual Machine Wizard e
Specify Disk File
Where would you like to store the disk file?

Disk File
COne 60 GB disk file will be created using the file name provided here.

| E:\SRV12\SRV 12.vmek || Browse...

Help « Back Mext = Cancel

Tai cira s6 Ready to Create Virtual Machine, 4n Finish dé két thuc qu4 trinh
tao may ao.
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Mew Virtual Machine Wizard ot

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Windows
Server 2012 and then YMware Tools,

The wirtual machine will be created with the following settings:

Mame: SRvi12 ~
Location: E:\SRV12
Version: Workstation 12,0

Operating System:  Windows Server 2012

Hard Disk: a0 GB

Memory: 2043 MB

Metwork Adapter:  MAT

Other Devices: 4 CPU cores, CDyDVD, USE Controller, Printer, Sound... ¥

Customize Hardware. ..

Power an this virtual machine after creation

< Back Cancel

Qua trinh load file dién ra

Tai ctra s6 Windows Setup, chon céc tiy chon nhu hinh bén dudi, 4n Next

3

Windows Setup o] @ eS|

3

Bm Windows Server2012

Language to install: [English {United States) hd
Time and currency format: (IR WL RS TE]

Keyboard or input method: [{ii3

Enter your language and other preferences and click "MNext" to continue,

= 2012 Microsoft Corporation. All ights reserved.

An vao Install Now.
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i Windows Setup o] @ eS|

Windows Server 2012

Install now

Repair your computer

= 2012 Mic tion. All ights reserved.

Tai cira s6 Select the operating system you want to install, chon phién ban
Windows Server 2012 Datacenter Evaluation (Server with a GUI)

61NN, =~

Select the operating system you want to install

Operating systemn Architecture Date modified
Windows Server 2012 Datacenter (Server Core Installation) xbd 7/26/2012
Windows Server 2012 Datacenter (Server with a GUI) T/26/2012

Description:
This eption is useful when a GUI is required—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation. All server roles and features are

supported. You can switch to a different installation option later, See "Windows Server Installation
Options."

Tai cira s License terms, click chuét tai | accept the license terms, va 4n Next.
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License terms

Your use of this software is subject to the terms and conditions of the license agreement by
which you acquired this software. If you are a volume license customer, use of this
software is subject to your volume license agreement. You may not use this software if you

have not validly acquired a license for the software from Microsoft or its licensed
distributors.

EULAIDWS_RM_1_5RVDC_V_en-us

¥ i accept the license terms:

Tai ctra s6 Which type of installation do you want, chon Custom: Install
Windows only (advanced) dé cai dat HDH Windows Server 2012 mai.

@ ﬁ Windows Setup )

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this cption. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

%

Tai ctra s6 Where do you want to install Windows, chon 6 dia cai dat hé diéu
hanh, an Next.
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Where do you want to install Windows?

| Mame Total size Free space | Type

(_-:;_‘:;4 Drive 0 Unallocated Space 60.0 GB 60.0 GB

+¢ Refresh Drive options (advanced)

tﬁl Load driver

Qua trinh cai dat dién ra.

Installing Windows

Your computer will restart several times. This might take a while,

Copying Windows files (0%)
Getting files ready for installation
Installing features

Installing updates

Finishing up

Sau khi két thiic cai dit, man hinh Settings hién ra, dién Password cho User
Administrator cia may. Sau d6 click vao Finish dé keét thac
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Settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name
Password

Reenter password

Tai day, bAm t6 hop phim “Alt + Ctrl + Delete” dé Login.

Press Ctrl+Alt+Delete to sign in.

12:36

Tuesday, December 8

o

Pién mat khau vira tao dé dang nhap
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Administrator

Bm Windows Server2012

Sau khi dang nhap thanh cong, mac dinh man hinh Server Manager hién ra

Server Manager

el

Manage Tools

«« Dashboard

— _ . .
&8 Dashboard o Configure this local server

B Local Server

ii All Servers ELLE Tt - ) i
&g File and Storage Services b 2 Add roles and features
Add other servers to ma nage
WHAT'S NEW . —_ I )
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 Server groups: 1 Servers tota
= File and Storage —
[} , 9 1 B Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services

Bude 3: Cau hinh hé diéu hanh Windows server 2012

- bat dia chi IP Address cho may Window Server 2012
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General

‘You can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(") Obtain an IP address automatically
(® Use the following IP address:

IP address: |192.168. 1 . 2 |

Subnet mask: | 255.255.255. 0 |

Default gateway: | 192 . 168 . 1 . 1 |

() Obtain DNS server address automatically
(®) Use the following DMS server addresses:

Preferred DMS server: |

Alternate DMS server: |

[ ]validate settings upan exit

Set the time zone;

Time zone;

(UTC+07:00) Bangkok, Hanoi, Jakarta

Current date and times: Thursday, May 13, 2021, 1:35 AM
Mew date and time: Thursday, May 13, 2021, 3:35 PM

- bat lai tén cho may Window Server 2012
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Computer Name/Domain Changes -

fou can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
|CTM-S RV12| |

Full computer name:
CTM-5RV12

Member of
() Domain:

(® Workgroup:
WORKGROUP |

OK || Cancel |

4. Yéu cau két qua
Cai dat thanh cong phan mém méy ao Vmware 12 Pro

Cai dat thanh cong phan mém hé diéu hanh Windows Server 2012 Datacenter
(GUI) trén phan mém may a0 Vmware 12 Pro

CAu hinh cic thong s co ban trén phan mém hé diéu hanh Windows server
2012

II1. Sai héng va cach khic phuc
1. Cai dit phin mém may 40 khong thanh cong
- Nguyén nhan
e Thuec hién cac lya chon chua dung theo hudng dan
e Nhap mi ding ky phan mém chua dung
- Cach khac phuc
e Thuc hién dung cac lva chon theo huéng dan thuc hanh
e Nhap diing ma dang ky phan mém
2. Cai dit phin mém hé diéu hanh Windows Server 2012 khong thanh
cong
- Nguyén nhan

e Thuec hién cac lya chon cai dit trén phdn mém may 4o chua dung theo
huéng dan

- Cach khac phuc
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Thuc hién ding cac lya chon cai dit theo hudng dan thuc hanh

V. Huéng din 6n luyén

Cai dat phan mém may a0 Vmware 12 Pro

Cai dat phin mém hé diéu hanh Windows Server 2012 Datacenter (GUI)
trén phan mém may ao Vmware 12 Pro

Cai dit phan mém hé diéu hanh Windows 7 Pro trén phan mém may ao
Vmware 12 Pro
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BAI 2: CAI PAT VA CAU HINH ACTIVE DIRECTORY
|. Ly thuyét lién quan
1. Dich vu Active Directory Domain Services

a) G161 thiéu Active Directory Domain Services (ADDS)

Dich vu Active Directory (AD) 1a mot dich vu do hang Microsoft nghién ctru,
xdy dung va phat trién. Active Directory (AD) 1a mot san pham, dich vu doc quyén
cua Microsoft. Pay 1a mot dich vy khong thé thiéu duoc trén tat ca céc phién ban
Windows Server tir truc dén nay.

Pay 1a mot dich vy thu muc quan 1y cac ddi twong trong hé théng domain
(ving) theo dang quan 1y tim trung. Active Directory 1a mot hé thong duoc chuan hoa
v6i kha ning quan tri tap trung vé nguoi dung ciing nhu cic ngudn tai nguyén trong
mot hé thong mang.

Active Directory dugc str dung trong m6 hinh mang “Server — Client”. Tt khi
hé diéu hanh Windows Server 2000 duogc phat hanh, Microsoft tich hgp mgt thanh
phan 13 Active Directory (AD). Khi may cha Windows sir dung Windows 2000 Server,
Windows Server 2003 hay Longhorn Server, cong viéc cia Domain Controller (bg
diéu khién mién) 13 chay dich vu Active Directory.

Active Directory chinh 1a trai tim cia Windows Server hay 1a mot thanh phan
quan trong trong h¢ thong, tat cd moi hoat dong dién ra trén hé thong déu chiu su chi
phoi va diéu khién cta dich vu Active Directory.

Tir phién ban Windows NT4.0 tro vé sau, Microsoft di phat trién hé théng
Active Directory dung dé luu trir dir lidu cac Database cua Domain nhu la luu trir cac
dbi tuong bao gom user, computer, group. gpo... cung cap nhitng dich vu (directory
services) tim kiém, kiém soat truy cap, uy quyen va dac biét l1a dich vu chung thuc
dugce xay dung dua trén giao thirc Keberos hd tro co ché single sign-on (SSO) cho
phép nguoi dung chi can ching thue mot lan duy nhat khi dang nhap vao hé thong
domain va c6 thé truy cap tat ca nhirng tai nguyén va dich vu chia sé cua h¢ théng voi
nhimng quyén han hop 18 ma hé thong khong yéu cau phai xac thuc dang nhap lai nhiéu
lan.

V6i nhimmg dich vu Active Directory déd lam giam nhe cong viéc quan ly va
nang cao hi¢u qua hoat dong, nhitng coéng viéc ma hau nhu khong thé thyc hién duogc
trén mot hé thong mang ngang hang, phan tan thi gio day c6 thé tién hanh mot cach dé
dang thong qua m6 hinh quan ly tdp trung nhu dua ra cac chinh sach chung cho toan
bd hé thdng nhung ddng thdi co thé uy quyén quan tri dé phan chia kha ning quan ly
trong mot moi trudng rong 16n.

b) Tinh nang bén trong dich vu Active Directory Domain Services :

Centralized Data Store — Luu trir dir liéu tdp trung

Toan bd dir li€u, thong tin trong hé théng duoc luu trlr mot cach tap trung, cho
phép nguoi dung céd thé truy cap dir liéu tir bat ctr noi dau, bat ctr lic nao dong thoi
nang cao hi€u nang quan tri cua hé thong, giam thiéu do rui ro cho tai nguyén.

Scalability — Khd nang linh hoat véi nhu cdu
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Active Directory cung ing mdt cach linh hoat cac giai phap quan tri khac nhau
cho tirng nhu cau cu thé trén nén tang ha tang xac dinh cua cac doanh nghiép.

Extensibility

Co so dir liéu cua Active Directory cho pheép nha quan tri c6 thé customize va
phat trién, ngoai ra con co thé phat trién cac ung dung sir dung co so dit liéu nay, gitp
tan dung hét kha ning, hiéu ning ctiia Active Directory.

Manageability — Khd ndng qudn tri linh hoat dé dang

Active Directory dugc to chuc theo co ché cua Directory Service dudi mé hinh
to chirc Directory gitp cac nha quan tri c6 cai nhin tong quan nhat déi voi ca hé thong,
dong thot gitp user c6 thé dé dang truy xuat va st dung tai nguyén h¢ thong.

Integration with Domain Name System (DNS):

DNS la mét dich vu di kém rét can thiét d6i véi Active Directory, trong mot hé
thong mang, cac dich vu cta Active Directory chi hoat dong dugc khi dich vu DNS
dugc cai dit. DNS c6 trach nhiém dan duong, phan giai cac Active Directory Domain
Controller trong h¢ thong mang, va cang quan trong hon trong modi truong Multi
Domain. DNS dugc dé dang tich hop vao Active Directory dé nang cao d§ bao mat va
kha nang dong bd hoa gilra cac Domain Controller v4i nhau trong moéi truong nhi€u
Domain.

Client Configuration Management:

Active Directory cung cap kha ning quan tri cac cau hinh phia client, gitip quan
tr1 hé thong dé dang hon va nang cao kha nang di dong cua user.

Policy — based administration:

Trong Active Directory, viéc quan tri hé théng mang dugc dam bao mét cach
chan chic thong qua cac chinh sach quan tri tai nguyén, cac quyén truy xuét trén céc

site, domain va céac organization unit. Py la mot trong nhitng tinh ndng quan trong
nhat dugc tich hop vao Active Directory.

Replication of information:

_Active Directory cung cap kha nang dong b dir liéu thong tin gitra cac domain,
trén nén tang, moi truong nhiéu domain nham myc dich giam thiéu dén muc téi da rui
ro va nang cao kha ning hoat dong ciia hé thong mang.

Flexible, secure authentication and authorization

Active Directory cung cdp nhiéu co ché authentication nhu Kerberos, Secure
Socket Layer va Transport Layer Security giup cho viéc bado mat thong tin cua user khi
Xac thyuc thong tin truy xuat tai nguyeén.

Security integration

Active Directory dugc tich hop méc dinh trong cac phién ban Windows Server,
do d6 Active Directory lam vi¢c rat dé dang va linh hoat, truy xuat diéu khién trén hé
thong dugc dinh nghia trén tung doi tugng, ting thudc tinh ctia doi tugng. Khong
nhirng thé, cac chinh sach bdo mat dugc 4p dung khong phai don thuan trén local ma
con dugc ap dung trén céc site, domain hay OU xac dinh.

Directory — enable applications and infrastructure
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Active Directory la mét moi truong tuy€t hao cho cac nha quan tri thiét lap cac
cAu hinh va quan tri cac ung dung trén he théng. Ddng thoi Active Directory cung cip
mot huéng md cho cac nha phat trién tng dung (developer) xdy dung cac Gmg dung
trén nén tang Active Directory thong qua Active Directory Service Interfaces.

Interoperability with other directory services

Active Directory duoc xay dung trén giao thirc directory service chuan gém 2
giao thtrc la Lightweight Directory Access Protocol (LDAP) va Name Service
Provider Interface (NSPI), do d6 Active Directory c6 kha nang tuong thich vdi cac
dich vu khac dugc xay dung trén nén tang directory service thong qua cac giao thirc
nay.

Vi LDAP 13 mét giao thuc directoy chuan, do d6 ¢ thé phat trién, tich hop cac
san pham tng dung trao doi, chia sé thong tin voi Active Directory thong qua giao
thirc LDAP.

Con giao thirc NSPI duogc hd tro boi Active Directory nam muc dich dam béao
va nang cao kha nang tuong thich vai directoy cua Exchange.

Signed and encrypted LDAP traffic

Maic dinh 1a cong cu Active Directoy trong windows server s€ tu dong xac thuc
va ma hoda thong tin, dit li¢u truyén tai trén giao thirc LDAP. Viéc xac thuc giao thic
nham dam bdo thong tin dugc giri dén tir 1 ngudn chinh thure va khong bi gia mao.

¢) Cau tric bén trong dich vu Active Directory Domain Services :

Active Directory Objects:

Dt liéu trong Active Directory nhu 1a thong tin tai khoan va cac thudc tinh
xoay quanh do6i tuong nhu: users, printer, server, database, groups, computers va
security policies duoc t6 chirc nhu cac objects (doi tuong).

MJi object c6 nhitng thudc tinh riéng dic trung cho object d6, vi du nhu object
user c6 cac thudc tinh lién quan nhu First Name, Last Name, Logon Name, ... va
Computer Object c6 cac thudc tinh nhu computer name cung description.

Mot s6 object dic biét bao gdm nhiéu object khac bén trong duoc goi 13 céac
“container”, vi du nhu domain la mdt container bao gom nhi€u user va computer
account.

Active Directory Schema:

Trong Active Directory, database luu trit chinh 1a AD Schema, Schema dinh
nghia cac ddi twong duoc luu trit trong Active Directory. Nhung Schema luu trit cac
ddbi tuong thé nao ? Thuc chét, schema 12 mot danh sach cac dinh nghia xac dinh céc
loai ddi tugng va cac loai thong tin vé dbi twong luu trit trong Active Directory. Vé
ban chét, schema ciing duoc luu trit nhu 1 object.

Schema dugc dinh nghia gom 2 loai dbi tuwong (object) la: Schema Class
objects va Schema Attribute objects.
Schema Class: C6 chirc niang nhu mot template cho viée tao méi cac dbi tugng

trong AD. M6i Schema Class 13 mot tap hop cac thude tinh cua dbi tuong (Schema
Attribute Objects). Khi tao mdt doi tuong thudc vé mot loai Schema Class thi Schema
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Attribute s& luu trit cac thudc tinh ctia ddi twong d6 tuong tmg v6i loai Schema Class
cua doi tuong.

Schema Attribute: Pinh nghia cac Schema Class twong tng véi nd. Mdi thudc
tinh chi dugc dinh nghia mdt 1an trong Active Directory va cd thé thudc nhi€u Schema
Class theo quan hé mot nhiéu (1-m).

Mac dinh thi mot tap hop cac Schema Class va Schema Attribute dugc dong goi
san chung v&i Active Directory. Tuy nhién Schema ciia Active Directory md ra mot
kha nang phat trién mo rong Schema Class trén cac Attribute c6 sin hay 14 tao méi cac
Attribute Schema.

Tuy nhién dé c6 thé mé rong phat trién véi Schema AD can chuédn bi ky ludng
thong qua cac ban thiét ké rd rang va xem xét nhu ciu c6 can thiét hay khong, vi do rui
ro trong viéc ndy kha cao ddi v6i cac hé thong dang hoat dong 6n dinh. Schema anh
huong truc tiép dén hé thng.

Active Directory Components

Trong m6 hinh mang doanh nghi€p, cac components cua Active Directory dugc
sir dung, ap dung dé xay dung nén cac m6 hinh phu hop véi nhu cau cac doanh nghiép.
Xét vé khia canh m6 hinh kién trac ctia AD thi phan lam 2 loai 1a Physical va Logical.

Logical Structure (Kién triic ludn 1))

Trong AD, viéc t6 chirc tai nguyén theo co ché Logical Structure, duoc anh xa
thong qua mo hinh domains, OUs, trees va forest. Nhom cac tai nguyén dugc to chuc
mot cach lun li cho phép dé dang truy xuit dén tai nguyén hon 13 phai nhé cu thé vi
tri vat li cua no:

+ Domain: Cét 15i cta kién trc to chirc luan li trong AD chinh 1 Domain, noi

I trir hang triéu dbi tugng (objects). Tat ca cac dbi tuong trong hé thdng mang

trong mot domain thi do chinh domain d6 luu trir thong tin cta cac di tuong.

+ Active Directory dugc kién tao b&i mot hay nhiéu domain va mot domain c6 thé
trién khai trén nhiéu physical structure. Viéc access vao domain dugc quan tri
thong qua Access Control Lists (ACLs), quyén truy xuat trén domain twong tng
v6i ting ddi tuong.

+ OUs: OU la mét container dugc dung dé t6 chuc cac ddi tugng trong mot
domain thanh cac nhom quan tri luan 1i (logical). OUs cung cép phuong tién
thuc hién cac tac vy quan tri trong h¢ théng nhu 1a quan tri user va resources, do
1a nhitng scope ddi twong nho nhat ma co thé uy quyén xac thuc quan tri. OUs
bao gém nhiéu ddi twong khac nhu 14 user accounts, groups, computers va cac
OUs khac tao nén cac cay OUs trong cung mdt domain. Cac cady OUs trong mQt
domain doc 1ap véi kién tric cac cdy OUs thudc cac domain khéc.

+ Trees: Trees 13 mot nhom cac domain duge to chirc theo cu tric hinh cay véi
mo hinh parent-child 4nh xa tir thuc té t6 chtrc cua doanh nghiép, t6 chirc. Mot
domain ¢6 1 hodc nhiéu child domain nhung 1 child domain chi c6 1 parent-
domain. Vi du: Trong domain framgia.com, c6 cic domain thdp hon
1a abc.framgia.com va xyz.framgia.com thi dugc hiéu 1a Tree.

+ Forests: Forest 1a mét thuat nglr duoc dat ra nham dinh nghia 1 m6 hinh td chuc
cua AD, 1 forest gom nhiéu domain trees c6 quan hé véi nhau, cac domain trees
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trong forest 1a ddc 1ap voi nhau vé to chirc, nghe ra ¢6 vé mau thuan trong moi
quan hé nhung s€ dé hiéu hon khi moi quan hé gitta cdic domain trees 1a quan hé
Trust 2 chiéu nhu cac partners voi nhau. Mot forest phai dam bao thoa cac dac
tinh sau:

e Toan by domain trong forest phai c6 1 schema chia sé chung.

e (Cac domain trong forest phai co 1 global catalog (GC) chia sé chung.
e Céc domain trong forest phai c6 méi quan hé trust 2 chiéu véi nhau.

e Céc tree trong 1 forest phai c6 ciu tric tén (domain name) khac nhau.

e (Cac domain trong forest hoat dong doc 1ap vdi nhau, tuy nhién hoat dong
cua forest 1a hoat dong ctia toan bg hé thong.

Physical Structure: (Kién triic vt 1)

Xét vé khia canh physical component cia AD s& gom 2 phan 1a Sites va
Domain Controllers. Tuy thudc vao md hinh t6 chirc cua cong ty, nguoi quan tri s€
phai dung cac components nay dé thiét ké sao cho phu hop.

Sites:

Site 13 mot thuat ngir duoc dung dén khi noéi vé vi tri dia Iy cta cac domain
trong hé thong. Khi hé thong cdc domain dugc phan tdn ¢ nhiing vi tri dia ly, nhiing
noi khéc nhau va c6 quan hé v6i nhau thi nhitng noi dat cdc domain nay chinh 1a céc
Site

Domain Controllers

~ Domain Controller (DC) la 1 may tinh hay server chuyén dung, may ao duoc
trien khai cai dat Windows Server va luu trit ban sao ciia Domain Directory (local
domain database).

Mot domain c6 thé c6 1 hay nhiéu domain controller, mdi domain controller
déu c6 ban sao dir liu ciia Domain Directory. Domain Controller chiu trach nhiém
chirng thuc cho users va chiu trach nhi€ém dam bao cac chinh sach bao mat duogc thuc
thi. Cac churc nang chinh ciia Domain Controller:

+ MObi Domain Controller Iuu trit cic ban sao thong tin ciia Active Directory cho
chinh domain d6, chiu trdch nhiém quan li thong tin va tién hanh dong bd dir
li¢u véi cac domain controller khac trong cung mot domain.

+ Domain Controller trong mdt domain cé kha nang tu dong déng bo dir li€u véi
cac DC khéc trong cing mot domain. Khi thuc hién mét tac vu ddi v6i thong tin
luu trir trén DC, thi thong tin nay s€ tu dong duogc d@)ng b héa dén cac DC
khac. Tuy nhién dé dam bao sy On dinh cho hé théng mang can phai c6 mot
chinh sach hop li cho cic domain trong viéc ddng b hoa thong tin dit liéu véi
mot thoi diém phu hop.

+ Mic dinh dé tranh cac xunh dong va t6i wu Database trong AD thi khi c6 thay
ddi cap nhat trong hé théng thi DC nao gira 5 master roles s€ dugc cap nhat
trude sau d6 dong bo cac thay doi nay vé cac DC khac trong hé thong mang.
Céac DC trong hé thong thudng xuyén trao doi véi nhau dé kiém tra 1an nhau vé
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su thay d6 cac Database. Co thé 1ap lich dong bd ndy nhim giam thiéu bing
trong trong hé thong.

+ Domain Controller tuy dong dong bd hoa ngay lap tirc cac thay doi quan trong
do1 véi ca domain nhu disable mot user account.

+ Active Directory st dung viéc déng bd hoéa dit lidu theo co ché multimaster,
nghia 1a khong c6 domain controller nao dong vai tro 1a master ca, ma thay vao
d6 thi tat ca domain controller déu ngang hang véi nhau, mdi domain controller
lru trit mot ban sao ciia database hé thong. Cac domain controller luu triv cac
thong tin dir liéu khac nhau trong mot khoang thoi gian ngin cho dén khi théng
tin cac domain controller trong hé thdng déu dugc dong bd véi nhau, hay noi
cach khac 13 théng nhét dit liéu cho toan domain.

+ Madc du la Active Directory hd tro hoan toan viéc déng bo dit liéu theo co ché
multimaster nhung thyc té thi khong phai lic nio ciing theo co ché nay (viéc
thuc thi khong dugc cho phép & nhiéu noi trong hé théng mang trong ciing mot
thoi diém).

+ Operations Master Roles (FSMO) 1a céac roles dac biét dugc Assigned voi 1
hodc nhiéu domain controllers khac dé thuc hién déng b6 theo co ché single-
master, c6 thé dé dang nhan théy viéc thuc thi operations cua multimaster 1a sy
thuc thi ctia nhiéu single-master dong thoi.

+ Heé thdng c6 nhiéu hon mot domain hd tro trong truong hop du phong backup
domain controller, khi mgt domain controller c6 van de xdy ra thi cdc domain s¢€
tu dong chay du phong, ddm bao hé thong luén duge 6n dinh.

+ Domain Controller quan li cac van dé trong viéc tuong tdc véi domain cua
users, vi du xac dinh doi tuong trong Active Directory hay xac thuc viéc logon
cua user.

2. M6 hinh mang Domain

Mot nhém may tinh mang cung chia sé co s¢ dit liéu thu muc tap trung duoc
goi 1a m6 hinh Domain. Thu myc dir li¢u chira tai khoan ngudi dung va thong tin bao
mat cho toan bo Domain.

Nguoc lai voi md hinh Workgroup, voi mo hinh Domain thi viéc quan 1y va
chung thuc ngudi dung mang tdp trung tai may tinh Primary Domain
Controller. Domain controller la mdt Server quan 1y tat ca cac khia canh bao mat cua
Domain. Cac tai nguyén mang ciing dugc quan 1y tip trung va cip quyén han cho timg
ngudi dung. Luc d6 trong hé thdng co cac may tinh chuyén dung 1am nhiém vu cung
cap céc dich vu va quan 1y cac mdy tram.

Trong mét Domain, thu muc chi tdn tai trén cac may tinh dugc cdu hinh nhu
may diéu khién mién. Viéc bao mét hay quan tri trong Domain dugc tip trung hoa.
Mot domain khong dugc xem nhu mot vi tri don hodc cAu hinh mang riéng bi¢t. Cac
may tinh trong cung domain cé thé & trén mot mang LAN hoic WAN. Chiing c6 thé

giao tiép voi nhau qua bat ky két ndi vat 1y nao.
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Khac v6i Workgroup néu ngudi dung ¢ bat cir thay d6i nao thi sy thay doi d6
s€ dugc cap nhat tuy dong hoa trén toan b Domain. Tuy nhién mdt nhuogc diém cua
Domain can dugc nhéc t6i d6 chinh 13 viéc Domain phai ton tai trudc khi nguoi dung
tham gia vao nd. Mudn tham gia Domain can cé tai khoan ngudi ding duge nguoi

quan tri Domain cung cip cho méy tinh ngudi dung t6i Domain do.

<» B
«0 «n 0
r»

<»

Hinh 2.2.1 - M6 hinh mang Domain

M5 hinh Domain ¢6 cac dic diém co ban sau:

e Hoat dong theo co ché client server

e (6 it nhat mot may tinh lam chirc nang diéu khién ving (Domain
Controller), may tinh nay s& diéu khién toan bd hoat dong cua hé théng
mang.

e Thong tin nguoi dung duoc tap trung lai do dich vu Active Directory quan
1y va dugc luu trir trén Domain Controller

e Qua trinh x4c thyc ding nhap dién ra trén may DC

Uu diém ctia mo hinh Domain:

e St dung cho mang céc to chirc, cong ty c6 s6 lwong may tinh 16n va nhu
cau dich vu cao

Yéu cau tinh toan ven dit liéu va bao mat mang cao

Quan ly tap trung cho toan mang

Dé dang tich hop nhiing cong nghé méi

Tan dung strc manh cua hé thong may cha nhiam phuc vy tai nguyén cho

mang

Nhuoc diém ctia mo hinh Domain
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Kinh phi ding dé nbi mang 1é6n

Su mé rong cia mang tuy thudc hoan toan vao thiét bi trung tam

Doi hoi phai c6 nhan vién chuyén vé quan tri mang

Il. Trinh ty thwe hién
1. Yéu cau thue hi¢n
— Nang cip may chu chay HDH Windows Server 2012 1én Domain
Controller dé quan 1y mién ctm.edu.vn.
— Cho phép cac may tram gia nhap vao mién ctm.edu.vn.
2. Thiét bi, dung cu, vat liéu
Mot méy Server chay HDH Windows Server 2012 c6 tén 1a CTM-SVR12
Mot may tram chay HDH Windows 7 ¢6 tén la CTM-WRKOQ7

So d6 dia chi IP nhu sau:

Théng s6 CTM-SRV12 CTM-WRKO7
IP Address 192.168.1.2 192.168.1.10
Subnet mask 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 192.168.1.1
DNS Server 192.168.1.2 192.168.1.2

3. Cac budc thuc hién

Thuc hién cai dit va cAu hinh Active Directory trén Windows Server 2012
thong qua 3 budc sau:

e Budc 1: Nang cip 1én Domain Controller
e Budc 2: Cau hinh dich vu Active Directory Domain Services
e Budc 3: Két ndi may tram vao domain

Hudng dan chi tiét

Buéc 1: Ning cdp 1én Domain Controller

Thuyc hién trén may CTM-SVR12, nang cép lén Domain Controller.

Céu hinh dit dia chi IP cho cic may tuong tng véi so dd dja chi IP
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General

You can get IP settings assigned automatically if your network supparts
this capability, Qtherwise, you need to ask your network administrator

for the appropriate IP settings.

() Obtain an IP address automatically
(#®) Use the following IP address:

IF address: | 192 .

Subnet mask: | 255 .

Default gateway: | 192 .

() Obtain DMS server address automatically
(®) Use the following DNS server addresses:

Preferred DMS server: | 192 . 188 . 1

Alternate DMS server; |

[ ] validate settings upon exit

Thuc hién cai dat dich vu Active Directory Domain Services trén may CTM-

SVR12:

Click Server Manager / Add Roles and Features . Tai cira s6 Add Roles and

Features Wizard, Click vao Next.

Before you begin

Before You Begin
Installation Type

Server Selection

DESTIMATION SERWER
CTM-SRV12-04

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

Te remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* MNetwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

| < Previous | | Mext » | | Install | | Cancel




Tai Select installation type, click vao Next

DESTINATIOM SERVER

Select installation type CT-SRV12-08

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin . A .
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation

Server Selection ) X .
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

[ <Previous | [ Net> | | sl || cancel

Tai Select destination server, Click vao Next.

DESTINATIOM SERVER

Select destination server EE

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
O Select a virtual hard disk

Server Rolas Server Pool

Featurss

Filter: |

Name IP Address Operating System

CTM-5EV12-04 L Microsoft Wind Server 2012 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| install || Cancel

97



Tai Select server roles, click chon vao dich vu Active Directory Domain
Services.

DESTINATION SERVER

Select server roles Tt

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

Server Selection Active Directory Domain Servi
. . . . ry Domain Services
[ Active Directory Certificate Services (AD DS) stores information about

ctive Directory Domain Services objects on the network and makes
Features [ Active Directory Federation Services this information available to users

[] Active Directory Lightweight Directory Services == neiwork LI I P‘D L
uses domain controllers to give

network users access to permitted
[ Application Server resources anywhere on the network

[ DHCP Server through a single logon process.
[] DS Server

[] Fax Server

[®] File And Storage Services (Installed)
[ Hyper-V

[] Network Policy and Access Services

[ Active Directory Rights Management Services

] Print and Document Services
[] Remote Access
[] Remote Desktop Services

Install | [ Cancel

Cira s6 Add Roles and Features Wizard hién ra, chon Add Features.

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AR DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

Add Features




Tiép tuc an Next, tai ctra s6 Select features

DESTIMATION SERVER
CTM-5RV12

Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

Server Selection NET Framework 3.5 combines the

power of the NET Framewerk 2.0
APls with new technologies for
building applications that offer

| >

L.NET Framework 3.5 Features|
b [W] NET Framework 4.5 Features (Installed)
[ Background Intelligent Transfer Service (BITS) =

Server Rolas

AD DS

Confirmation

[ BitLocker Drive Encryption
[ BitLocker Network Unlack
[] BranchCache

appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide

the ability to model a range of

[ Client for NFS !
business processes.

[] Data Center Bridging

[[] Enhanced Storage

[[] Failover Clustering

Group Policy Management

1 Ink and Handwriting Services

1 Internet Printing Client

1 Ip Address Management (IPAM) Server

e ee - W

<J ] [ ] |

< Previous | | Next » | | Install | | Cancel

Tiép tuc an Next

DESTINATION SERVER
CTM-SRVI2

Active Directory Domain Services

Active Directory Domain Services (AD D5) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Before You Begin
Installation Type
Server Szlection

Server Roles Things to note:

Features

To help ensure that users can still log on to the network in the case of a server outage, install a
minimurm of two domain controllers for a domain.

Confirmation * AD DS requires a DNS server to be installed on the network, If you do not have a DMS server
installed, you will be prompted to install the DMS Server role on this machine.

Installing AD D5 will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD D5,

Learn more about AD DS

| < Previous | | Next = | | Install | | Cancel |

Tai cira s Confirm installation selections, click vao Install dé cai dat dich vu
ADDS
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Confirm installation selections T sz 00

CTM-SRV12-04

Before You Begin To install the following roles, role services, or features on selected server, dlick Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Reles their check boxes.

Features

AD DS Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD D5 and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD D5 Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

Sau khi cho doi 1 khoang thoi gian dé dich vu Active Directory Domain
Services dugc cai dat xong. Click nit Close d¢ hoan thanh viéc cai dat

Insta ”atlo n prog ress DESTINATION SERVER

CTM-5RW12

Wiew installation progress

o Feature installation
.|

Installation started on CTM-5RV12

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD D5 and AD LDS Tools
Active Directory module for Windows PowerShell
AD D5 Tools
Active Directory Administrative Center
AD D5 Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | | Mext = | | Close | | Cancel

Bude 2: Céau hinh dich vu Active Directory Domain Services
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Mo Notification ctua Server Manager, click vao dong chit Promote this server
to a domain controller d¢ cau hinh

= Server Manager - |oTx]

1 Das h boa rd = (\é} I FA Manage  Tools View Help

| Post-deployment Cenfiguration

i Dashboard I |

= Configuration required for Active Directory Domain
Local Server ~ontig 4 1
i Services at CTM-5RV12

W& All Servers Promote this server to a domain controller t,-\ll 5 |OC—3| server
il ADDs

- 0 Feature installation | x

BE File and Storage Service —

E and features

Configuration required. Installation succeeded on
CTM-5RV12.

Add Roles and Features I servers to Manage
Task Details Server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 2 | Servergroups:1 | Servers total: 1

L

Tai ctra s0 Deployment Configuration. Trong muc Select the deployment
operation , click chon vao Add a new forest dé tao 1 domain mai.

Tai Root domain name, nhap vao tén mién “ctm.edu.vn”. Next

= Active Directory Domain Services Configuration Wizard = [ -
. . TARGET SERVER
Deployment Configuration CTM.SRVI2

Deployment Configuration

Select the deployment operation
Domain Controller Options . o .
B ) () Add a domain controller to an existing domain
Additienal Options () Add a new domain to an existing forest

aths ® Add a new forest
Review Options : o - : :
Specify the domain information for this operation
Prerequisites Check
Root domain name: ctm.edu.vr“

More about deployment configurations
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Tai Domain Controller Options. Nhap mat khau cua Directory Services

Restore Mode (DSRM) password. Click Next.

Next

. . TARGET SERVER
Domain Controller Options CTM-SRVI2

Deployment Configuration ) )
Select functional level of the new forest and root domain
Domain C

DNS Options
Additional Options

Faths

Forest functional level: | Windows Server 2012 | = |

Domain functional level: | Windows Server 2012 | - |

Specify domain controller capabilities

Review Options Domain Name System (DNS) server

Prereguisites Chack Global Catalog (GC)
] Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) passwaord

Password: sansnee

Confirm passwaord: o--oo.-l

More about domain controller options

| < Previous | | Mext = | | Install | | Cancel

Tai ctra s6 DNS Options click Next

. TARGET SERVER
DNS OpthﬂS CTM-SRV12

| A, A delegation for this DM5 server cannot be created because the authoritative parent zone cannot be found... Show more *

Deployment Configuration i ) .
Specify DNS delegation options

Domain Controller Options
[[] Create DNS delegation

Additional Cptions
Paths
Review Options

Preraguisites Chack

More about DNS delegation

| < Previous | | MNext = | | Install | | Cancel |

Tai Additional Options, dit tén NetBIOS domain name la CTMEDU. Click
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2o . TARGET SERVER
Additional Options CTM-SRVI2

Deployment Configuration . . ) .
Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Cptions
The NetBIOS domain name: CTMEDU
DMS Options
Additional Opti
Paths
Review Options

Prereguisites Check

More about additional options

| <Previous || Next> | | nstall || Cancel |

Tai ctra s6 Paths, chinh 1a duong dan luu CSDL ciia Active Directory trong
may Domain Controller

Path TARGET SERVER
aths CTM-SRV12

Deployment Configuration . .
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Cptions

Database folder: C\Windows\NTD3
Log files folder: CA\Windows\NTDS
SYSVOL folder: CAWindows\SYSVOL

DNS Options
Additicnal Options

Review Options

Prerequisites Chack

More about Active Directory paths

|-:Previuus|| Next » |

Tai cira s Review Options, tai day 1a nhitng thong tin di cdu hinh & trén. Click
vao Next
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. . TARGET SERVER
Review Options CTM-SRVI2

Deployment Configuration Review your selections:

Domain Controller Options Configure this server as the first Active Directory domain controller in a new forest.

DMS Options
Additional Cptions

The new domain name is "ctm.edu.vn”, This is also the name of the new forest.
The NetBIOS name of the domain: CTMEDU
Forest Functional Level: Windows Server 2012
Prerequisites Check Domain Functional Level: Windows Server 2012
Additional Options:
Global catalog: Yes
DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate
additional installations

Mare about installation options

| < Previous || Mext = | | Install || Cancel |

Tai ctra s6 Prerequisites Check, click vao Install d¢ may bat dau cai dat

- - TARGET SERVER
Prerequisites Check CTM-SRVI2

| & Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

Deployment Configuration » i L . N )
Prerequisites need to be validated before Active Directory Domain Services is installed on this

Domain Controller Options|  computer

DNS Options Rerun prerequisites check

Additional Opticns
Paths A~ View results

Review Options 1. Windows Server 2012 domain controllers have a default for the security setting named

"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker ]
cryptagraphy algerithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
gomicrosoft.com/fwlink/7Linkld=104751).

A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DINS server in the parent zone to ensure reliable name resclution from outside the
domain "ctm.edu.vn”. Otherwise, no action is required.

A, Ifyou click Install, the server automatically reboots at the end of the promotion operation.

Maore about prerequisites

[ <previous | | net> | [ nstan || cancel |

May chu sau khi cai dat s€ ty dong reset lai may. Tai man hinh logon, nhap mat
khau cua tai khoan Administrator
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CTMEDU\Administrator
Password

Pé kiém tra may chil d3 nang cap 1én Domain Controller chua, vaio Computer /
Properties .

Trong cira s6 System, kiém tra tén Domain tai Computer name, domain, and
workgroup settings. Domain: ctm.edu.vn

1 System - |ofx]

T |j b Control Panel » Systemn and Security » Systemn v G | Search Control Panel L |
Control Panel Home . C . °
View basic information about your computer
% Device Manager Windows edition
£ Remote settings Windows Server 2012 Datacenter -
® Advanced system settings © 2012 Microsoft Corporation. All rights =- Wlndows Server02012
reserved. ™
System
Processor Intel(R) Core(TM) i3-7100 CPU @ 3.90GHz  3.91 GHz (2 processors)
Installed memery (RAM): 2,00 GB
System type: 64-bit Operating Systern, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display
Computer name, domain, and weorkgroup settings
Computer name: CTM-5RV12 By Change settings

Full computer narme: CTM-5RV12.ctm.eduwvn
Computer description:

Domain: ctm.eduwn

Windows activation

Windows is not activated. View details in Windows Activation

. Product [D: 00184-30000-00001-AA193
Action Center

Windows Update

Kiém tra, sira lai dia chi card mang, dia chi DNS Server phai trung voi dia chi
IP cia may Domain Controller
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General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 192.168. 1

Subnet mask: | 255 . 255 . 255 .

Default gateway: | 192.168. 1

() Obtain DMS server address automatically
(#®) Use the following DMS server addresses:

Preferred DMS server: | 192 . 1688 . 1

Alternate DMS server: |

[ validate settings upon exit

Bueée 2: Két néi may tram vao domain

Thyc hién Join may Client CTM-WRKO7 vao Domain.
Mo may CTM-WRKO7 trén may 4o Wmware.

Stra lai dia chi IP ctia may CTM-WRKO07 nhu sau:
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Internet Protocol Version 4 (TCP/TPvd) Properties 7 @

General

¥ou can get IP settings assigned automatically if your network supports
this capability., Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically
@) Use the following IP address:

IF address: 192 . 168 . 1 . 10
Subnet mask: 255,255,255, 0
Default gateway: 192 . 168, 1 . 1

WALNLS Lo

2 SEMVEN aadress automaocally

m
T

@) Use the following DNS server addresses:

Preferred DMS server: 192 . 168, 1 . 2

Alternate DMS server:

Validate settings upon exit | et |

|. Ok || Cancel |

Thyc hién ping tr mdy CTM-WRKO07 dén may CTM-SRV12

BX C:\Windows\system32\ernd.exe =ne] @

Microsoft Windows [Uerszion 6.1.76H11
Copyright <c> 2887 Microsoft Corporation. All rights reserved.

C:Users CTM>ping 192_168_.1.2

Pinging 122.168.1.2 with 32 hytes of data:

Reply from 192 _168.1.2: hytes=32 time<imz TTL=128
Reply from 192.168.1.2: bytes=32 time{ims TTL=128
Reply from 192_168.1.2: bhytes=32 time=1im=z TTL=128
Reply from 1922.168.1.2:° buytes=32 time<ims TTL=128

Ping statistics for 172.168.1.2:

Packets: Sent = 4, Received = 4. Lost = B (Bx loss),
Approximate round trip times in milli—seconds:

Minimum = Bms,. Maximum = 1ims,. Average = Bms

C:sUsers CTHM>_

Pé Join may Client CTM-WRKO07 vao Domain, vao My Computer / Properties
/ Change Settings
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=R EER =)

1B » Control Panel » System and Security b System - | 4¢| | Search Control Panel e |

T

Control Panel Home

Windows 7 Professional -

Copyright @ 2009 Microsoft Corporation. All rights reserved.

@.‘ Device Manager Service Pack 1
Get more features with a new edition of Windows 7

'@? Remote settings
'@ Systemn protection

&

e

Advanced system settings

Systern
Rating: Systern rating is not available
Processon Intel(R) Core(TM] i3-7100 CPU @ 3.90GHz 3.91 GHz =
Installed memory (RAM): 1,00 GB
System type: 64-bit Operating System
Pen and Touch: Mo Pen or Touch Input is available for this Display
See also Computer name, domain, and workgroup settings
Action Center Computer name: CTM-PC '&'Change settings
Full computer name: CTM-PC | 4

Windows Update

Performance Information and Computer description:

Tools Workgroup: WORKGROUP

Tai ctra s6 System Properties, Tab Computer name, click vao Change

[ o

System Properties @
Computer Name | Hardware | Advanced | System Protection | Remote |

Eh-hl Windows uses the following information to identify your computer
= onthe networl.

Computer description:
For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: CTM-PC

Worgroup: WORKGROUP

To use a wizard to join @ domain or workkgroup, click Metwark |0
Network |D.
To rename this computer or change its domain or
workgroup, click Change.

[ OK ][ Cancel ] Apply

Tai cira s6 Computer Name/Domain Changes, click chon vao Domain, tai day
nhap vao tén mién ciia Domain (ctm.edu.vn)
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P o

Computl:} Mame/Domain Changes @

You can change the name and the membership of this
computer. Changes might affect access to netwark resources.
Maore information

Computer name:
CTM-WRED7

Full computer name:
CTM-WRKD7

Member of
@ Domain:

ctm.edu.vn

() Workgroup:
WORKGROUP

| oKk || cancel |

Cira so Windows Security, nhap User va Password ctua Administrator. Click
OK

P "

Windows Security @

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain,

1l |Adr‘r1ir1istratu:ur |

I_J — |

Domain: ctrm.edu.wn

| ok || cancel |

Sau khi Join vao Domain thanh cong, trén may xuét hién thong bao Welcome to
the ctm.edu.vn domain

I =

Computer Name/Domain Changes @
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An vao OK dé restart lai may Client
Khoi dong lai may CTM-WRKO7, kiém tra may di Join vao Domain
- oo

AN |_'5.i » Control Panel » System and Security » System - | 3 | | Search Control Panel el |

Windows 7 Professional o

Contral Panc] HangS Copyright © 2009 Microsoft Corperation. All rights reserved.

Service Pack1l

) Device Manager
_ Get more features with a new edition of Windows 7

'E‘i' Remote settings

'5' System protection

'E‘i' Advanced system settings
System
Rating: Systern rating is not available
Processor: Intel(R) Core(TM) i3-7100 CPU @ 3.90GHz 391 GHz =
Installed memory (RAM):  1.00 GB
System type: 64-bit Operating System
Pen and Touch: Mo Pen or Touch Input is available for this Display
See also Computer name, doemain, and workgroup settings
Action Center Computer name: CTM-PC 'E‘:,f'Change settings
Windows Update Full computer name: CTM-PC.ctm.eduwvn

Performance Information and Computer description:

Teols Domain: ctm.edu.wn

II1. Sai héng va cach khic phuc
1. Cai dat dich vu ADDS khong thanh cong
- Nguyén nhan
e Thuyec hién cac lya chon chua ding theo hudng dan
e Tai khoan ngudi ding quan tri may chii chua c6 mat khau
- Cach khac phuc
e Thuc hién dung cac lva chon theo huéng dan thyc hanh
e Dit mat khau ngudi dung quan tri cho may chii
2. Gia nhip vao mién (domain) khéng thanh céng
- Nguyén nhan
e Thiét 1ap dia chi IP trén may CTM-WRKO07 chua ding
e Nhap tai khoan quan tri trén may chu chua ding
- Cach khac phuc
e (ai dat lai dia chi IP trén may CTM-WRKO7

e Nhip ding tai khodn quan tri trén may chu
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V. Huéng dén 6n luyén

— Cai dit nang cap méay cha chay HPH Windows Server 2012 1én Domain
Controller.

— Gia nhap vao mién cho cac may tram
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BAI 3: QUAN TRI TAI KHOAN NGUOI DUNG TREN ACTIVE DIRECTORY
—TAO OU, GROUP, USER

Trong bai nay s& di tim hiéu vé quan trj tai khoan nguoi dung trén Active
Directory, day 1a mot phan quan tri rat quan trong trong hé théng Windows sir
dung Domain Controller. Cac thanh phan nay dung ching thyc nguoi dung khi truy
cap hé thong mang, thuc thi cac chinh sach, phan quyén sir dung tai nguyén. .

. Ly thuyét lién quan

1. Organizational Unit, Users va Groups trén Active Directory Users and
Computers

a) T6 chuc (Organizational Unit)

Puoc goi tit 1a OU, 1a mot d6i twong trong Active Directore. OU 1a noi chira
cac doi tugng Active Driectory nhu user, computer va group. Bén trong OU cling c6
thé chura cac OU.

Dung Uy quyén quan tri (delegation of administration). Vi du: khi ban c6 mot
nhom IT Support, ban can uy thac cho nhom nay quan ly mét nhom may tinh. Khi do,
ban s& can tao mot OU, dua cac may tinh can uy thac quyén quan tri cho nhém IT
Support. Trén OU nay, nhom IT Support s& ¢6 quyén chinh sira thong tin, thém, x6a
cac dbi tuong trong OU nay. Nhom IT support nay khong c6 bat cit quyén nao trén cac
OU khac.

Dung ap dung cac chinh sach (Group Policy). Group Policy s€ dugc tu dong ap
dung cho cac doi tuong 1a user va computer. Vi du: ban mudn mét s6 user duge map
mot 6 mang tur File Server mot cach ty dong. Ban s€ tién hanh tao mot OU, sau d6 dua
cac user can thyc hién chinh sach vao OU nay. Ban tién hanh tao mot Group Policy
cho phép map thu muc, va tién hanh link Group Policy véi OU nay. Cac OU khong
link Group Policy s& khong bi anh huong ctua Group Policy map 6 dia nay. Mot OU c¢6
thé dugc ap dung nhiéu Group Policy.

b) Nhém (Group)
La doi tuong cua Active Directory, dung dé chimg thuc va phan quyén. Group

c6 thé duoc dung dé phan quyén truy cap trén cac tai nguyén. Cac user thanh vién cua
Group sé& c6 quyén truy cap tai nguyén ma Group d6 cé duogc phan quyén truy cap.

Thanh vién (member) cia Group la User va Group. Group dugc chira trong cac
Ou.

C6 hai kiéu Group 1a security groups va distribution groups.

Security groups: duoc st dung dé cAp quyén cho phép hodc khong cho phép
truy cap.

Distribution groups: ding dé phan phéi email (chi yéu ding cho Microsoft

Exchange), d6i v6i cic user khong can truy cdp tai nguyén hodc login mdy tinh s&
dugc dua vao kiéu Group nay.

Pham vi Group (Group Scopes) gdm c6 :

e Domain local: C6 thé c6 thanh vién 13 bat ky domain nao trong forest, c6
thé cap quyén trong cung domain
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e Global: C6 thé c6 thanh vién cing domain, c6 thé cAm quyén trong bt
ky domain nao trong forest

e Universal: C6 thé c6 thanh vién trong bat ky domain nao trong forest, c6
thé cap quyen bat ky domain hoac forest.

) Nguoi dung (User)

Puoc cap truc tlep cho nguoi ding, 1a ddi tugng cua Active Directory, dung dé
chtng thuc va phan quyén. User ciing c6 thé dung dé phan quyén trén truy cap cac tai
nguyén. Thong thuong, user s€ dugc thira huong chinh sach tir Group.

User 1a lop cubi cung trong kién trac ciia Active Drectory.

User ¢6 thé 1a thanh vién ctia mot hodc nhiéu Group. Pugc chtra trong cac OU.
User ciing 1a d6i twong chii yéu duogc ap dung cac Group Policy.

d) May tinh (Computer)

La mot d6i trong cua Active Directory, gidng nhu user, 1a mot 16p cudi trong
kién tric trong Active Directory. Cé thé goi computer 1a mot user cua thiét bi.

Computer ciing c6 thé 1 thanh vién cia mot hodc nhiéu Group.
C6 thé duoc dung cap quyén truy xuét tai nguyén trong hé thong.

Computer dugc chira trong cac OU, ciing 1a ddi twong chiu tac dung ciia Group
Policy.

2. Cach t6 chirc cia OU, Group, User va Computer:

- OU (Organizational Unit):

Chtra cac OU con, Groups,Users, Computer bén trong no.
- Groups:

Mot group c6 thé co céc thanh vién khac (member) 1a cac Group khac hodc céc
User.

Mot Group c6 thé 13 thanh vién ctia (member of) nhiéu Group.
Group duogc chura trong OU

Céac Group la thanh vién ctia (member of) cua Group s€ dugc thira hudng
quyén cta Group ma no6 la thanh vién.

- User va Computer:

Mot User va Computer c6 thé 13 thanh vién ciia (member of) mot hodc nhiéu
Group.

User va Computer dugc chura trong OU.
User va Computer co6 thé duoc thira ké quyén cia Group ma né la thanh vién.

Trén may cuc bd cac User va Group duoc quan ly trong Local User and Group.
Trén Active Directory, cac User va Group dugc quan ly trong cong cu €6 tén la Active
Directory Users and Computers.
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II. Trinh ty thwe hién

1. Yéu ciu thuc hién

— Tao méi tai khoan nguoi dung (User)

— Tao nhoém nguoi dung (Group)
— Tao méi t6 chuc (OU)

2. Thiét bi, dung cu, vat liéu
Mot may Server chay HDH Windows Server 2012 c6 tén 1a CTM-SVR12
Mot may tram chay HPH Windows 7 ¢6 tén 1a CTM-WRKO07

3. Cac buéc thuc hién

Thyc hién cai dat quan 1y Organizational Unit, Users va Groups trén Active
Directory Users and Computers thong qua 3 budc sau:

Budc 1: Tao moi tai khoan ngudi dung (User)
Budc 2: Tao nhém ngudi dung (Group)
Budc 3: Xay dung mgt Organizational Unit

Budc 4: Chuyén qua may Client, kiém tra ding nhép tai khoan User

Hudng dén chi tiét

Buoc 1: Tao moi tai khoan nguoi dung (User)

Vao Server Manager / Tools / Active Directory User and Computer.

4 Dashboa rd - (\E:}l | r Manage Tools View Help

Server Manager

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

WELCOME TO SERVER MANAGER

Active Directory Sites and Services

. . | Active Directory Users and Computers
Configure this lo{ Tapsiear

Compaonent Services

QUICK START

oo _ - Computer Management
2 Addroles and fea o
Defragment and Optimize Drives
3 Add other servers| |2

Event Viewer

LRSI 4  Create a serverg Group Policy Management
B i5CS! Initiator
Local Security Policy
ODBC Data Sources (32-bit)
LEGh e ODEC Data Sources (64-bit)

Performance Monitor

Resource Monitor

ROLES AND SERVER GROUPS
0o o P~ Security Configuration Wizard

Tai Users, click chudt phai chon New / User
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File Action View Help
CENEREEN IR YR =K

] Active Directory Users and Com || Mame Type Description

b [7] Saved Queries 'iﬂctm.edu.vn Demain

4 ﬂ ctr.eduwn | Saved Queries Folder to store your favo...
i [ Builtin
B [ Computers
I @ Domain Controllers
I- [ ] ForeignSecurityPrincipal:
O Managed Service Accour

I+ ﬁ Uzers

Delegate Control...
Find...

MNew Computer
All Tasks Contact

Properties Group

InetOrgPerson

Help

msimaging-P5Ps
MSMO Queue Alias
Printer

User

Shared Folder

Creates a new item in this container.

Tai ctra s6 New Object — User, nhdp vao cac thong so sau:

First name: Nguyen Van

Last name: Anh

Full name: Nguyen Van Anh

User logon name: anhnv (@ctm.edu.vn)

& Createin:  ctm.eduvn/Users

First name: |Ngu3’er1 Van | Initizls: I:I
|
|

Last name: |Pu'1h

Full name: | Mauyen Van Anh

lUser logon name:

|ar1hr1'u' | | Ectm.edu.vn

lUser logon name (pre-Windows 2000):

|[ZTI'H'IEDU\ | |ar1hmr

Tai ctra s6 ti€p theo, nhap vao mat khau (password) cua tai khoan anhnv
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Luuy:

e User must change password at next logon: tai khoan phai thay d6i mat
khau trong 1an dang nhap tiép theo (khuyén khich bo tiiy chon nay).

e User cannot change password : Tai khoan khong dugc thay ddi
password (khuyén khich ding tiy chon nay).

e Password never expires: Mat khau khong bao gid hét han (khuyén khich
dung tuy chon nay).

e Account is disabled : Tai khoan bi khéa. (khuyén khich khéng dung tiy
chon nay).

New Object - User -

J Createin:  ctm.edu.wn/Users

dih

Password: |ouuu |

Confim password: |oonon |

["] User must change password at next logon
User cannot change password
[[] Accourt is disabled

[ <Back | Net> || Camcel |

Chon Finish dé hoan thanh, Back dé chinh sira lai cac thong tin néu can.

MNew Object - User -

J Create in:  ctm.eduwn/Users

I |

When you click Finish, the following object will be created:

Full name: Nguyen Van Anh ~
User logon name: anhnv@ctm edu wvn

The user cannot change the password.
The password never expires.

| <Back | Fsh | | Cancel

- Céc thudc tinh cua tai khoan nguoi dung
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Member Cf I Dial+n I Environment I Sessions
Remote control | Remote Deskiop Services Profle | COM+
General | Address I Account I Frofile I Telephones I Crganization

& Nguyen Van Anh
First name: | | Initials: I:l

Last name: |ﬁnh

Display name: |NgLr)"en Van Anh

Description: |

Office: |

Telephone number:

E-mail:

Web page:

Tab General chira cic thong tin chung cta ngudi dung. C6 thé nhap thém mot
s0 thong tin nhu: s6 dién thoai, dia chi mail va dia chi trang Web cé nhan...

Member COf I Dialdin I Environment I Sessions
Remote control | Remote Desktop Services Profie | COM+
General I Address | Accourt | Profile I Telephones I Organization

User logon name:
| | |@ctm.edu.\m V|

User logon name (pre-Windows 2000):
[CTMEDUM | [anhnv |

| LogonHous.. | | LogOnTo.. |

[ Unlock account

Account options:

[] User must change password at next logon

[+ User cannot change password

[+] Password never expires

["] Store password using reversible encryption
Account expires

(®) Never

O End of: Fiday . Jume 18.2021

Tab Account cho phép:



e Khai bao lai username
e Quy dinh gi¢ logon vao mang cho nguoi dung
¢ Quy dinh may tram ma nguo1 dung c6 thé st dung dé vao mang
¢ Quy dinh thoi diém hét han cua tai khoan...
MNguyen Van Anh Properties \L-
Member Of | Dialin | Environment | Sessions
Remote control | Remote Desktop Services Profile | COM=+
Genersl | Address | Account | FProfle | Telephomes | Organization
User profile
Profle path: || |
Logon script: | |
Home folder
® Local path: | |
O Connect:
ok || Cancel Apply Help
Tab Profile:

e Khai bao duong dan dén Profile

e Khai bao tap tin logon script: tu dong thi hanh khi dang nhap hay khai
bao home folder.

e Profile chira cac qui dinh Ve man hinh Desktop, n6i dung cua menu Start,
kiéu cach phdi mau sic, vi tri sdp xép cac icon, biéu tuong chudt. .

e User profile tao va duy tri tinh trang desktop (desktop settmgs) cua tung
user

e User profile co thé dugc luu trén server, duoc dung tir cdc may client

e (0 thé tao user profile dung cho nhiéu user

e (6 thé khong cho phép user thay dbi tinh trang desktop
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Remote control |  Remote Deskiop Services Profle | COM«
General I Address I Account | Profile | Telephones I Crganization
Member Cf | Dialin | Environment | Sessions

Member of :

Mame Active Directony Domain Services Folder
Domain Users ctm.edu.wn/Users

||Hmve

Primary group: Domain Users

- There is no need to change Primary group unless
Set Primary Group you have Macintosh clients or POSIX-compliant
applications.

Tab Member Of:

e Xem va ciu hinh tai khoan ngudi dung hién tai. Mot tai khoan ngudi
ding c6 thé 1a thanh vién cta nhiéu nhom khac nhau va né duge thira hudng
quyén cua tat ca cac nhom nay.

e Mubn gia nhap vao nhom nhép chudt vao nat Add, hdp thoai chon nhém
s¢ hién ra

Buoc 2: Tao moi nhom (Group) trén domain

Vao Server Manager / Tools / Active Directory User and Computer.
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File  Action

View Help

e 2 sB8|XEc BHE 2aETE%

] Active Directory Users and Com

b [ Saved Queries
4 'iﬂ ctrn.edu.vn

i [ Builtin

B [ Computers

I @ Domain Controllers
I- [ ] ForeignSecurityPrincipal:
b O Managed Service Accour

Mame
&Administrator
82, Allowed RO...
83, Cert Publish...
%CIoneabIe D...
52 Denied ROD...
%Dnsﬁkdmins
52, DnsUpdateP...
52, Domain Ad...
52, Domain Co...

%Domain Con...
%Domain Gue...

%Domain Users
52, Enterprise A...
52, Enterprise R...
82, Group Polic...
&_.Guest

3 Nguyen Van...

S, RAS and 145 ...

52 Read-only D...
52, 5chema Ad...
82, WinRMRem...

Type

User

Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
User

User

Security Group...
Security Group...
Security Group...
Security Group...

Description

Built-in account for ad...
Members in this group c...
Members of this group ..
Members of this group t...
Members in this group c..
DMS Administrators Gro...
DMS clients who are per...
Designated administrato...
All workstations and ser...
All domain controllers i...
All domain guests

All domain users
Designated administrate...
Members of this group ...
Mermbers in this group c..
Built-in account for gue...

Servers in this group can...
Members of this group ...
Designated administrato...

Members of this group ...

Tai Users , chudt phai chon New / Group.

File Action View Help

LI

fa|XEBoz Hm tataTEh

] Active Directory Users and Com
p 7] Saved Queries
4 3 ctm.eduwn
p [l Builtin
p [ Computers
p (] Domain Centrollers
p ] ForeignSecurityPrincipaly
p ] Managed Service Accour

MName

& Administrator
82, Allowed RO...
82, Cert Publish...
82 Cloneable D...
52 Denied ROD...
%Dnsﬁ\dmins
gDnsUpdateP...

[ Use

Find...

Delegate Control...

Ad...

[

Type

User

Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...

c .

Description

Built-in account for ad...
Members in this group c..
Members of this group ...
Members of this group t...
Members in this group c...
DMS Adrministrators Gro...
DNS clients who are per..,
Designated administrato...

All workstations and ser...

Al

Mew

All Tasks

View

Refresh
Export List...

Properties

Help

%Schema

Computer

Contact

Group
InetOrgPerson
mslmaging-P5Ps
MSMQ Queue Alias
Printer

User

Shared Folder

‘n controllers i...
n guests

N Users

d administrato...
of this group ...
in this group €.
reount for gue..

this group can...
of this group ...
d administrato...

52 WinRMRem...

Security Group...

Members of this group ..

Creates a new item in this container,

Tai cira s6 New object — Group, nhap vao tén Group.

Group scope : Global

Group Type : Security
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% Create in:  ctm.edu.vn/Users

Group name:
| TBS5TDL

Group name (pre-Windows 2000):
| TBS5TD1

Group scope Group type

() Domain local (® Security
®) Global (O Distribution
() Universal

B0 sung cac user vao group vura tao:

Click chucf{t phai tai Group TB55TD1, chon Properties. Tai ctra s6 TB55TD1
Properties, chuyén sang tab Members.

General | Members | Member Of | Managed By |

Members:

MName Active Directory Domain Services Folder

Add... || Remove |

Click vao Add..., Tai cia sd Select Users, Contacts, Cqmputers , Service
Accounts.... | Enter the object names to select , nhap vao User can add vao Group
(VD: nhap vao User anhnv@ctm.edu.vn), click vao Check Names khi nhép tén User
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Select this object type:
| IUsers, Service Accounts, Groups, or Cther objects

From this location:
|c:tm eduvn

Enterthe object names to select (zxamples):
Mauyen Van Anh Enhnv @ctm.edu vn)

Add User vao Group thanh cong

General | Members | Member Of | Managed By |

Members:

MName Active Directory Domain Services Folder
& Mguyen Van Anh  ctm.eduwn/Users

Buoc 3: Xay dung mot Organizational Unit

- Thyc hién trén may CTM-SVR12, tao OU:
Vao Server Manager / Tools.
Mo dich vu Active Directory User and Computer dé tao cac thudc tinh.
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File Action View Help
e 2@ 40 XEozHBHm taETa%

] Active Directory Users and Com|| Mame Type Description
b [] Saved Queries 2 Administrator User Built-in account for ad...
4 4 cm.eduwn a}\llowed RO... Security Group... Members in this group c...
b [ Builtin 82, Cert Publish... Security Group... Members of this group ...
b [ Computers 82, Cloneable D... Security Group.. Members of this group t...
b 5] Domain Controllers 52, Denied ROD... Security Group.. Members in this group c...
» O ForeignSecuri‘t.yPrincipall 2, DnsAdmins  Security Group.. DNS Administrators Gro...
b 8 Managed Service Accour 53, DnsUpdateP... Security Group.. DNS clients who are per...
%Domain Ad... Security Group... Designated administrato...
%Domain Co...  Security Group... Allworkstations and ser...
%Domain Con... Security Group... All domain controllers i...
52, Domain Gue... Security Group.. All domain guests
52, Domain Users  Security Group... Al domain users
53, Enterprise A... Security Group... Designated administrato...
%Enterprise R.. Security Group.. Members of this group ...
aGroup Polic... Security Group.. Members in this group c...
z_;_.Guest User Built-in account for gue...
& Mguyen Van... User
53, RAS and IAS ... Security Group.. Servers in this group can...
53, Read-only D... Security Group... Members of this group ...
53 Schema Ad... Security Group... Designated administrato...
42 TRSSTM Securitu Grann

Pé tao OU. Click chudt phai tai tén mién ctm.eduvn, chon New /
Organizational Unit

File Action View Help
e 2E 48 XEd=BE 2eaTa%

] Active Directory Users and Com|| Name Type Description

p [ Saved Queries & Administrator  User Built-in account for ad...

El E ctm.ed = ty Group... Members in this group c...

= Del Control...
b [l Buil -e egate Contro ty Group... Members of this group ...
b [ Con R ty Group.. Members of this group t..
b 51 Don Change Domain... ty Group... Members in this group c...
b g :lors Change Domain Controller... ty Group... DNS Administrators Gro...
[ ar -
B Use Raise domain functional level... ty Group...  DNS clients who are per...
ty Group... Designated administrato...

an 1 : A

Operations Masters...

MNew Computer
All Tasks Contact

Refresh Group
InetOrgPerson

Properties

mslmaging-P5Ps
MSMC Queue Alias
Organizational Unit

Help

¥, Guest

& MNguyen Van...
2 RAS and IAS ... Printer
52, Read-only D... User

2 Schema Ad... Shared Folder
2 TRSSTM AT

Creates a new itern in this container.

Tai ctra s6 New Object — Organizational Unit , nhap tén OU. Click OK.
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ﬁ Createin:  ctm.eduwvn/

MName:
|TMDﬂ

[] Protect container from accidental deletion

- Thém nguodi dung (User) vao OU:

Click chu¢t phai vao tén cua nguoi dung chon Move

File Action View Help
e 5E 48 XECE Hm T oETE%

] Active Directory Users and Com|| Mame —in
B [ Saved Queries 2, Allowed RODC Passwi = in this group c...
4 3 ctm.eduwn 82, Cert Publishers Add to a group... of this group ...

b [ Builtin 82, Cloneable Domain Co Disable Account of this group t...
[ Computers 82 Denied RODC Passwo Reset Password... in this group c...
I [Z] Domain Centrollers 82, DnsAdmins inistrators Gro...

I [ ] ForeignSecurityPrincipaly 2, DnsUpdateProxy
B [ Managed Service Accour

@ TMDT
[ Users

Move...

Dpen Fome Bage ts who are per...
2, Domain Admins d administrato...

2, Domain Computers send Mail ations and ser...
82 Domain Controllers All Tasks n controllers i...
%Domain Guests n guests
2, Domain Users n users
82, Enterprise Admins d administrato...
52 Enterprise Read-only [ of this group ..
%Group Policy Creator in this group c...
%,.Guest Help ccount for gue...
NguyenVan Anh SR URERIERRRIIERE
82, RAS and 1AS Servers Security Group...  Servers in this group can...
%Read-only Domain Contr... Security Group... Members of this group ...
%Schema Admins Security Group...  Designated administrato...
22, TBS5TDM Security Group...
82, WinRMRemoteWMIUser...  Security Group... Members of this group ...

Maves the current selection to another organizational unit.

Chon OU va click OK
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Move object into container:

=33 ctm
-] Builtin
-] Computers
{27 Domain Cortrollers
&L | ForeignSecurityPrincipals

ﬁ Managed Service Accounts
EER] DT
- | Users

- Thém may tinh (Computer) vao OU:
Click chugt phai vao tén may tinh chon Move

File  Action View Help

e nE 0 XEBE B 2 aaTEw

] Active Directory Users and Com|| Mame Type Description
) Saved Queres e —
a ﬁ ctm.eduwn Add to a group...
B [ Builtin Disable Account
7| Computers
p [2] Domain Controllers
B [ ForeignSecurityPrincipall
| Managed Service Accour Manage
=1 TMDT All Tasks
7] Users

Rezet Account

Move...

Cut

Properties

Displays Help for the current selection.

Chon OU va click OK
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Move object into container:

o
-] Builtin
-] Computers
{27 Domain Cortrollers
&L | ForeignSecurityPrincipals

ﬁ Managed Service Accounts
EER] DT
- | Users

Két qua khi thém nguoi dung (User) va may tinh (Computer) vao OU

File Action View Help
es s o/ 0oz EE teaTar

] Active Directery Users and Com || Name Type Description
b [ Saved Queries & Nguyen Van Anh User
4 4 ctm.eduwn (&I CTM-PC Computer
I [ Builtin
7] Computers
p 2| Domain Controllers
B [ ForeignSecurityPrincipal:
O Managed Service Accour
=] TMDT
[ Users

- Chi ra nguoi/nhoém nguoi s€ quan ly OU:

Click chudt phai vao OU, chon Properties

Trén hop thoai OU Properties chon Tab Managed By, click chudt vao nut
Change dé chon nguoi dung quan ly OU
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Managed By | COMe

Mame: |c:tm.edu.vm’TMDT;’Ngu'_fen Yan Anh

| Change... || Properties ||

City:
Stateprovince:

Country/region:

Telephone number:

Fax number:

Buée 4: Chuyén qua may Client, kiém tra dang nhdp tai khodn User

Trén may tram CTM-WRKO7, tién hanh ding nhap vao Domain bang tai khoan
da tao

[ Switch User |

. Windows 7/ Professional
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bang nhép thanh cong

f Nguyen Van Anh
| Calculator

Documents

Sticky Notes

% Snipping Tool

Pictures
Music
Computer

,,‘ XPS Viewer
Control Panel

g,i Windows Fax and Scan
Devices and Printers

% Remote Desktop Connection
Default Programs

“ ope
Q: Magnifier Help and Support

» Al Programs

l Search programs and files pel | N“l E E"f'“' iy

I1I. Sai hong va cach khic phuc

1. Tao tai khoan User khéng thanh céng
- Nguyén nhan
e Thuyec hién cac lya chon chua dung theo hudng dan
e Budc thiét 1ap mat khau cho tai khoan User phai theo quy tic
- Cach khic phuc
e Thuyc hién dung cac lua chon theo hudng dan thuc hanh
e Pit mat khau ngudi dung quan tri cho may chil
2. Gia nhap vao mién (domain) khong thanh cong
- Nguyén nhan
e Thiét 1ap dia chi IP trén may CTM-WRKO07 chua ding
e Nhap tai khoan quan tri trén mdy chu chua dung
- Cach khéc phuc
e (ai dat lai dia chi IP trén may CTM-WRKO7

e Nhip ding tai khodn quan tri trén may chu
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V. Huéng dén 6n luyén

— Tao thém céc tai khoan nguoi dung (User)
— Tao thém cac nhém ngudi dung (Group)

— Tao méi cac t chirc (OU)
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BAI 4: TRIEN KHAI CHINH SACH GROUP POLICY
|. Ly thuyét lién quan
1. Chinh sich hé thong (System Policy)

a) Chinh sach tai khoan nguoi dung Account policies

Account policy: duoc ding dé chi dinh cac thong sé vé tai khoan ngudi ding
khi ti€n trinh logon xay ra nham giam thi€u cdc moi de doa tdi tai khoan.

CAu hinh: Server Manager / Tools / Local Security Policy

b [ 4 Kerberos Policy
b [ 4 Local Policies

| Metwork List Manager Polic
|| Public Key Policies

B[] Windows Firewall with Advanced Sec

ies

I || Seftware Restriction Policies
|| Application Centrel Policies
[ @ IP Security Policies on Lecal Compute
|| Advanced Audit Policy Configuration

= Local Security Policy =11= -
File Action View Help
e« 7nE Xz HE
S Security Settings Name - Description
4| g Account Policies 4 Password Policy Password Policy
I L4 Password Policy & Account Lockout Policy Account Leckout Policy
b [g Account Lockout Palicy & Kerberos Policy Kerberos Policy

Hinh 2.4.1 — Chinh sach nguwoi dung Account Policies
- Chinh sach mat khau (Password Policy)

+ Pam bao an toan cho mat khau cho tai khoan ngudi diung.

+ Cho phép qui dinh chiéu dai nge“'ln nhat ctia mat khau, do phtrc tap cua mat

khau. ..

+ Céc lya chon méc dinh trong chinh sach mat khau:

Chinh sach Mo ta Mac dinh
Enforce Password History | S6 1an dat mat ma khong dugc tring nhau 24
Maximum Password Age Quy dinh s ngay nhiéu nhat ma mat ma 42

ngudi dung c6 hi¢u luc
Minimum Password Age Quy dinh s6 ngay tdi thiéu trudc khi ngudi 1
dung c6 thé thay d61 mat ma
Minimum Password Length | Chiéu dai ngan nhat cia mat ma 7
Password must meet Mat khau phai c6 46 phre tap nhu: c6 ky Cho phép

complexity requirements

tu hoa, thuong, ky tu s6
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Store password using
reversible encryption for all
users in the Domain

ma hoa

Mat ma ngudi dung dugc luu dudi dang

Khong cho
phep

k)
File Action View Help

e 2B XK= HE

Local Security Policy

_I:I-

T Security Settings
4[4 Account Policies
I | Password Policy
I [ Account Lockout Policy
I [ Kerberos Policy
b 4 Local Policies
B Windows Firewall with Advanced Sec
| Metwork List Manager Policies
|| Public Key Policies
b || Software Restriction Policies
|| Application Contral Policies
I ,g IP Security Policies on Local Compute
b || Advanced Audit Policy Configuration

Policy

= Enforce passwaord history
_j::] Maximum password age
ZH Minimum password age
ZH Minimum password length
5 Password must meet complexity requirements

i Store passwords using reversible encryption

Security Setting

24 passwords remember..,

42 days

1 days

7 characters
Enabled
Disabled

Hinh 2.4.2 — Chinh sach mat khau Password Policies

- Chinh sach khoa tai khoan — Account Lockout Policy

+ Dinh cach thirc va thoi diém khoa tai khoan

+ Han ché tin cong thong qua hinh thirc logon tir xa.

+ Céc thong sb cau hinh chinh sach khoa tai khoan:

Chinh sach Mo ta Mac dinh
Account kockout duration Quy dinh thoi gian khoéa tai khoan 0
Account kockout threshold | Quy dinh s 1an ¢ ging diang nhép trudc 0

khi tai khoan bi khoa
Reset Account kockout Quy dinh thoi gian dém lai s6 1an dang 0

counter after

nhép khong thanh cong
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File Action View Help

e« nE X2 =

a Security Settings Policy Security Setting
A 3 Account Policies 1] Account lockout duration Mot Applicable
b (4 Password Policy gfﬁﬁ\ccount lockout threshold Oinvalid logon attempts
I E Account Lockout P"'—'qu’| ;] Reset account lockout counter after Mot Applicable
[+ E Kerberos Policy
[ 3 Local Policies
p ] Windows Firewall with Advanced Seci
] Metwork List Manager Policies
i || Public Key Policies
|| Software Restriction Policies
» Application Control Policies
[+ @ IP Security Policies on Local Compute
B [ Advanced Audit Policy Configuration

Hinh 2.4.3 — Chinh sach khoa tai khoan Account Lockout Policy
- Chinh sach Kerberos — Kerberos Policy
+ La mdt nhom cac chinh sach bao mat domain

+ Chi dugc dung & cap do domain

File Action View Help

e« 2E Xz HE

é Security Settings Policy - Security Setting
4 [ 4 Account Policies 54 Enforce user logon restrictions Enabled
b [4 Password Policy :ﬁ Maxirmurn lifetime for service ticket 600 minutes
b [ Account Lockout Policy 55 Maximum lifetime for user ticket 10 hours
b éﬁMaximum lifetime for user ticket renewal 7 days
b (4 Local Policies :ﬁ Maximurn tolerance for computer clock synchronization 3 minutes

p -] Windows Firewall with Advanced Sec
] Metwork List Manager Policies

p ] Public Key Policies

-] Software Restriction Policies

b || Application Control Policies

b g IP Security Policies on Local Compute

b 7] Advanced Audit Policy Configuration

Hinh 2.4.4 — Chinh sach Kerberos Policy

b) Chinh sach cuc b Local Policies
Local Policies cho phép thiét 1ap cac chinh sach giam sat cac dbi tugng (ngudi
dung, tai nguyén dung chung)
Cap quyén hé thong cho cac nguoi dung va thiét 1ap cac lya chon bao mat.
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Chinh sach cuc bo g@)m co:

- Chinh sach kiém toan

- Quyén hé théng cta nguoi dung
- Cac lua chon bao mat

3 Local Security Policy = ||[E -

File Action View Help

e n[E X=| B

i;l Security Settings Marne - Description
b gACCDUﬂtF?|iCiES A Audit Policy Audit Policy
4| a Local Policies 1 User Rights Assignment User Rights Assignment

4 gAUditlei‘)‘ A Security Options Security Options
[ g User Rights Assignment
b [ g Security Options

B | Windows Firewall with Advanced Sec
| Network List Manager Policies

B || Public Key Policies

I+ || Software Restriction Policies

p || Application Control Policies

[ g IP Security Policies on Local Computs

- || Advanced Audit Policy Configuration

Hinh 2.4.5 — Chinh sach cuc bo Local Policies
- Chinh sach kiém toan (Audit Policy)

+ Giam sat va ghi nhan cac su kién xay ra trong h¢ thong, trén cac doi tuong va
cac nguoi dung.

+ Céc su kién an ninh nay s€ dugc guri cho ngudi quan tri mang
+ Thiét 1ap 1 audit policy dé:

e Theo doi su thanh cong hay that bai cua sy kién

e Giam thiéu st dyung trai phép cac ngudn tai nguyén

e Duy tri ho so vé hoat dong
+ Security events dugc luu trong security logs.

+ Xem cac ghi nhan nay thong qua cong cu Event Viewer

£ Local Security Policy - | o[

File Action View Help

e 7nE Xz BHE

5}_;.' Security Settings Policy - Security Setting
I 4 Account Policies | Audit account logon events No auditing
4 8 L?CE" Policies | Audit account management Mo auditing

4 4 Audit Palicy | Audit directory service access Mo auditing
blg User Blght5.§55|gnment | Audit logon events No auditing
D_ 4 Security Options | Audit object access Ne auditing
B [ Windows Firewall with Advanced Seci - . -
- | Audit policy change Mo auditing
_| Metwork List Manager Policies I .
. . L | Audit privilege use Mo auditing
b [ Public Key Policies Audit process trackin Mo auditin
I || Software Restriction Policies ) ) P 9 - g
| Audit system events Mo auditing

- || Application Control Policies
[ g IP Security Policies on Local Compute
I [ | Advanced Audit Policy Configuration

Hinh 2.4.6 — Chinh sdch kiém todn Audit Policy
- Quyén hé théng cua nguoi dung (User Rights Asignment)
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+ Céach cép quyén hé thong cho ngudi ding:

e Gia nhap tai khoan nguoi ding vao cic nhom tao sin (built-in) dé ké

thira quyén (Phan User and Group)

e Dung cong cu User Rights Assignment dé gan tirng quyén roi rac cho

nguoi dung.

+ Thém/ b6t quyén ngudi ding

B Local Security Policy
File Action View Help

e nE X2 BE

=E |

T Security Settings Policy -
I g Account Policies | Access Credential Manager as a trusted caller
4 g Local Policies 3 Access this computer from the network

p [ Audit Policy | Act as part of the operating system

b 5 User Rights Assignment = Add workstations to domain
1> g Security Options

I | Windows Firewall with Advanced Sec)
_| Metwork List Manager Policies

I [] Public Key Policies

I || Software Restriction Policies

| (| Application Control Policies

3 ,g IP Security Policies on Local Compute

b [] Advanced Audit Policy Configuration

= Adjust memory quotas for a process
jflAIIoong on locally
| Allow log on through Remote Desktap Services
_:El Back up files and directories
i Bypass traverse checking
_:S Change the system time
| Change the time zone
_:.::I Create a pagefile
| Create a token object
| Create global objects
| Create permanent shared objects
Create symbolic links
_:S Debug programs
Deny access to this computer from the network
| Deny log on as a batch job
| Deny log on as a service
| Deny log on locally
| Deny log on through Remote Desktop Services

< n » _;.::IEnah\E computer and user accounts to be trusted for delega...

Security Setting

Everyone, Authenticated ...

Authenticated Users

LOCAL SERVICE NETWO...
Administrators, Account ...

Administrators

Administrators, Server Q...
Everyone, Authenticated ...
LOCAL SERVICE Admini...
LOCAL SERVICE Admini...

Administrators

LOCAL SERVICE NETWO...

Administrators
Administrators

Administrators

Hinh 2.4.7 — Quyén hé thong cia nguwoi ding

- Céc lya chon bao mat - Security Options

Cho phép khai bao thém cac thong s6 nham ting tinh bao mat

cho hé thong

nhu: khong cho phép hién thi ngudi dung d3 logon trudc d6 hay doi tén tai khoan

ngudi dung tao san (administrator, guest).
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= Local Security Policy == -

File Action View Help

e 7E X= HE

Th Security Settings Policy - Security Setting ~
[ g Account Policies | Accounts: Administrator account status Enabled
4 [ Local Policies | Accounts: Block Microsoft accounts Mot Defined
I '_!| Audit Policy | Accounts: Guest account status Disabled =
4 & User Rights Assignment | Accounts: Limit local account use of blank passwords to co..  Enabled
D_ g Security Options | Accounts: Rename administrator account Adrministrator
b . Windows Firewall with Ad.\ra.nced Sect | Accounts: Rename guest account Guest
- Net\a-f'ork List Ma.nager Policies | Audit: Audit the access of global system objects Disabled
[; : z;;l:;:;:s:::;:ieosn Palicies .Audit: Audit the !.ISE 0-f Backup and Restor.e pri\rile-ge . Disablec.l
b 5] Application Control Policies .Aud?t: Force audit policy s.ubcate.gor)r s.ettmgs (Windows Vis... N.Dt Defined
b Ig IP Security Policies on Local Compute | Audit: Shut down system immediately if unable to log secur... Disabled
b [ Advanced Audit Policy Configuration | DCOM: Machine Access Restrictions in Security Descriptor D... Not Defined
| DCOM: Machine Launch Restrictions in Security Descriptor ... Not Defined
| Devices: Allow undock without having te log on Enabled
| Devices: Allowed to format and gject removable media Mot Defined
| Devices: Prevent users from installing printer drivers Enabled
| Devices: Restrict CD-ROM access to locally logged-on user..  Not Defined
| Devices: Restrict floppy access to locally logged-on user only - Not Defined
| Domain controller: Allow server operators to schedule tasks Mot Defined
H Domain controller: LDAP server signing requirements None
| Domain controller: Refuse machine account password chan..  Not Defined
5 Domain member: Digitally encrypt or sign secure channel d... Enabled
| Domain member: Digitally encrypt secure channel data (wh... Enabled
< n d | Domain member: Digitally sign secure channel data (when ... Enabled M

Hinh 2.4.8 — Cac lva chon bao mat
2. Chinh sach nhém (Group Policy - GP)

a) Pinh nghia

La tap hop cac thong tin cdu hinh (configuration settings) tic dong trén mot
hodc nhiéu doi tuong (users, computers) trong Active Directory hodc trén mot h¢
thong (local group policy)

Céc thong tin cau hinh bao gom:
+ Chinh sach nhom cho computers:
e Desktop
e Security
e Startup/shutdown scripts
+ Chinh sach nhém cho users:
e Desktop
e Security
e Logon/logoff scripts
b) Muc dich chinh sach nhém

Quan 1y moi truong lam viée cua user trong site, domain, organization unit hay
trong tung h¢ thong

Pon gian hoa mdt s6 thao tdc quan tri
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Quan tr1 tap trung

c) Chtrc nang ctua Group Policy

Trién khai phan mém tng dung

Gan cac quyén hé théng cho ngudi ding

Gi6i han nhitng tng dung ma nguoi dung dugc phép thi hanh
Kiém soat cac thiét 1ap hé théng

Thiét 14p cac kich ban dang nhap, ding xuat, khai dong va tit may
Don gian hoa va han ché cac chuong trinh

Han ché tong quat man hinh Desktop cta nguoi dung

d) Cac loai chinh sach nhom

- Céc thiét 1ap chinh sach duoc luu trén GPO (Group Policy Object, dbi tugng
chinh sach nhém)

- C6 2 dang GPO

+ Local GPO: luu trén tung may

+ Non local GPO: luu trén Active Directory

II. Trinh ty thyc hién

1. Yéu céu thuc hién

Trién khai chinh sach nhom trén domain ctm.edu.vn:

+ Pit man hinh nén Desktop tit ca cac may tinh.

+ Khoa Registry.

+ Khoa Task Manager.

+ Cam DOS Command.

2. Thiét bi, dung cu, vat liéu

Mot may Server chay HDH Windows Server 2012 c6 tén 1a CTM-SVR12
Mot may tram chay HDH Windows 7 c6 tén la CTM-WRKO7

So db dia chi IP nhu sau:
Théng s6 CTM-SRV12 CTM-WRKO07
IP Address 192.168.1.2 192.168.1.10
Subnet mask 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 192.168.1.1
DNS Server 192.168.1.2 192.168.1.2

3. Cac budc thuc hién

Thuc hién trién khai cac chinh sach nhom trén domain ctm.edu.vn thong qua 3
budc sau:

- Dit man hinh nén Desktop tit ca cac mdy tinh
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e Budc 1: Chia sé thu muc chtra background
e Budc 2: Tao chinh sach dit man hinh nén Desktop trén OU
e Budc 3: Kiém tra chinh sach da dat trén may client
- Khoa Registry
e Budc 1: Tao chinh sach khoa Registry trén OU
e Budc 2: Kiém tra chinh sach d3 4p dit trén may client
- Khoa Task Manager
e Budc 1: Tao chinh sach khoa Task Manager trén OU
e Budc 2: Kiém tra chinh sach da ap dit trén may client
- Cém DOS Command
e Budc 1: Tao chinh sich CAm DOS Command trén OU
e Budc 2: Kiém tra chinh sach d3 ap dit trén may client
Huéng dan chi tiét
- Diat man hinh nén Desktop tat ca cac may tinh
Buoc 1: Chia sé thu muc chia background
Thuc hién trén may CTM-SVR12.

+ Tao thu muc wallpaper trong 6 C (thu myc chira background man hinh nén),
tién hanh chia sé thu muc.

Wallpaper Properties -

| General | Shiaring | Security | Previous Versions | Customize |

Network File and Folder Sharing

Wallpaper
[ Shared

Metwark Path:
SWWCTM-SRY12WWallpaper

Advanced Sharing

Set custom pemmissions, create multiple shares, and set other
advanced sharing options.

| 1) Advanced Sharing...

Buwoc 2: Tao chinh sach trén OU
Thyc hién trén may CTM-SRV12.
Vao Server Manager / Tools / Group Policy Management.
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Server Manager

«« Dashboard Manage  Tools

Active Directory Administrative Center

View Help

Active Directory Domains and Trusts

e WELCOME TO SERVER MANAGER
Dashboard Active Directory Module for Windows PowerShell

i Local Server Active Directory Sites and Services
ii All Servers o C f . | Active Directory Users and Computers
. onfigure this lo :
i@l ADDs o ADSI Edit
o Component Services
em DNS QUICK START
= > Add roles and fea Computer Management
i i £ AQdd roles e
.i pisiandSiormgelsentes iy - Defragment and Optimize Drives
3 Add other servers  |PNS
Event Viewer

WHAT'S NEW
4 Create a serverg |

Group Policy Management

ROLES AND SERVER GROUPS

iSCSI Initiator

Local Security Palicy

ODBC Data Sources (32-bit)
LEARN MORE ODBC Data Sources (64-bit)
Performance Monitor
Resource Monitor

Security Configuration Wizard

Tai ctra s Group Policy Management, click chudt phai vao OU TMDT, chon

Create a GPO in this domain, and Link it here...

= Group Policy Management

(5L File Action View Window Help

e« zF 8| XE < B

=/ Default Domain Policy
I 2] Domain Controllers

b [E TMpT
b [ Gro Create a GPO in this domain, and Link it here...
b 5 WM Link an Existing GPO...
] b 5] Star Block Inheritance
b —Erﬁ Sites . Group Policy Update...
sri Group Poli
[ % Group Pali Group Policy Modeling Wizard...

Mew Organizational Unit

View 3
Mew Window from Here

Delete

Rename

Refresh

Properties —| N

Enforced Link Enabled GPO 5t

5] Group Policy Management TMDT
4 £ F?regt: ctrjn.edu.\.rn Linked Group Policy Objects | Group Palicy Inheritance | Delegation
4 |5 Domains
A Eﬁ..f] ctm.eduwvn LinkTrder GPO

Help

Create a GPO in this domain and link it to this container

Tai ctra s6 New GPO, nhap vao:
Name: Set Wallpaper. Click OK.
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= Group Policy Management = | =]

5L File Action View Window Help [=1=]=
e« 7 8 XE G| HE
g Group Pelicy Management DT
4 iﬁ\ Forest: ctm.edu.vn Linked Group Policy Objects |G'mp Policy Inhertance I Delegation |
4 (5 Domains
4 ﬁ ctrn.eduvn Link Drder GPO Erforced Link Enabled GPO St
s/ Default Domain Policy =
p @] Demain Cont
B[] TMDT

b [t Group Policy § pame:
|Set Wallpaper

b [ WMI Filters
[ Eﬂ Starter GPOs
t- Cpg Sites Source Starter GPO:

§£¥ Group Policy Madeli [fpone)
[ 4, Group Policy Results

Click chudt phai tai chinh sach Set Wallpaper vira tao, chon Edit
=
& File Action View Window Help
e #nE G
5 Group Policy Management TMDT

4 4) Forest: ctm.eduvn Linked Group Policy Objects | Group Palicy Inheritance | Delegation |
4 [Z Domains
4 -ia ctrm.edu.vn Link rder GPO Erforced Link: Enabled GPO 5t
5] Default Domain Policy 2 ﬂm

|21 Domain Controllers A it
b 5] TMDT Enforced
i (5} Group Policy Objects v Link Enabled
[ ﬁ WMI Filters
[ f‘ﬂ Starter GPOs

-= Save Report...

b Ea Sites Delete
E‘ﬂ Group Poelicy Modeling Rename

E@ Group Pelicy Results Refresh

Tai cia sb6 Group Policy Management Editor, click chon vao User
Configuration / Policies / Administrative Template.. / Desktop / Desktop. Chon vao
Desktop Wallpaper
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File  Action View Help

= z2E = HE

T

=[ Set Wallpaper [CTM-SRV12-04.(
i Computer Configuration
I -] Policies
b [ Preferences
4 % User Configuration
4 7] Policies
b [ Software Settings
| Windows Settings
4O Administrative Temg
b [ Control Panel
4 [ ] Desktop
7] Active Directc
[7] Desktop
B [ Metwork
7] Shared Folders
b [ StartMenuand T
b [ System
B L] Windows Compc
All Settings
b [ Preferences

Desktop Wallpaper

Edit policy setting

Requirements:
At least Windows 2000

Description:

Specifies the desktop background
("wallpaper"} displayed on all
users' desktops.

This setting lets you specify the
wallpaper on users' desktops and
prevents users from changing the
image or its presentation. The
wallpaper you specify can be
stored in a bitmap (*.brmp) or JPEG
(*jpg) file.

To use this setting, type the fully
qualified path and name of the file
that stores the wallpaper image.
You can type a local path, such as

ina nra lIMT nath circh ac

ChWindows\web\wallpaperihome hd

Setting

Enable Active Desktop
Disable Active Desktop
Prohibit changes

5| Desktop Wallpaper
Prohibit adding items
Prohibit clesing items
Prohibit deleting items
Prohibit editing items
Disable all items
Add/Delete items
Allow only bitmapped wallpaper

<]

Extended [ Standard /

File Action View Help

e« == = 8=

=[ Set Wallpaper [CTM-5RV12-04.(
4 (& Computer Configuration
k[ Policies
-] Preferences
4 % User Configuration
4 ] Palicies
r Software Settings
b [ Windows Settings
4 [0 Adrinistrative Temp
] Control Panel
4[] Desktop
[ Active Directc
| Desktop
B [ Metwork
[ Shared Folders
b ] Start Menuand T
b [ System
p ] Windows Compc
All Settings
b -] Preferences

[« m ] [>]

T

Desktop Wallpaper

Edit policy setting

Requirements:
At least Windows 2000

Description:

Specifies the desktop background
("wallpaper") displayed on all
users' desktops.

This setting lets you specify the
wallpaper on users' desktops and
prevents users from changing the
image or its presentation. The
wallpaper you specify can be
stored in a bitmap (*.bmp) or JPEG

(*jpg) file.

Te use this setting, type the fully
qualified path and name of the file
that stores the wallpaper image.
You can type a local path, such as
Ch\Windows'web\wallpaper\home

i mr A LM nath ench ac

Setting
Enable Active Desktop Me
Disable Active Desktop Me
Prohibit changes Me
(5] g
Prohibit adding items Edit Ne
Prohibit closing items Filter On e
Prohibit deleting iterns Filter Options... Me
Prohibit editing items Re-Apply Filter Ne
Disable all items Ne
Add/Delete items All Tasks Ne
Allow only bitmapped wallpay Help Me
[<] m [>]

Extended / Standard /

Displays Help for the current selection.

Tai ctra s6 Desktop Wallpaper, click vao Enable.

Tai Wallpaper Name: dua vao dudng dan folder wallpaper vira share & trén.
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Wallpaper Name: \\192.168.1.2\wallpaper\abc.jpg. Click Apply va OK
i Desktop Wallpaper = -n

[} Desktop Wallpaper

| Previous Setting ‘ | Next Setting |
O Mot Configured Comment:
® Enabled
) Disabled
Supported on: [[af jeast Windows 2000
Cptions: Help:

>

Specifies the desktop background ("wallpaper") displayed on all

‘Wallpaper Name:
users' desktops.

WCTM-5RV12-04\Wallpaperiimgl.jpg

This setting lets you specify the wallpaper on users' desktops and

Example: Using a local path: prevents users from changing the image or its presentation. The
Chwindows\web\wallpaperihome,jpg wallpaper you specify can be stored in a bitmap (*.bmp) or JPEG
(*Jpg] file.

Example: Using a UNC path:
\Server\Share\Corp.jpg To use this setting, type the fully qualified path and name of the | =

file that stores the wallpaper image. You can type a local path,
Wallpaper Style: such as C\Windows\web\wallpaperthome,jpg or a UNC path,
such as \\Server\Share\ Corp.jpg. If the specified file is not
available when the user logs on, no wallpaper is displayed. Users
cannot specify alternative wallpaper. You can also use this
setting to specify that the wallpaper image be centered, tiled, or
stretched. Users cannot change this specification,

If you disable this setting or do not configure it, no wallpaper is
displayed. However, users can select the wallpaper of their
choice.

| oK || Cancel |

Cap nhat GPO: Cmd / g6 1énh gpupdate /force

4 Administrator; Command Prompt - gpupdate /force

icrosoft Windows [Version 6.2.720861
tcy 2012 Microsoft Corporation. All rights reserved.

sUzerssAdninistrator>gpupdate Aforce
pdating policy...

omputer Policy update has completed successfully.

Bu6c 3: Kiém tra chinh sach da ddt trén may client

Chuyén sang may Client CTM-WRKO7, dang nhap bang tai khoan anhnv trong
don vi TMDT d¢ kiém tra
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A )

- Tao chinh sach khoa Registry
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Buoc 1: Tao chinh sach Khoa Registry

Thuc hién trén may CMT-SRV12.

Click chuot phai tai OU TMDT, chon Create a GPO in this domain...
Tai cira s6 New GPO, nhép vao tén Name: Block Registry. Click OK

F

= Group Policy Management -

5L File  Action View Window Help
= ¢ Bl XE -

15 Group Pelicy Management TMDT

4 —é‘ F?rest: ctm.edu.vn Linked Group Policy Objects |Group Policy Inheritance | Dielegation |
4 |55 Domains

a x

P 5‘3 ctrm.eduvn Link Drder GPO Erforced Link Enabled GPO St
&7 Default Domain Policy 1 [ Set Wallpaper No Yes Enablec
b (2 Domain Cont N -
= ew GPO
polal TMDT
b [5f Group Policy § pame:
b G WMIFitters B [gi00y Regia] |
b L] Starter GPOs
I i@ Sites Source Starter GPO:
5t¢ Group Policy Modelin ) v
« Group Policy Results
ok | | Cancel |
£ m >

Click chudt phai vao chinh sach Block Registry vira tao, chon Edit

Tai cira s6 Group Policy Managerment Editor, chon vao muc User
Configuration / Policies / Administrative Templates .. / System ,chon vao chinh sach
Prevent access to registry editing tools., tai day click chudt phai chon Edit.

=] Group Policy Management Editor = = -

File Action View Help

= 5 = T
=] Block Reglstr)r[CTM-SRV‘.IE-Drl.l & System
4 (A Computer Configuration
| Policies A
b - Prevent access to registry editing Setting ~
I+ || Preferences = .
2 User Confi " tools _| Locale Services
- ..Se; Fn. fguratian | Logon
4 olicies ; p—— .
; “| Software Settings Edit policy setting. n _| Performance Control Panel
b : Windows Settings Requirements: _ Power Management
4 [7] Administrative Temg At least Windows 2000 | Removable Storage Access
i [~ Control Panel Descrinti - Scripts
= escription: “| User Profiles
b [ Desktop Disables the Windows registry —_—
[ Network editor Regedit.exe. - Windows HotStart
| Shared Folders ] ] ] |iz] Download missing COM components
[ [ Start Menuand T hcydotlhenabletthlsfoll:)rrtsettlng |i=] Century interpretation for Year 2000
B | System ;n & Userinesto sta i-| Restrict these programs from being launched from Help =
- egedit.exe, a message appears == E
[ _ Windows Compc explaining that a policy setting |i£] Do not display the Getting Started welcome screen at logon
(4 All Settings prevents the action. |2 Custom User Interface
b [ Preferences I you dissble this policy setting or |i£] Prevent access to the command prompt
do not configure it, users can run & [Preantisess i iy, Edit -
Regedit.exe normally. iz| Don't run specified Windo )
— - . Filter On
|2 Run only specified Windo
T; p.re.\r:nttf.lseis frlom USit;g ?;her || Windows Automatic Upda Filter Options...
administrative tools, use the "Run T ”
only specified Windows =y [Pl
annliratinne’ nnliry cetting < i AT y L2
<[ m > |\ Extended { Standard /
Displays Help for the current selection. Help
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Tai ctra s6 Prevent access to registry editing tools, click chon vao Enable,
Apply, OK

i Prevent access to registry editing tools =[O

E Prevent access to registry editing tools

Previous Setting | ‘ Mext Setting |
O Mot Configured ~ Comment
®) Enabled
) Disabled
supported oni | At jeast Windows 2000
Options: Help:

Disable regadit from running silently? Disables the Windows registry editor Regedit.exe.
=ab 5 Ve

If you enable this policy setting and the user tries to start

Regedit.exe, a message appears explaining that a pelicy setting
prevents the action.

If you disable this policy setting or do not configure it, users can
run Regedit.exe normally.

To prevent users frem using other administrative tools, use the
"Run only specified Windows applications” policy setting.

Cap nhat chinh sach bang 1énh gpupdate /force trong cmd

-4 Administrator; Command Prompt - gpupdate /force I;‘i-

icrosoft Windows [Uersion 6.2.92801
tcy 2012 Microsoft Corporation. All rights reserved.

sUzerssAdninistrator>gpupdate Aforce
pdating policy...

omputer Policy update has completed successfully.

Bu6c 2: Kiém tra chinh sach da dp ddt trén may client

Chuyén sang may Client CTM-WRKO07, dang nhap bang tai khoan anhnv trong
don vi TMDT dé¢ kiém tra
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- Tao chinh sach khoa Task Manager

Buoc 1: Tao chinh sach Khoa Task Manager

Chuyén sang may CTM-SRV12-01.

Click chu¢t phai tai OU TMDT, chon Create a GPO in this domain...

Tai cira s6 New GPO, nhép vao tén chinh sach Name : Remove Task Manager.

S Group Policy Management - |8 %
5L File Action View Window Help HEE
LR REIR ENE
|5, Group Policy Management
p Policy g9 TMDT
4 &%’?ﬁ Ct’T"Ed“""" Linked Group Policy Obiscts | Group Policy Inheritance | Delegation |
A amaings
4 -j’: ctm.eduwvn Link Drder GPO Erforced Link Enabled GPO 5t
i/ Default Domain Policy = 1 i/ Set Wallpaper Mo Yes Enablec
I 2] Domain Cont Yes Enablec
B @] TMDT
b [ Group Policy §| Name:
= .
b L WMI Filters |F€emove Task Managed
I+ [ Starter GPOs
b [ Sites Source Starter GPO:
£ Group Policy Modeli [frone)
(% Group Policy Results
(<] m |>]

Click chudt phai vao chinh sach vira tao, chon Edit
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Action

1, File

View Window Help

&% #[F ¢ @

g Group Pelicy Management
] ﬁ Forest: ctrn.edu.wn
4 (£ Domains
4 3 ctm.eduwvn

5z Default Domain Policy
|21 Domain Controllers

B o[2] TMDT

i (5} Group Policy Objects

b [ WMI Filters
b [ Starter GPOs

b [f@ Sites

E?ﬂ Group Policy Modeling

(4, Group Policy Results

TMDT

Linked Group Policy Objects | Group Policy Inhentance | Delegation |

Link rder
o 1

2

Py
-
;

. Remaowe Task Mana...

GFPO
[fg Set Wallpaper
[fg Block Registry

Link Enabled
fes

Erforced
MNa
Ma
Ma

fes

Edit
Enforced

Link Enabled

Save Report...

Delete
Rename

Refresh

Tai cua

s Group Policy Management

Editor, chon vao User

Configuration / Policies / Administrative Template... / System / Ctrl+Alt+Del
Options. Click chudt phai vao chinh sach Remove Task Manager chon Edit

File Action View Help

e

a4 ] Policies
r Software Settings

b [ Windows Settings

4 [ Administrative Te
b [ Control Panel
+ Desktop
b [ Metwork

[ Shared Folder
B[] Start Menu an
4[] System

[ Ctrl+Ak+L
[ Driver Inst| =
[ Folder Rec
7] Group Pol
B [ Internet C
71 Locale Ser
] Logon
[ Performar
[ Power Ma

1 Removabl

] Scripts
[ User Profil
1 Windows

W

(<[ m ]

B

= HeE T

4 4%, User Configuration Z

Remove Task Manager

Edit policy setting

Requirerments:
At least Windows 2000

Description:
This policy setting prevents users
from starting Task Manager.

Task Manager (taskmgr.exe] lets
users start and stop programs;
menitor the performance of their
computers; view and moniter all
programs running on their
computers, including system
services; find the executable
names of programs; and change
the priority of the process in
which programs run.

If you enable this policy setting,
users will not be able to access
Task Manager. If users try to start

Tack Mananer a messans annears

v

Setting
|iZ) Remove Change Password
" |iZ] Remove Lock Computer

IW

=) Remove Logoff
Filter On

Filter Options...
Re-Apply Filter

All Tasks

Help

<

Extended 4 Standard /

Displays Help for the current selection,
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Tai cira s6 Remove Task Manager, click vao Enable, Apply, OK

i Remove Task Manager |;‘£-

E: Remove Task Manager

‘ Previous Setting ‘ | Next Setting ‘
) Not Configured Comment:
(® Enabled
(0) Disabled
Supported on: [ At |east Windows 2000
Options: Help:

This policy setting prevents users from starting Task Manager.

Task Manager (taskmgr.exe] lets users start and stop programs;
moniter the performance of their computers; view and monitor
all programs running on their computers, including system
services; find the executable names of programs; and change the
pricrity of the process in which programs run.

If you enable this policy setting, users will not be able to access
Task Manager. If users try to start Task Manager, a message
appears explaining that a policy prevents the action.

If you disable or do not configure this policy setting, users can
access Task Manager to start and stop programs, menitor the
performance of their computers, view and moniter all programs
running on their computers, including system services, find the
executable names of programs, and change the priority of the
process in which programs run.

‘ oK H Cancel H Apply ‘

Cap nhat chinh sach bang 1énh gpupdate /force trong cmd

-4 Administrator; Command Prompt - gpupdate /force I;‘i-

icrosoft Windows [Uersion 6.2.92801
tcy 2012 Microsoft Corporation. All rights reserved.

sUzerssAdninistrator>gpupdate Aforce
pdating policy...

omputer Policy update has completed successfully.

Buéc 2: Kiém tra chinh sdach da dp dat trén mdy client

Chuyén sang may Client CTM-WRKO7, dang nhap bang tai khoan anhnv trong
don vi TMDT dé ki€ém tra. Task Manager da bi khoa
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Toolbars »

Cascade windows
Show windows stacked
Show windows side by side

Show the desktop
Start Task Manager

v Lock the taskbar

Properties

- Tao chinh sach chan cac 1énh trong cmd (Block cmd)

Buoc 1: Tao chinh sdach chan cac lénh trong cmd
Thyc hién trén may CTM-SRV12-01.

15 File Action View Window Help == %
e 7@ e XEBo =
5L Group Policy Management TVMDT
4 5&‘ Forest: ctm.edu.vn Linked Group Policy Objects |Gmup Policy Inheritance I Delegation
4 E Domains
4 i«i ctm.edu.vn Link Dirder GPO Enforced Link Enabled GPO 5t
1/ Default Domain Policy = 1 =i/ Set Wallpaper No Yes Enablec
b =] Domain Controllers . i ;‘;}TE:::{ He_?_is;r:'M :0 :es :a::ec
b IE TMDT 5 ove |a: ana... [+] es anlec
b [t Group Policy Objects - 4 52/ Block CMD No Yes Enablec

b [ WMI Filters
I ;ﬁ Starter GPOs
I :a Sites
;ﬁ Group Policy Modeling
:E‘ Group Policy Results

H

Tai cra s6 Group Policy Management Editor, click vio User
Configuration /... System , chon vao chinh sach Prevent access to the command
prompt.

H
File Acticn View Help
e 2@ = HE T
=/ Block CMD [CTM-SRV12-04,CT]
4 i Computer Configuration
Paolicies .
b Prevent access to the command Setting ~
b [7] Preferences .
prompt [ I Locale Services
4 4%, User Configuration =1
.. ogon
Fl Paolicies i
l__:l [ Software Settings Edit policy setting. () (1 Performance Contrel Panel
b 7 Windows Settings Requirements: ] Power Management
4 [ Administrative Temg At least Windows 2000 (] Removable Storage Access
b [] Control Panel D = Scripts
escription: [ User Profiles
b [ Desktop This policy setting prevents users
b [ Metwork from running the interactive [ Windows HotStart
7] Shared Folders command prompt, Cmd.exe, This |j Download missing COM components
p [ Start Menuand T p:l‘ei: “:"t‘ghaho d{EtE":'"ES || Century interpretation for Year 2000
wil er batch tiles (.cm .
b [ Sy.stam and .bat) can run on the compter. =] Restrict these programs from being launched from Help =
b ] Windows Compe |E| Do not display the Getting Started welcome screen st logon
:_‘ All Settings If you enablethis policy setting Custom User Interface
p [] Preferences and the u:er _tndas tO;PEﬂ zt Prevent access to the command prompt
command window, the system — . -
displays a message explaining that |=] Prevent access to registry editing tools
a setting prevents the action. |iz| Don't run specified Windows applications
. ) . [i=| Run only specified Windows applications
ff you d\sabl.e thl;.pollcy setting or || Windows Automatic Updates
do not configure it, users can run )
Crnd.exe and batch files normally. v
<] [ [ >
<[ m > | Extended / Standard /
10 setting(s)

Tai chinh sach nay, click chudt phai chon Edit, Enable , Apply , OK
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a Prevent access to the command prompt I;Ii-

E Prevent access to the command prompt

Previous Setting | | Next Setting |
(O Not Configured Comment:
@) Enabled
() Disabled
Supported on: [ At |east Windows 2000
Options: Help:

Disable the command prompt script processing This policy setting prevents users from running the interactive
slsa? command prompt, Cmd.exe. This policy setting also determines
' whether batch files (.cmd and .bat) can run on the computer.

Mo W

If you enable this policy setting and the user tries to open a
command window, the system displays a message explaining
that a setting prevents the action.

If you disable this policy setting or do not configure it, users can
run Cmd.exe and batch files normally.

MNote: Do not prevent the computer from running batch files if
the computer uses logon, logoff, startup, or shutdown batch file
scripts, or for users that use Remote Desktop Services,

Cap nhat chinh sach bang 1énh gpupdate /force trong cmd

o1 Administrator; Command Prompt - gpupdate /force

icrozoft Windows [Uersion 6.2.720@1
(c) 2012 Microsoft Corporation. All rights reserved.

tsllzerssAdniniztratorigpupdate Aforce
pdating policy...

omputer Policy update has completed successfully.

Bu6c 2: Kiém tra chinh sach dd dp dat trén may client

Chuyén sang may Client CTM-WRKO7 kiém tra chinh sach Block cmd

149



BN C:\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.76811]
Copyright <(c» 2009 Microsoft Corporation. All rights reserved.

The command prompt has bheen dizabled by your adminiztrator.

Press any key to continue . . .

I11. Sai hong va cach khic phuc
Trién khai cac chinh sach khong thanh cong
- Nguyén nhan
e Thuc hién cac Iya chon chua ding theo huéng dan
e Chua thyuc hién I¢énh gpupdate /force trén Cmd
- Cach khac phuc
e Thuyc hién dung cac lya chon theo hudng dan thuc hanh
e Thuyc hi¢n 1énh gpupdate /force trén Cmd
V. Huéng din 6n luyén
— Trién khai thém céc chinh séch

— Kiém tra vi€c trién khai cac chinh sich trén may tram
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BAI5: CAI PAT VA CAU HINH DICH VU DHCP
I. Ly thuyét lién quan
1. Gi6i thiéu DHCP

DHCP duoc viét tit tir cum tir Dynamic Host Configuration Protocol (c6 nghia
1a Giao thtc cdu hinh may chu). DHCP c6 nhiém vu giup quan ly nhanh, ty dong va
tap trung vi¢c phan ph01 dia chi IP bén trong mot mang. Ngoai ra DHCP con gitp dua
thong tin dén cac thiét bi hop 1y hon ciing nhu viéc cdu hinh subnet mask hay cong
mac dinh.

- Uu diém ctia DHCP:

+ Khic phuc dugc tinh trang trung dia chi IP va giam chi phi quan tri cho hé
thong mang.

+ Giup cho cac nha cung cip dich vu (ISP) tiét kiém duogc s6 luong dia chi IP
that (Public IP).

+ Phu hop cho cac may tinh thudng xuyén di chuyén qua lai gitta cac mang.

+ Két hop voi hé théng mang khong day (Wireless) cung cap cac diém Hotspot
nhu: nha ga, san bay, truong hoc...

- Nhuoc diém ctia DHCP

DHCP mang lai nhiéu wu diém, song bén canh d6 ciing con mat han ché. Chang
han nhu viéc khong nén st dung dia chi IP dong, dia chi IP thay dbi d6i voi cac thiét
bi ¢ dinh va can truy cap lién tuc. Vi du nhu khong nén st dung IP dong cho céc thiét
bi may in ¢ cac van phong.

Mic du c6 rat nhiéu loi ich khi sir dung DHCP, van c6 mot s6 han ché can luu
y. Khong nén sir dung dia chi IP dong, dia chi IP thay doi dbi véi cac thiét bi c¢6 dinh
va can truy cap lién tuc nhu may in va file server.

Boi DHCP sir dung chil yéu véi cac ho gia dinh hay van phong. Pdi véi cac
thiét bi dung trong van phong, nhu may in thi vi¢c viéc gan ching voi cac dia chi IP
thay do1 khong mang tinh thuc tién. Lic d6 moi khi két n61 véi may tinh khac thi may
in do s€ phai thudong xuyén cap nhat cai dat € may tinh co thé két n6i véi may in.

2. Hoat dong cia DHCP

Puogc giai thich mot cach ngan gon nhat vé cach thirc hoat dong cia DHCP
chinh la khi mdt thiét bi yéu cau dia chi IP tir mét router thi ngay sau do router s€ gan
mot dia chi IP kha dung cho phép thiét bi d6 co thé giao tiép trén mang.

Nhu & cac ho gia dinh hay cac doanh nghi¢p nho thi router s€ hoat dong nhu
mot may chu DHCP nhung & cdc mang 16n hon thi DHCP nhu mgt may chi ¢ vai tro
la may tinh.

Cach thue hoat dong cia DHCP con dugc giai thich ¢ mot cach khac thi khi
mot thiét bi mudn két ndi véi mang thi n6 se gui mot yéu cau toi may chu, yéu cau nay
goi la DHCP DISCOVER. Sau khi yéu cu nay dén may chu DHCP thi ngay tai do
may chi s& tim mot dia chi IP ¢6 thé sir dung trén thiét bi 6 r6i cung cip cho thiét bi
dia chi cung voi goi DHCPOFFER
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Khi nhan dugc IP thi thiét b tlep tuc phan h01 lai may chu DHCP géi mang tén
DHCPREQUEST. Luc nay la lac chip nhan yéu cau thi may chu s& gui tin bao nhan
(ACK) dé x4c dinh thiét bi d6 da co6 IP, ddng thoi xac dinh rd thoi gian sir dung IP vira
cAp dén khi co dia chi IP moi.

DHCP Clientl Router DHCP Server

Dynamic Host
Configuration Protocol

DHCP

Hinh 2.5.1 — Hoat dong cua DHCP

II. Trinh ty thyc hién

1. Yéu ciu thuc hién
Cai dat va cau hinh dich vu DHCP Server trén may Server CTM-SRV12 sao

cho:

Tao mdgt Scope c6 tén 1a [192.168.1.0] DHCP_DEMO.

Trir ra cac dia chi danh cho Gateway va cdc may Server, Print la:
192.168.1.1 — 192.168.1.20.

Cho phép cac may tram nhan dia chi tu: 192.168.1.21 — 192.168.1.254
Domain: ctm.edu.vn.

Router: 192.168.1.1.

DNS Server: 192.168.1.2.

2. Thiét bi, dung cu, vat liéu
Mot may Server chay HDH Windows Server 2012 c6 tén la CTM-SVR12
Mot may tram chay HDH Windows 7 ¢6 tén la CTM-WRKO07

3. Cac budc thuc hién

Thuc hién trién khai cai dat va ciu hinh dich vu DHCP Server thong qua 3 budc

Sau:

Budc 1: Cai dat dich vu DHCP Server

Budc 2: Xac thuc DHCP Server

Budc 3: Cau hinh dich vy DHCP

Budc 4: Chuyén qua may tram, cau hinh ché do nhan IP dong.

Hudng dan chi tiét:
Thyc hién trén may server CTM-SRV12:
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Buwoc 1: Cai dat dich vu DHCP Server.
M¢ Server Manager / Add roles and features

«« Dashboard ) | P Manace s View

Dashboard WELCOME TO SERVER MANAGER

Local Server
ii All Servers
i ADDs

g DNS QUICK START

B File and Storage Services P 2 Add roles and features

o Configure this local server

3 Add other servers to manage

WHAT'S NEW
4 (Create a server group
Hide
LEARMN MORE
ROLES AND SERVER GROUPS

Roles:3 | Servergroups:1 | Servers total: 1

Tai ctra sd Select server roles, click chon vao dich va DHCP Server. Sau d6

nhéan vao Next

& =
DESTINATION SERVER
Select server roles BKAP-5RV12-01
Before You Begin Select one or more roles to install on the selected server.
Instaliation Type Roles Description
SeteEtekction [] Active Directory Certificate Services kal s hook € g st
rver Roles Protocol (DHCP) Server enables you
— [J Active Directory Domain Services to centrally configure, manage, and
Features [C] Active Directory Federation Services provide temporary IP addresses and
DHCP Server [[] Active Directory Lightweight Directory Services :,I:::gt:‘:_’mation o chent
Confirmation [] Active Directory Rights Management Services
[] Application Server
.
[] DNS Server
[C] Fax Server
p [®] File And Storage Services (Installed)
[] Hyper-v
[] Network Policy and Access Services |
[] Print and Document Services
[[] Remote Access
[] Remote Desktop Services v
I < Previous | I Next > | ‘ Install ‘ I Cancel
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Tai ctra sé6 Confirm installation selections, click vao Install dé Server bat dau
cai dat dich vu DHCP

; . . . DESTINATION SERVER
Confirm installation selections BKAP-5AV12-01
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [T] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.
Featurss
DHCP Server DHCP Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools
Export configuration settings
Specify an alternate source path
|<Previous|| Next > I | Install |I Cancel |

Sau khi may chu cai dit xong, click vao Close dé két thic qua trinh cai dat

DESTINATION SERVER

Installation progress M-SR 12 com

View installation progress

o Feature installation
.|
Installation started on CTM-SRV12.ctm.edu.wvn

DHCP Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | | Next = | | Close | | Cancel
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Buoc 2: Xac thwe DHCP Server

M¢ Notification cta Server Manager, click vao dong chitr Complete DHCP
configuration

AL Da S h b(:]a rd ) | FA [ELET Tools View

Dashboard

Local Server
ii All Servers
f§l ADDs

18 DHCP

DNS

2]
[~ -]
¥E File and Storage Service

Post-deployment Configuration

Configuration required for DHCP Server at CTM-

SRV12
Complete DHCP configuration th|5 |OC8| server

o Feature installation | X

|
Configuration required. Installation succeeded on : and features
CTM-5RV12.ctm.edu.vn.

Add Roles and Features I servers to manage

Task Details Server group

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Tai ctra s6 Authorization ,click vao ntit Commit

Authorization

Deascription

Authorization

Specify the credentials to be used to authorize this DHCP server in AD D5.

(@) Use the following user's credentials

User Mame: CTMEDUNAdministrator

) Use alternate credentials

UserMame:

) Skip AD authorization
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Tai ctra s6 Summary click vao nat Close
= DHCP Post-Install configuration wizard | = o[

Summary

The status of the post install configuration steps are indicated below:

Summary Creating security groups SIS [

Please restart the DHCP server service on the target computer for the security groups to be
effective.

Authorizing DHCP server Done

< Previous Mext > Close Cancel

Bude 3: Cau hinh dich vu DHCP

Thuc hién céu hinh dich vu DHCP Server: Vio Server Manager / Tools ,chon
vao DHCP

Server Manager

~K Dashboa rd - '\\é‘) | FA Manage  Tools  View Help

Active Directory Administrative Center
— Active Directory Domains and Trusts
I58 Dashboard 0 ) f " | Active Directory Module for Windows PowerShell
i Local Server CO L lg ure this lo Active Directory Sites and Services
ii All Servers QUICK START Active Directory Users and Computers
il ADDs 2 Addrolesand fea) |APSIEd®
A Compaonent Services
\L] A 3 Add other servers Computer Management
E% DNS Defragment and Optimize Drives
W§ File and Storage Services b WRATS HEW 4 Create a server g DHCP
DNS
Event Viewer
Group Policy Management
LSNT] L iSCSI Initiator
Local Security Policy
ROLES AND SERVER GROUPS CREE R S EE ]
Roles: 4 | Servergroups:1 | Servers total: 1 ODEBC Data Sources (64-bit)
Performance Monitor
|ri-i AD DS 1 Resource Monitor
Security Configuration Wizard

Trong ctra s6 DHCP, chudt phai tai IPv4, chon New Scope...
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File Action View Help
| | H[E

& DHCP ~ | Actions

A ﬂ ctrn-sre12-04, ﬁ Configure the ]
NEY: ; _—— [WPva .=
Display Statistics... Mare Actions 4
& Mew Scope...
I [ Mew Multicast Scope...
b (P

Configure Failover... H

Replicate Failover Scopes...

Define User Classes...
Define Vendor Classes...

Reconcile All Scopes...

Set Predefined Options...

View

Refresh

Next

Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickhy identify
how the scope is to be used on your netwaorl.

Name: IDHCF‘_D EMO

Description: I

Tai cura s6 IP Addl:eSS Range / Start IP address va End IP address, nhap dai
dia chi IP DHCP server cap phat cho toan mang. (192.168.1.1 — 192.168.1.254)
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IP Address Range —
You define the scope address range by identifying a set of consecutive IP addresses.

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: |152.168. 1.1

End IP address: |192.168. 1 .254

— Corfiguration settings that propagate ta DHCP Cliert

Length: I 24 _Ij

Subnet mask: |255255255 0

Tai ctra sd6 Add Exclusions and Delay / Start IP address va End IP address
nhap dai dia chi DHCP server trir ra khong cap phat cho cac may Client. (192.168.1.1
—192.168.1.20 ), sau do click vao Add

Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IF address range that you want to exclude. f you want to exclude a single
address, type an address in Start IP address anly.

Start IP address: End IP address:

Excluded address range:

. : : . . &dd
152.168.1.1 to 152.168.1.20 ove |

Subnet delay in milli second:




Tai cira sO Lease Duration, ddy la thoi gian higu lyc cua 1 dia chi IP do DHCP
server cap phat xudng may Client

Leasze Duration ——
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical networc. For mobile networks that consist mainhy of
portable computers or dialup clients, shorter lease durations can be useful.
Likkewise, for a stable network that consists mainhy of desktop computers at ficed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distibuted by this server.
Limited ta:

Days: Hours: Minutes:

| e | o= | P

Tai cira s6 Configure DHCP Options, chon Yes, | want to configure these
options now

Configure DHCP Options
You have to configure the most common DHCP options before clients can use the
scope.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

(¢ ¥es, | want to configure these options now:
" No, | will configure these options later
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Tai ctra s6 Router (Default Gateway) / IP address, nhap dia chi Router
192.168.1.1, sau do click vao Add

Router (Default Gateway)
You can specify the routers, or default gateways, to be distibuted by this scope.

To add an |IP address for a router used by clients, enter the address below.

|P address:

&dd

152.168.11 Remaove

Up

Tiép tuc click vao Next tai cac ctra s6 Domain Name and DNS Servers va cira
sO WINS Servers.

Domain Name and DNS Servers
The Domain Mame System (DMS) maps and translates domain names used by clients
on your networl.

You can specify the parent domain you want the client computers on your netwaork to use for
DMNS name resolution.

Farent domain: I

Tao corfigure scope clients to use DMNS servers on your network, enter the |P addresses for those
SErvers.

Server name: |P address:
I . ) ) Add

Rezolve | 15216812 Remove |




WINS Servers
Computers unning Windows can use WINS servers to convert NetBIOS computer

names to |P addresses.

Entering server IP addresses here enables Windows clients to queny WINS before they use
broadcasts to register and resolve NetBIOS names.

Server name: IP address:

Fezalve |

Up

Do

To change this behavior for Windows DHCP clients modify option 048, WINS/MET Node
Type, in Scope Options.

Tai cira s6 Activate Scope, chon Yes, | want to activate this scope now

Activate Scope
Clients can obtain address leases only if a scope is activated. |

Do you want to activate this scope now?

(% Yes, | want to activate this scope now:
" No, | will activate this scope later

| <Back || Net> || Ccancel |

Tai ctra so tiép theo, click vao Finish dé két thiic qua trinh céu hinh dich vu
DHCP Server
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New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

l < Back H Finish

] l Cancel ’

Két qua sau khi hoan tat viéc tao Scope DHCP_DEMO d¢é cap phat dia chi

b2
File Action View Help

e 71[E = BE *

DHCP

_I:I-

% DHCP

A EI ctm-srvl 2. ctm.edu.wn
A __i, IPud
4 [ g Scope [192.168.1.0] DHCP_DEMO
i} Address Pool
@ Address Leases
- 5| Reservations
. Scope Options
2| Policies
.34 Server Options
| Policies
I |7 Filters
[ __ii, |P

End IP Address
192.168.1.254
192.168.1.20

Start [P Address
T192,168.1.1
[192.168.1.1

Actions
Address ..,
More .. »

Buc 4: Chuyén qua mdy tram CTM-WRKO7, cdu hinh ché dé nhén IP dong.
Vao card mang ctia may CTM-WRKO7, chinh card mang & ché d6 Obtain an

IP address automatically
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dong

Internet Protocol Version 4 (TCP/IPvd) Properties [~ % |[e3a]

General | Alternate Configuration |

‘fou can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
(1 Use the following IP address:

IP address:
Subnet rmask:

Default gateway:

(@ Obtain DNS server address automatically

() Use the following DNS server addresses:

Preferred DMNS server:

Alternate DS server:

yalidate settings upon exit

| ok || canel |

Mo muc Network Connection Details dé kiém tra DHCP Server céap dia chi IP

Network Connection Details <=
MNetwork Connection Details:
Property Value
Connection-specific DN...  ctm.eduwn
Description Intel{R) PRO/1000 MT MNetworc Connecti
Physical Address 00-0C-25-57-14-F4
DHCP Enabled Yes
|Pvd Address 152.168.1.21
|Pvd Subnet Mask 255 255 2550
Lease Obtained Monday, May 24, 2021 3.31:.03 FM
Lease Expires Tuesday, June 01, 2021 3:31.02 FM
IPv4 Default Gateway 15216811
|Pv4 DHCP Server 1921681.2
IPv4 DNS Server 1921681.2
IPvd WINS Server
MetBIOS over Tepip En...  Yes
Linkdocal IPvE Address fedl: bdle:3ec:2dhd:8535%11
IPvE Default Gateway
IPvE DNS Server
4 | i | 3

I1I. Sai hong va cach khic phuc
Trién khai cac chinh siach khong thanh cong

- Nguyén nhan
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e Thuc hién cac lya chon chua ding theo hudng dan
e Chua thyuc hién Iénh gpupdate /force trén Cmd
- Cach khéc phuc
e Thuc hién dung cac lya chon theo huéng dan thuc hanh
e Thuc hién 1€nh gpupdate /force trén Cmd
V. Huéng dén 6n luyén
— Trién khai thém cac chinh sach

— Kiém tra vi€c trién khai cac chinh sich trén may tram
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BAI 6: CAI PAT VA CAU HINH DICH VU DNS
I. Ly thuyét lién quan
1. Giéi thiéu DNS
MObi may tinh hay thiét bi mang tham gia vao mang Internet déu giao tiép voi

nhau béng dia chi IP (Internet Protocol) . Pé thuan tién cho viéc sir dung va dé nhé
nguoi ta dung tén (domain name) dé xac dinh thiét bi do.

Hé théng tén mién (Domain Name System) duoc sir dung dé anh xa tén mién
thanh dia chi IP. Vi vay, khi mubn lién hé téi cic may, chung chi can sir dung chudi ky
ty dé nhé (domain name) nhu: www.microsoft.com, www.ibm.com..., thay vi sir dung
dia chi IP 1a mot ddy sé dai kho nhd.

Khi DNS chua ra doi, nguoi ta su dung mot file tén Host.txt. File nay s€ luu
thong tin vé tén host va dia chi cta host cua tat ca cac may trong mang, file ndy duoc
Iuu & tat ca cac may dé chung co thé truy xuat dén may khéc trong mang.

Khi d6, néu co6 bat ky su thay doi vé tén host, dia chi IP cta host thi phai cap
nhat lai toan b0 cac file Host.txt trén tat ca cac may.

Do vay dén nim 1984 Paul Mockpetris thudc vién USC’s Information Sciences
Institute phat trién mot hé thong quan ly tén mién maoi lay tén 1a HE thong tén mién —
Domain Name .

Hé thong tén mién nay ciing sir dung mot file tén host.txt, luu thong tin cua tat
ca cac may trong mang, nhung chi duoc dat trén may lam may chu tén mién (DNS).
Khi d6, cac Client trong mang mudn truy xudt dén cac Client khac, thi n6 chi viéc hoi
DNS.

Chtrc ndng cua DNS 1a :
+ Phan giai dia tén may thanh dia chi IP va nguoc lai.
+ Phéan gidi tén domain.

May chu trién khai dich vu Domain Name System dugc goi 1a Domain Name
Server

2. Cach phan bd dit liéu quén Iy Domain Name
Thong thuong mét t6 chirc duge ding ky mot hay nhiéu domain name. Sau do,

moi td chirc s€ cai dat mdt hay nhi€u name server va duy tri co s¢ dir li€u cho tat ca
nhiing may tinh trong domain.

Nhirng name server cua to chirc duoc dang ky trén Internet. Mot trong nhiing
name server ndy dugc biét nhu 1a Primary Name Server.

Nhiéu Secondary Name Server dugc dung dé 1am backup cho Primary Name
Server. Trong truong hgp Primary bi 161, Secondary dugc st dung dé phan giai tén.

Primary Name Server c6 thé tao ra nhimg subdomain va Uy quyén nhiing
subdomain nay cho nhitng Name Server khac.

3. Co ché phan giii tén mién
a) Phan giai tén thanh IP
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Root name server : La mdy chi quan ly cac name server ¢ muc top-level
domain. Khi c6 truy vin vé mot tén mién nao do thi Root Name Server phai cung cap
tén va dia chi IP ctia name server quan 1y top-level domain (Thuc té 1a hau hét cac root
server ciing chinh 13 may chu quan 1y top-level domain) va dén luot cac name server
ctia top-level domain cung cdp danh sach cic name server co quyén trén cac second-
level domain ma tén mién nay thudc vao. Ctr nhu thé dén khi nao tim dwgc may quan
Iy tén mién can truy van.

Qua trén cho thay vai tro rat quan trong cia root name server trong qua trinh
phan giai tén mién. Néu moi root name server trén mang Internet khong lién lac duoc
thi mo1 yéu cau phén giai déu khong thuc hién duogc.

b) Phan giai IP thanh tén

Dé co thé phan giai tén may tinh cia 1 dia chi IP, trong khong gian tén mién
nguoi ta bo xung thém 1 nhanh tén mién ma dugc 1ap chi muc theo dia chi IP. Phan
khong gian nay co6 tén mién la in-addr.arpa.

M3di node trong mién in-addr.arpa c6 1 tén nhan 1a chi sé thap phéan cua dia chi
IP. Vi dy mién in-addr.arpa c6 thé c6 256 subdomain twong tng voi 256 gia tri tir 0 -->
255 cta byte dau tién trong dia chi IP. Trong mdi subdomain lai c6 256 subdomain
con nita img v6i byte thir 2. Ct nhu thé va dén byte thir 4 ¢6 cac ban ghi cho biét tén
mién ddy du ctia cac may tinh hodc cac mang c6 dia chi IP tuong tng.

4. Phan loai Domain Name Server

a) Primary Name Server

Mbi Domain phai c6 1 Primary Name Server. Server ndy duoc ding ky trén
Internet dé quan 1y Domain. Moi ngudi trén Internet déu biét tén mdy tinh va IP cua
Server ndy. Ngudi quan trj DNS sé& t6 chitc céc co s& dit 1iéu DNS trén Primary Name
Server. Server nay dam nhén vai trd chinh trong viéc phan giai tt ca cac may tinh
trong Domain hay Zone

b) Secondary Name Server

MJdi Domain ¢6 1 Primary Name Server dé quan 1y co s& dit liéu DNS. Néu nhu
Server nay tam ngung hoat dong vi 1 1y do nao do thi viéc phan gidi DNS bi gian
doan. Dé tranh truong hop nay nguoi ta da thiét ké ra 1 may chu dy phong goi 1a
Secondary Name Server (hay con goi la Slave).

Khi Secondary Name Server dugc khdi dong no s€ tim Primary Name Server
nao ma né duoc phép lay dir liéu v& may. No s& copy lai toan bd CSDL DNS cua
Primary Name Server ma né dugc phép transfer (qué trinh nay goi la qua trinh Zone
Transfer). Theo 1 chu ky nao d6 do nguodi quan tri quy dinh thi Secondary Name
Server s€ sao chép va cap nhat CSDL tir Primary Name Server.

c) Caching Name Server

Caching Name Server khong c6 bat ky tap tin CSDL ndo. N6 c6 chiic ning
phan gidi tén may trén nhiing mang & xa thong qua nhitng Name Server khéac. No s¢€
lIuu lai nhitng thong tin da dugc phan giai trude d6 va duge st dung lai nhitng thong
tin nay nham muc dich:

- Lam tang téc d6 phan giai bang cach sir dung cache.
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- Gidm bdt ganh nang phan giai tén may cho cac Name Server.

- Giam vi¢c luu thong trén nhitng mang 16n.

5. Resource Record (RR)

RR 13 mau thong tin dung dé mo ta cac thong tin vé co s& dit liéu DNS, cic

mau théng tin nay dugc lwu trong cac file co s¢& dit lidu cia DNS
(%systemroot%\system32\dns)

a) SOA (Start of Authority)

Trong mdi tap tin CSDL phai ¢6 1 va chi 1 record SOA. Bang ghi SOA nay chi
ra rang Primary Name Server la noi cung cap thong tin tin cay tu dir liéu c6 trong
Zone.

Cu phép cua 1 record SOA :

[tén-mién] IN SOA [tén-DNS-Server] [dja-chi-email] (
Serial number;

Refresh number;

Retry number;

Experi number;

Time-to-line number)

Vi du:

vnnetpro.com. IN SOA serverl.vnnetpro.com. sangnt.vnnetpro.com. (
1: serial

10800 : refresh after 3 hours

3600 ; retry after 1 hours

604800 ; expire after 1 week

86400 ) ; minimum TTL of 1 day

Giai thich y nghia vi du trén:

- Tén Domain : vnnetpro.com. phai & vi tri cdt dau tién va két thuc bang dau
cham (.).

- IN 14 Internet
- serverl.vnnetpro.com la t€én FQDN cua Primary Name Server cua dit li¢u nay.

- sangnt.vnnetpro.com la dia chi email ctia nguoi phu trach dir liu nay. Luu y
la dia chi email thay thé dau @ bang dau cham sau root.

- Dau () cho phép mé rong ra viét thanh nhiéu dong, tit ca cac tham sb trong
dau () duoc dung cho cac Secondary Name Server.

Céc thanh phan bén trong ¢t phap cua record SOA:

+ Serial : 4p dung cho moi dit liéu trong zone va 1a 1 s6 nguyén. Trong vi du,
gia tri ndy 1a 1 nhung thong thudong nguoi ta s€ st dung theo dinh dang thoi gian nhu
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2007092001. Pinh dang nay theo kiéu yyyymmddnn, trong d6 nn 13 s6 1an sira doi dir
liéu zone trong ngay. Bat ké theo dinh dang nao thi ludn ludn phai ting sb nay 1én mdi
lan sira dbi dit liéu zone. Khi Secondary Name Server lién lac v6i Primary Name
Server thi trudc tién né s& hoi so serial nay. Néu s serial ciia may Secondary nho hon
s6 serial ciia may Primary tic 1a dit liéu trén Secondary di cii va sau d6 may
Secondary s€ sao chép dit li¢u mdi tr may Primary thay cho dit liéu dang cé.

+ Refresh : chi ra khoan thoi gian may Secondary kiém tra dit lidu zone trén
may Primary dé cap nhat néu can. Trong vi du trén thi ¢ méi 3 gid may chu
Secondary sé& lién lac v6i may chi Primary dé cap nhat néu c6. Gia tri ndy thay doi
theo tan suat thay doi dir liéu trong zone.

+ Retry : néu may Secondary khong két ndi dugc voi may Primary theo thoi
han mo ta trong refresh (vi du truong hop may Primary shutdown may vao lac do) thi
may Secondary s& tim cach két ndi lai vdi may Primary theo chu ky thoi gian dugc xéac
dinh trong retry. Thong thuong gia tri nay nho hon gia tri refresh

+ Expire : néu sau khoan thoi gian ndy ma may Secondary khong cap nhat dugc
thong tin moi trén may Primay thi gia tri cua zone nay trén may Secondary s& bi hét
han. Néu bi expire thi Secondary s& khong tra 10 bat ctr 1 truy van ndo vé zone nay.
Gi4 tri expire nay phai 16n hon gia tri refresh va gia tri retry.

+ TTL : gid tr1 nay ap dung cho moi record trong zone va dugc dinh kém trong
thong tin trd 161 1 truy van. Muc dich cua né 1a chi ra thoi gian ma cac may DNS
Server khac cache lai thong tin tra 101. Giup gidm luu lugng truy van DNS trén mang.

b) NS (Name Server)

Record tiép theo can cé trong zone 14 NS (Name Server) record. Mdi Name
Server cho zone s€ c6 1 NS record.

Cu phap:

[domain-name] IN NS [DNS-Server-Name]
Vidu : Record NS sau :

vnnetpro.com. IN NS dnsserverl.vnnetpro.com.
vnnetpro.com. IN NS dnsserver2.vnnetpro.com.

chi ra rang Domain vnnetprocom c¢6 2 Name Server la
dnsserverl.vnnetpro.com va dnsserver2.vnnetpro.com

C) A (Address) va CNAME (Canonical Name)

Record A (Address) anh xa tén may (hostname) vao dia chi IP. Record
CNAME (Canonical Name) tao tén bi danh alias tr6 vao 1 tén canonical. Tén
canonical la tén host trong record A hodc lai tré vao 1 tén canonical khac.

Cu phéap : [t€n-may-tinh] IN A [dia-chi-IP]
Vi du : record A trong tap tin db.vnnetpro
serverl.vnnetpro.com. IN A 172.29.14.1
dns.vnnetpro.com. IN A 172.29.14.4
//Multi-homed hosts
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server.vnnetpro.com. IN A 172.29.14.1
server.vnnetpro.com. IN A 192.253.253.1

d) AAAA

Anh xa tén may (hostname) vao dia chi IP version 6
Cu phap : [tén-may-tinh] IN AAAA [dia-chi-IPv6]
Vidu: Server IN AAAA 1243:123:456:7892:3:456ab
e) SRV

q Cung cép co ché dinh vi dich vy, Active Directory st dung resource record nay
dé xac dinh Domain Controller, Global Catalog Servers, Lightweight Directory Access
Protocol (LDAP) Server

Céc thanh phan trong SRV:

- Tén dich vu service

- Giao thuc stir dung

- Tén Domain (Domain Name)

- TTL va class

- Priority

- Weight (h6 trg Load Balancing)

- Port cua dich vu

- target chi dinh FQDN cho host ho tro dich vu.

Vi du : ftp. tcp.somecompany.com. IN SRV 0 0 21
ftpsvrl.somecompany.com

_ftp._tcp.somecompany.com. IN SRV 10 0 21 ftpsvrl.somecompany.com
f) MX (Mail Exchange)

DNS ding record MX trong viéc chuyén mail 1én mang Internet. Ban dau chirc
ning chuyén mail dua trén 2 record : record MD (Mail Destination) va record MF
(Mail Forwarder) records. MD chi ra dich cubi cing cua 1 théng diép mail co tén
domain cu thé. MF chi ra may chil trung gian s& chuyén tiép mail dén dugc may cha
dich cudi cung. Tuy nhién viéc to chirc nay hoat dong khéng tét. Do d06, chung duoc
tich hop lai thanh 1 record 1a MX. Khi nhan dugc mail, trinh chyén mail (mailer) s&
dua vao record MX dé dinh duong di cua mail. Record MX s€ chi ra 1 Mail Exchanger
cho 1 mién — Mail Exchanger 1a 1 Server (chuyén mail dén mailbox local hay lam
gateway chuyén sang 1 giao thtrc chuyén mail khac nhu UUCP) hoac chuyen tlep mail
dén 1 Mail Exchanger khac (Mail Server trung gian) gan v6i minh nhat dé dén véi
Server chu cu6i cung dung giao thirc SMTP.

Dé tranh viéc gtri mail bi lép,lai, record MX cg') thém 1 gia tri bd sung ngoai tén
Domain cua Mail Exchanger la 1 s0 thir tyr tham chiéu. Day la 1 gia tri nguyén khong
dau 16-bit (0-65535) chi ra tht ty vu tién cua cac Mail Exchanger.

Cu phap : [domain-name] IN MX [priority] [mail-host]
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Vi du : vnnetpro.com. IN MX 10 mailserver.vnnetpro.com.

Chi ra may chu mailserver.vnnetpro.com la 1 Mail Exchanger cho Domain
vnnetpro.com véi do uu tién 1a 10.

Chu y : cac gia tri nay chi c6 y nghia so sanh v4i nhau. Vi du khai bao 2 record
MX:

vnnetpro.com. IN MX 1 listo.vnnetpro.com.
vnnetpro.com. IN MX 1 hep.vnnetpro.com.

Trinh chuyén mail (mailer) s& thir phan phat thu dén Mail Exchager c¢6 d6 uu
tién nho nhit trude. Néu khong chuyén mail duoc thi Mail Exchanger v6i do vu tién
ké s& dugc chon. Trong trudng hop c6 nhidu Mail Exchanger c¢6 cing d6 wu tién thi
Mailer s& chon ngau nhién giira chung.

Chu ¥ : chi tao MX record khi muén nhan email tir bén ngoai Internet giri vao
Mail Exchanger ciia hé thong. Khi c6 email dén thi n6 s& hoi xem DNS Server 12 Mail
Server cta hé théng nay c6 dia chi IP 13 gi? Luc nay DNS Server sé& tra 101 cau hoi nay
bang cach tim thong tin trong MX record. Luc d6 DNS Server s& forward dén Mail
Server. Cac User trong local s& 1én Mail Server liy mail vé bang co ché POP3.

Il. Trinh ty thwc hién

1. Yéu céu thuc hién

+ Cai dat dich vu DNS trén may CTM-SRV12.

+ Céu hinh dich vu DNS,

+ Cau hinh cac ban ghi : A, PTR, CNAME, MX....

2. Thiét bi, dung cu, vat liéu

Mot may Server chay HDH Windows Server 2012 c6 tén 1a CTM-SVR12
Mot may tram chay HDH Windows 7 c6 tén 1a CTM-WRKO07

3. Cac budc thue hién

Thuc hién trién khai cai dit va cau hinh dich vu DNS Server thong qua 3 budc
sau:

e Budc 1: Cai dat dich vu DNS Server
e Budc 2: Cu hinh dich vu DNS
e Budc 3: Cau hinh tao ban ghi cho may CTM-SRV12.
Hudng dan chi tiét:
Buwoc 1: Cai dat dich vu DNS Server
Thuce hién trén may CTM-SRV12:
Vao Server Manager /Add roles and features
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Manage Tools View

Dashboard WELCOME TO SERVER MANAGER

B Local Server

ifiF Alls . .

mo e ° Configure this local server -
i§l ADDs =
i DHcP QUICK START

g File and Storage Services b 2 Add roles and features

3 Add other servers to manage

WHAT'S NEW
4 Create a server group
Hide

LEARN MORE
ROLES AND SERVER GROUPS
Roles: 3 | Servergroups:1 | Servers total: 1

ifl ADDs 1 §§ DHcP 1

(0)_Manaaeanilty (®)_Manageanility -

Tai cira s6 Select server roles , click chon vao dich vu DNS

DESTINATION SERVER

Select server roles e e e

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection i _ } . Domain Mame System (DNS) Server
[ Active Directory Certificate Services provides name resolution for TCP/IP

Active Directory Domain Services (Installed) networks. DNS Server is easier to
Featuras [] Active Directory Federation Services manage when it is installed on the

DS Server Active Directory Lightwaight Dirsctory Servi same server as Active Directory
[ Active Directory Lightweight Directory Services Domain Services, If you select the

Confirmation [ Active Directory Rights Management Services Active Directory Domain Services

[] Application Server role, you can install and configure
DHCP Server (Installzd) DNS Server and Active Directory

Domain Services to work together,
[] Fax Server

File And Storage Services (Installed)
] Hyper-V

[] Network Policy and Access Services

[] Print and Dacument Services
[] Remote Access
[[] Remote Desktop Services

| < Previous | | MNext » | | Install | | Cancel |

Tiép tuc click vao Next, tai ctra s6 Confirm installation selections, click vao
Install @€ Server cai dat dich vu DNS
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Confirm installation selections T 3R12 e

CTM-SRV1 2.com.edu.vmn

Before You Begin Teo install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

DINS Server DS Server
Remaote Server Administration Tools
Role Administration Tools
DNS Server Toals

Export configuration settings
Specify an alternate source path

Tai ctra s6 Installation progress, click vao Close dé két thiic qua trinh cai dt

Insta ”atlo n p rog regg DESTIMATION SERVER

CTM-5RY1 2ctmn.edu.wn

View installation progress

o Feature installation
. __________________________________________________________________|

Installation succeeded on CTM-SRV12.ctm.edu.vn.

DMS Server
Remote Server Administration Tools
Role Administration Tools
DMS Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext = | | Close | | Cancel

Bude 2: Céu hinh dich vu DNS:
Vao Server Manager / Tools / chon vao dich vu DNS
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| F Manage Tools

Dashboard WELCOME TO SERVER MANAGER

Local Server

All Servers
AD DS
DHCP QUICK START

DNS 2 Add roles and fea

=r
1]

= e

WHAT'S NEW

ROLES AND SERVER GROUPS

Roles: 4 | Servergroups:1 | Servers total: 1

#

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

View Help

Active Directory Sites and Services
§ . Active Directory Users and Computers
° Configure this loq | xos e
Component Services
Computer Management
Defragment and Optimize Drives

Fil d 5t Servi b
ile an orage Services 3 Add other servers DHCP
DINS

4 Create aserverg Eceniiicney

Group Policy Management
iSCS| Initiator

Local Security Policy

LEARN MORE ODEC Data Sources (32-bit)
ODEBC Data Sources (64-bit)
Performance Monitor
Resource Monitor

Security Configuration Wizard

Click chudt phai tai Forward Lookup Zones chon New Zone...

File Action View Help

YA EEEEN EEEE

é DNS Mame Type Status DMNSSEC Status
4 3 CTM-SRVIZ-04 2] _msdcs.ctm.edu.vn Active Directory-Integrated Pr...  Running Mot Signed
2 ||j Forward Lookup Z e Active Directory-Integrated Pr...  Running Mot Signed
b [ 7] Reverse Lookup Zo New Zone...
b [ Trust Points Afiew »
I (| Conditional Forwar
1> Global Logs Refresh
Export List...
Help
< 1 >

Tai ctra s Zone Type, chon vao Primary zone
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Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly an this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() 5tub zone

Creates a copy of a zone containing only Name Server (MS), Start of Authority
(504}, and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[w] Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

Tai ctra s6 Zone Name, nhap vao tén mién: ctm.edu.vn

Zone Name
What is the name of the new zone?

The zone name spedifies the portion of the DNS namespace for which this server is
authoritative, It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone .microsoft. com). The zone name is
not the name of the DNS server.

Zone name:

ctm.edu.vn

Tiép tuc click vao Next, tai cira s6 Dynamic Update, chon vao Allow both
nonsecure and secure dynamic updates
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Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates,

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DMS server whenever changes ocour,

Select the type of dynamic updates you want to allow:

() Allow only secure dynamic updates {recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(@) Allow both nongecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone, You must update
these records manually.

Click vao Finish dé két thuc qua trinh cai dat

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard. You
spedified the following settings:

Mame:  ctm.edu.vn
Type: Artive Directory-Integrated Primary

Lookup type: Forward

b

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,

Click chudt phai tai Reverse Lookup Zones, chon vao New Zone
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File  Action

View Help

N E R EEEE

£, DNS
4 F CTM-SRVI2-04 @ Add 2 New 7

- [ Forward Lookup Zones

R FE— 1
b % Mew Zone... nain Na_me System (DMS) allows a DNS narmespace to_be divided into zones, Each zone
formation about one or more contiguous DNS domains,
I | Conditio| View »
I [@7] Global L S— new zone, on the Action menu, click Mew Zone,
res
Help

Refreshes the current selection.

Zone

Tai cira s6 Zone Type, click chon vao Primary zone

Zone Type

The DMS server supports various types of zones and storage,

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance,

() 5tub zone

Creates a copy of a zone containing only Name Server (MS), Start of Autharity
(504), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[w] Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

Tai ctra s6 Reverse Lookup Zone Name, click chon vao IPv4 Reverse Lookup
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Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DMS names,

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPve
addresses,

(®) IPv4 Reverse Lookup Zone

() IPv6 Reverse Lookup Zone

Tai cira s6 Reverse Lookup Zone Name, nhap vao Network ID :192.168.1

Reverse Lookup Zone Name
& reverse lookup zone translates IP addresses into DMS names.,

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) MNetwork ID:
|192 168 1

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the netwark ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0, 10.in-addr.arpa.

() Reverse lookup zone name:

1.168. 192.in-addr.arpa

Tai ctra s6 Dynamic Update, chon vao Allow both nonsecure and secure
dynamic updates
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Dynamic Update
You can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

() allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(®) allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security vulnerability because updates can be
accepted from untrusted sources.,

() Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

Tai ctra s6 tiép theo, click chon vao Finish dé két thuc qua trinh cai dat dich vu

DNS

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard. You
spedfied the following settings:

Mame:  1.168.192.in-addr.arpa
Type: Artive Directory-Integrated Primary

Lookup type: Reverse

s

Mote: You should now add records to the zone ar ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, didk Finish.

BuGe 3: Cau hinh tao ban ghi cho may CTM-SRV12:
Click vao tén mién ctm.edu.vn
Click chudt phai chon New Host (A or AAAA)
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File Action View Help

a9 HEIXB oz HE § 85

£ DNS
4 3 CTM-SRV1Z2-04

4 [ Forward Lookup Zones
[ @ _msdes.ctm.eduwn

Mame

Ig _msdcs
&= _sites
= _tep

I+ ctm.ed
4 || Reverse Loo|
b2l 1.168.19]
i [ Trust Points
p [ Cenditicnal
b 1] Global Logs

Update Server Data File
Reload

Mew Host (A or AALA)...
Mew Alias (CNAME)...

Mew Mail Exchanger (MX)...

Mew Domain...

Start of Authority (S0A)
Mame Server (MNS)

Host (A)

Host (A)

Host (A)

[29], ctm-srv12-04.ctm.ed...
ctrm-srvl2-0d ctrm.eduawn,
192.168.1.2

192.168.1.21

192.168.1.2

MNew Delegation...
Other Mew Records...
DMSSEC

All Tasks

View

Delete
Refresh
Export List...

Properties

m —

Create a new resource record.

Tai ctra s6 New Host:
Name (users parent domain name if blank): CTM-SRV12
IP address : 192.168.1.2

Click tai Create associated pointer (PTR) record. (d¢ may ty dong tao ban ghi
PTR)

Mame (uses parent domain name if blank):
| ctm-srv12

Fully qualified domain name (FQDM):
| ctm-srv 12, ctm.edu. vn,

IP address:
| 192.168.1.2

[w] Create assodated pointer (FTR) record

[ Allow any authenticated user to update DNS records with the
Same oWner Name
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Tao ban ghi CNAME, nhap www

Alias (CNAME)

Alias name (uses parent domain if left blank):

| Www

Fully qualified domain name (FQDM):

| www.ctm.edu.vn.

Fully qualified domain name (FQDM) for target host:
|Ch“-EdU-\"f‘l| ‘ | Browse. .. |

[] Allow any authenticated user to update all DMS records with the same
name. This setting applies only to DNS records for a new name.

Tao ban ghi Mail Exchanger (MX)

Mail Exchanger {MX) |

Host ar child domain:

By default, DMS uses the parent domain name when creating a Mail
Exchange record. You can specify a host or child name, but in most
deployments, the above field is left blank.

Fully qualified domain name (FQDM):
| ctm.edu.vn.

Fully qualified domain name (FQDM) of mail server:
|chn—sr~.r12—04.chn.edu.~.rn | | Browse. .. |

Mail server priority:
| 10
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Chuyén sang may CTM-WRKO7. Vao cmd, gé 1énh nslookup dé kiém tra phan
gidi [P sang tén mién va nguoc lai.

B Administrator: Command Prompt - nslookup

icrosoft Windows [Uersion 6.2.920@1
c>» 2012 Microsoft Corporation. All rights reserved.

sUserssAdministrator?ns lookup
Default Server: ctm—srviZ.ctm.edu.vn
Address: 1%92.168.1.2

> 192.168.1.2
Cerver: ctm—sprul?_ctm.edu.un
Address: 192.168.1.2

ame = ctm—srvl2 . ctm.edu.vn
Address: 192_168.1.2

II1. Sai hong va cach khic phuc
1. Cai dat dich vu DNS khong thanh cong
- Nguyén nhan
e Thuyc hién cac lya chon chua dung theo hudng dan
- Cach khac phuc
e Thuyc hién dung cac lya chon theo hudng dan thuc hanh
2. Ciu hinh dich vu DNS khéng thanh cong
- Nguyén nhéan
e Thuyec hién cac lya chon chua dung theo hudng dan
- Cach khac phuc
e Thuc hién dung cac lva chon theo huéng dan thuc hanh
3. Thuec hién Iénh nslookup trén cmd 6 két qua Default Server 1a Unknow
- Nguyén nhan
e Thiét lap DNS server IPv6 cua card mang chua dung
- Cach khéc phuc

e Thiét 1ap DNS server IPv6 ciia card mang 1a Obtain DNS server address
automatically

V. Huéng dén 6n luyén
— Cai dat dich vu DNS
— Céu hinh dich vu DNS
— Tao ban ghi DNS
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BAI 7: TRIEN KHAI DICH VU WEB VOI IIS
I. Ly thuyét lién quan
1. May cha Web (Web Server)

Web Server 1a may chu c6 dung lugng 16n, tdc do cao, duge dung dé luu trix
thong tin nhu mot ngan hang di liéu, chira nhitng website da duoc thiét ké cing véi
nhitng thong tin lién quan khac (cdc ma Script, cdc chuong trinh, va cac file
Multimedia).

Web Server c6 kha ning giri dén may khach nhiing trang Web thong qua moi
truong Internet (hodc Intranet) qua giao thiec HTTP, giao thirc duoc thiét ké dé gui cac
file dén trinh duyét Web (Web Browser), va cac giao thure khac.

TAt ca cac Web Server déu c6 mét dia chi IP (IP Address) hoac ciing c6 thé ¢o
mot Domain Name. Gia stir khi nguo1 sir dung danh vao thanh Address trén trinh duyét
cua may mot dong http://www.abc.com sau dé gd phim Enter, khi d6 nguoi su dung da
giri mot yéu cau dén mot Server c6 Domain Name 13 www.abc.com. Server ndy sé tim
trang Web c6 tén 1a index.htm rdi gtri né dén trinh duyét ciia ngudi sir dung.

Bit ky mdt may tinh nao ciing c6 thé tré thanh mot Web Server bai viée cai dat
1én n6 mot chuong trinh phan mém Server Software va sau do két no1 vao Internet.

Khi may tinh két ndi dén mot Web Server va gui dén yéu cau truy cdp cac
thong tin tir mgt trang Web nao do, Web Server Software s€ nhan yéu cau va gui lai
nhitng thong tin ma nguoi st dung mong muon.

Web Server Software ciing chi 1a mot ung dung phin mém. Web Server
Software dugc cai dit, va chay trén may tinh dung lam Web Server, nhd ¢6 chuong
trinh ndy ma nguoi s dung c6 thé truy cip dén cac thong tin cia trang Web tir mot
may tinh khac & trén mang (Internet, Intranet).

Web Server Software con c6 thé duoc tich hop vi CSDL (Database), hay diéu

khién viéc két ndi vao CSDL dé co thé truy cip va két xuat théng tin tir CSDL
1én céc trang Web va truyén tai chung dén nguoi dung.

Tat ca cac Web Server déu hiéu va chay duoc cac file *.htm va *.html, tuy
nhién m&i Web Server lai phuc vu mot sb kiéu file chuyén biét chang han nhu IIS cua
Microsoft danh cho *.asp, *.aspx...; Apache danh cho *.php...; Sun Java System Web
Server danh cho *.jsp...

Phan 16n cac Web server st dung cong 80, nhung ciing c6 thé thay doi dé
Webserver c6 thé cai dit trén cong khong tiéu chuan néu mudn "dau Web server nhu
la mot Web server da host trén mdt may tinh bang viéc anh xa moi server cho mot
cong khac nhau.

2. Giao thiweec HTTP

HTTP la chir viét tat tir HyperText Transfer Protocol (giao thirc truyén tai siéu
van ban). N¢6 1a giao thic co ban ma World Wide Web sir dung. HTTP xac dinh céch
cac thong di€p (cac file van ban, hinh anh dd hoa, am thanh, video, va cac file
multimedia khac) dwgc dinh dang va truyén tai ra sao, va nhirng hanh déng nao ma céc
Web server (mdy chi Web) va cac trinh duyét Web (browser) phai 1am dé dap ung céc
lénh rat da dang. Chéng han, khi g6 mot dia chi Web URL vao trinh duyét Web, mdt
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lénh HTTP s& duogc giri toi Web server dé ra 1énh va huéng dan nd tim dung trang
Web duoc yéu cau va kéo vé md trén trinh duyét Web. No6i cach khac, HTTP 14 giao
thire truyén tai cac file tir mot Web server vao mot trinh duyét Web dé nguoi ding co
thé xem mot trang Web dang hién dién trén Internet. HTTP 1a mot giao thic ing dung
ctia bo giao thire TCP/IP (cac giao thirc nén tang cho Internet).

C6 mdt tiéu chuén chinh khac cling diéu khién cach thire World Wide Web lam
viéc la HTML (HyperText Markup Language, ngon ngir danh dau siu van ban), co
chtrc nang quan 1y cach thirc ma cac trang Web duoc dinh dang va hién thi.

Nguoi ta goi HTTP 1a mot giao thirc “phi trang thai” (stateless) bai vi mdi 1énh
déu duoc thue thi mot cach doc lap, Iénh sau khong biét bat ctr diéu gi vé céc 1énh da
dén trudc minh. Pay chinh 1a mot han ché, khiém khuyét cia HTTP. N6 14 nguyén
nhan chinh cua tinh trang rat kho thyc thi cac trang Web c6 kha nang phan (g thong
minh ddi véi 1énh ma ngudi ding nap vao. Va su han ché nay dang duoc cac nha phat
trién khic phuc trong cac cong nghé méi nhu ActiveX, Java, JavaScript va cookies.

Phién ban m&i nhat cia HTTP 1a 1.1. So véi phién ban nguyén thay (HTTP
1.0), phién ban mdi nay truyén tai cac trang Web nhanh hon va giam tinh trang tac
nghén giao thong Web.

3. Nguyén ly hoat dong ctia Web Server

Khi gd dia chi trang web “http://www.abc.com/” vao trinh duyét web va nhén
Enter, trang web hién thi ngay trén man hinh. Céc budc co ban trong tién trinh truyén
tai trang web dén man hinh nguoi dung bang co ché hoat dong cua Web server duoc
thé hién theo mo hinh sau:

Wyeb Browser

1.User yéu céu 4. Web server ra
taw  hEu Web tau Ligu vé cho
{inde= html) Web Browser

[ Web Server
2Web  Server 3.Web server
tim tai ligu trén i T law tim tal Ligu
fz rén fz

‘ File System

Hinh 2.5.1 Tién trinh truyén tai web

Theo md hinh trén, trinh duyét web thuc hién mot két ndi t6i may chu web, yéu
cAu mot trang web va nhan lai nd. Sau day, 1a tht tu ting budc co ban xay dén dang
sau man hinh:

Trinh duyét web tach dia chi website lam 3 phan:

e Phén giao thuc: (“http”)
e May chu tén mién: (www.abc.com)
e Tén t¢p: (“index.htm™)
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Trinh duyét lién hé véi may chi tén mién dé chuyén d6i tén mién
"www.abc.com" ra dia chi IP (Internet Protcol).

Sau do, trinh duyét s& gui tiép mot két ndi toi may chu co dia chi IP twong tmg
qua cong 80.

Duya trén giao thirc HTTP, trinh duyét giri yéu cau GET dén may chu, yéu cau
tép "http://www.abc.com/index.htm" (cookies cling s€¢ dugc gui kém theo tur trinh
duyét web dén may chu).

Tiép dén, may chu s& giri doan text dang HTML dén trinh duyét web may da
go1 yéu cau (cookies cting dugce gui kém theo tir may chu t6i trinh duyét web, cookies
dugc ghi trén dau trang ciia mdi trang web).

Trinh duyét web doc cac th¢ HTML, dinh dang trang web va két xuét ra man
hinh.

4. Web Client
Web Client 1a giao dién phia nguoi dung dau cubi (Client), ding dé tao ra giao
dién tuong tac cua ngudi dung doi véi ung dung Web (User Interface).
Cac cong nghé/ ngdn ngir 1ap trinh hd tro cho WebClient
e (Cong nghé: PhotoShop, Flash, Silver Light (Microsoft)v.v...
e Ngo6n ngir: html, css, javascript v.v...

Dé doc dugc cac trang Web cua ung dung Web trén may nguoi dung phai cai
cac Web Client hay con goi la trinh duyét (Browser), vi du : FireFox, IE, Chrome,
Coccoc (VN) v.v....

5. Cac Web Server thong dung
a) Web Server Apache

Apache hay la chuong trinh may cha HTTP 1a mét chuong trinh danh cho may
chu doi thoai qua giao thitc HTTP. Apache chay trén cac h¢ di€u hanh tuong tu nhu
Unix, Microsoft Windows, Novell Netware Ve} cac hé diéu hanh khac. Apache dong
mot vai trd quan trong trong qué trinh phat trién cia mang web thé gidi (World Wide
Web).

Apache dugc phat trién va duy tri boi mot cong déng ma ngu(‘“)nlmc’r dudi su bao
trg ciia Apache Software Foundation. Apache dugc phat hanh v4i giay phép Apache
License va la mdt phan mém tu do va mién phi.

b) IS — Internet Information Services

Microsoft Internet Information Services (cac dich vy cung cip thong tin
Internet) 1a cac dich vu danh cho may chu chay trén nén Hé giiéu hanh Window nham
cung cap va phan tan cac thong tin Ién mang, n6 bao gom nhicu dich vu khéc nhau nhu
Web Server, FTP Server,...

No co thé‘ dugc su dung dé xuit ban noi glung cua cac trang Web 1én
Internet/Intranet bang viéc st dung “Phuong thirc chuyén giao si€u van ban -Hypertext
Transport Protocol (HTTP)”.

c) Sun Java System Web Server (JSWS)
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Sun Java System Web Server (JSWS) duoc phat trién dya trén chuong trinh
may chu web NCSA va dugc biét dén dudi mot sd tén nhu Sun ONE, Netscape
Enterprise Server, va iPlanet Enterprise Server. Phan mém cua Sun ciing hoat dong
duoc trén nhiéu hé diéu hanh nhu: HP_ UX, Solaris va ca Windows. Cling nhu phén
16n cac chuong tinh may chu khac, Sun JSWS hd trg phat trién cac ung dung dong cho
cac ung dung.

I1. Trinh ty thuc hién

1. Yéu ciu thuc hién

+ Cai dat dich vu Web Server

+ Céu hinh dich vu Web

+ XuAt ban mot website

+ Truy cap website tai may Client

2. Thiét bi, dung cu, vat liéu

Mot may Server chay HDH Windows Server 2012 ¢6 tén 1a CTM-SVR12
Mot may tram chay HDH Windows 7 ¢6 tén 1a CTM-WRKO07

3. Cac buéc thuc hién

Thuc hién trién khai cai dit va cdu hinh dich vu Web Server théng qua 3 budc
Sau:

e Buodc 1: Cai dat dich vu Web Server

e Budc 2: Ciu hinh dich vu Web

e Budc 3: Xuit ban mot website

e Budc 4: Truy cdp website tai may Client.
Hudng dan chi tiét:
Buwoce 1: Cai dat dich vu Web Server
Tai Server Manager chon Add roles and features

[ Server Manager

« Dashboard = {\é} | r. Manage  Tools  View

IE Dashboard

B Local Server

WELCOME TO SERVER MANAGER

ii All Servers

0 Configure this local server

fi DHCP QUICK START
£ DNs 2 Add roles and features
ii File and Storage Services P

- 3 Add other servers to manage
e IS

WHAT'S NEW L _ i
4 (Create a server group

Hide
LEARN MORE

ROLES AND SERVER GROUPS v
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Click Next => Server Roles chon Web Server (11S) => Click Add Features

DESTIMATION SERVER

Select server roles e

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection _ ] . . Web Server (lIS) provides a reliable,
[] Active Directory Rights Management Services | manageable, and scalable Web

] Application Server application infrastructure.
DHCP Server (Installed)

DMS Server (Installed)

[] Fax Server

File And Storage Services (Installed)
[] Hyper-v

] Network Policy and Access Services

Features

] Print and Document Services
[] Remote Access

] Remote Desktop Services

] Volume Activaticn Services
[WRWeb Server (IIS)

] Windows Deployment Services

[] Windows Server Update Services ™

|-€Previuu5|| Next = |

Thong béo yéu cau nhitng Feature quan trong, chon Add Feature

Add features that are required for Web Server (I1S)?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (115)
4 Management Tools

[Tools] 1S Management Conscle

Include management tools (if applicable)

Add Features

Dén phan Role Services, && mic dinh, click Next
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DESTINATION SERVER

Select role services e

Before You Begin Select the role services to install for Web Server (11S)

Installation Type Role services Description

Server Selection e Web Server provides support for
E{Web Serve HTML Web sites and optional

4 Commen HTTP Features support for ASP.NET, ASP, and Web

Features Default Document server extensions. You can use the

@ oo v e

HTTP Errors environment for developers to
Confirmation Static Content create Web-based applications.
[[] HTTP Redirection
[] WebDAV Publishing
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
[] Logging Tools
[] ODBC Logging
[] Request Monitor

— -

Server Roles

Tiép theo click Next va click vao Install dé cai dat.

DESTINATION SERVER

Confirm installation selections et TR

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.

Featuras

Web Server Role (IIS) Web Server (IIS) -

. Management Tools
Fole Services
lI5 Management Console

Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics

i a ]

Export configuration settings
Specify an alternate source path

Khi qua trinh cai dat hoan tt click vao Close dé dong.
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[ Add Roles and Features Wizard == -

DESTINATION SERVER

Installation progress TSRV 12.ctm s

View installation progress

0 Feature installation
. __________________________________________________________________|

Installation succeeded on CTM-SRV12.ctm.edu.vn.

Web Server (lIS) -
Management Tools
115 Management Console
Web Server
Commaon HTTP Features
Results Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Loqaing e

You can close this wizard without interrupting running tasks. View task progress or open this
e page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext = Close Cancel

Bude 2: Cau hinh dich vu Web Server

Tai hop thoai Server Manager click vao Tool chon Internet Information
Service (11S) Manager

Server Manager

“ DaShboard ) | r_l Manage Tools View

Active Directory Administrative Center

Active Directory Domains and Trusts
WELCOME TO SERVER MANAGER

Active Directory Module for Windows PowerShell

B Local Server

Active Directory Sites and Services
Active Directory Users and Computers

0 Configure this 10¢ | apsi eait

Component Services

All Servers
AD DS
DHCP QUICK START

Computer Management

Add roles and fea

1]

DNs Defragment and Optimize Drives
File and Storage Services P o

3 Add other servers Bixer

s DNS

WEATS R 4 Create a serverg Eceniiicney

Group Policy Management

T AP

| Internet Information Services (115) Manager
iSCS| Initiator

LEARN MORE

Local Security Policy
ODEC Data Sources {32-bit)
ODEC Data Sources (64-bit)

Performance Monitor

ROLES AND SERVER GROUPS

Cac thong tin cdu hinh cé trong ctra s6 Internet Information Service (11S)
Manager
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File  View Help

% CTM-SRV12-04 Home

Restart
Start
Stop

— s
Q E /4 View Application Pools

.NET Error NET JNET Trust View Sites
Pages Globalization Levels Get Mew Web Platform

B R P Components
L W &

o ﬁ Start Page , =
b €5 CTM-SRV12-04 (CTMEDU\AD ' ot s

Application Connection Machine Key Pages and Providers Online Help
Settings Strings Controls

&L &

Session State SMTP E-mail

FTP
T [ Ck .
e
FTP FTP FTP Directory FTP Firewall FTRPIP
Authentic... Authorizat..  Browsing Support  Address a..

™ o @ .I
b G )

[ Festures iew I, Contentview

Trong Default Website. Default Document quy dinh tén trang chu s€ st dung
cho website

0 Default Web Site Home

Filter: ~ W Go - g Show All | Group by: Area - B5-
s ~
B 9 ¢ B & &
Authentic... Compression  Default Directory  Error Pages Handler HTTP
Document  Browsing Mappings Respon..
= #M 2 8 8§
MIME Types  Modules Cutput Request 551 Settings
Caching Filtering
Management ”
Configurat...
Editor

Thu myc chira website mac dinh 1a C:\\inetpub\wwwroot
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Home Share View

©

= 1 || | Chinetpub\wwwroot

ﬁ Favorites Name
B Desktop bkg-gry
8 Downloads Rl iis-8
“El Recent places @ lisstart
R rsweb-brand
4 Libraries W] ws8-brand

Documents

JF Music
[ Pictures
M videos

Buéc 3: Xudt ban mot website
Click chudt phai vao Sites chon Add Website...

€3 » CTM-SRVI2-04 »

File  View Help

@ Wiz e % CTM-SRV12-04 Home p—

o w Start Page Restart
4185 CTM-SRV12-04 (CTMEDU\Ad Start
o L2} Application Pools ASP.MNET Stop

Biel S I, 4 . : —
Add Website,.. 9 rE /4 View Application Pools
3 NET

{NET Error MNET  NET Trust Viewsits
fat.. Compilation Pages Globalization Levels Get Mew Web Platform

Add FTP Site... ] m ﬁ [ Components
Switch to Content View 2h) a Help

mppmeation  Connection Machine Key  Pages and Providers Online Help
Settings Strings Controls

&L &

Session State SMTP E-mail

FTP
g T [ & =
e o
FTP FTP FTP Directory FTP Firewall FTRPIP
Authentic... Authorizat..  Browsing Support  Address a..

Filter: + W Go - gk Show All | Group by:

Refresh

- EEL =" N
S Fie S

[ Festures iew I, Contentview

Tai hop thoai Add Website, tién hanh nhap Site name, Physical path va Host
name
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Site name: Application pocl:

|ctm.edu.vn | |ctm.edu.1.rn

Content Directory
Physical path:

|C:‘\inetpub‘\wwwroot | u

Pass-through authentication

‘ Connect as... ‘ | Test Settings... |

Binding
Type: IP address:

|http v| |AII Unassigned v| |8{II

Host name:

|ww.ctm.edu.vn |

Example: www.contoso.com er marketing.contoso.com

[] Start Website immediately

Tién hanh dung phan mém notepad dé tao mot file index.html trong
C:\\inetpub\wwwroot

Home

Share View

®

* | L Chinetpub\wwwroot]

'i:,’ Favorites Mame
B Deskiop = bkg-gry
& Downloads R iis-2
2l Recent places E iisstart
@ index
- Libraries R msweb-brand
@ Documents D Mew Text Document
a! Music R ws8-brand
[ Pictures
i Videos

Dé co thé truy cap website bang tén mién ctm.edu.vn. Tién hanh tao mot record
CNAME trong dich vu DNS
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alias (CNAME) |

Alias name (uses parent domain if left blank):

| W

Fully qualified domain name (FQDM):

| www, ctm.edu.vn

Fully qualified domain name (FQDM) for target host:
| ctm-srv 12, ctm.edu.vn.

Buoc 4: Truy cap website tai may Client.

Tai may client CTM-WRKO?. M¢ trinh duyét Web. Nhip dia chi website
ctm.edu.vn vao thanh address. K&t qua thu dugc nhu hinh sau

@ http://www.ctmeeduan/ O~ B ¢ & ctm.eduvn

Welcome to CTM Website

II1. Sai héng va cach khic phuc
1. Cai dat dich vu Web khong thanh cong
- Nguyén nhan
e Thuc hién cac lya chon chua ding theo hudng dan
- Cach khac phuc

e Thuc hién dung cac lva chon theo huéng dan thuc hanh
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2. Khong truy cap dwgc website trén trinh duyét web
- Nguyén nhan
e Chua tao ban ghi CNAME trén DNS Server
e Chua tao file index.html
- Cach khac phuc
e Tao ban ghi CNAME trén DNS Server
e Tao file index.html
V. Huéng dén 6n luyén
— Cai dat dich vu Web Server

—  Xuht ban thém cac website khac
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BAI 8: TRIEN KHAI DICH VU FTP VOI 1IS
I. Ly thuyét lién quan
1. Tong quan vé FTP

FTP (File Transfer Protocol) 1a mot dich vu cho phép truyén tai file giita hai
may tinh 6 xa dung giao thirc TCP/IP. FTP cling 1a mot ung dung theo mo hinh client-
server, nghia 1a may lam FTP Server s& quan 1y cac két ndi va cung cip dich vu tap tin
cho cac may tram.

FTP Server thuong 1a mot may tinh phuc vu cho viéc quang ba céc tap tin cho
nguoi dung hodc 1a mot noi cho phép ngudi dung chia sé tap tin véi nhiing ngudi dung
khac trén Internet. May tram mudn két ndi vao FTP Server thi phai dugc Server cip
cho mét account c6 diy du cac thong tin nhu: dia chi may Server (tén hodc dia chi IP),
username va password.

Céc FTP server thong dung: Wu-ftpd , ProftpD , Pureftpd , Vsftpd trén Linux
hoac dich vu FTP Server trén Windows Server...

Phén 16n cac FTP Server cho phép cic may tram két ndi vao minh thong qua
account anonymous (account anonymous thuong dugc truy cap véi password rong).
Céc may tram cé thé sir dung cac 1énh ftp da tich hop sin trong hé diéu hanh hoic
phan mém chuyén dung khéac dé twong tac voi may FTP Server.

FTP st dung 2 cong gdm: cong 20 dé truyén dir liéu (data port) va cong 21
dung dé truyén cau lénh ( command port )

2. Phan loai
a) Active FTP

Active FTP 1a 1 trong 2 ché do hoat dong cua FTP server. Trong ché do Active
FTP thi client s& random unprivileged port (Ia port N > 1023) dé connect ti port
command trén server 1a port 21. Sau d6 Client s& ling nghe trén port N+1 va gui
command port “port N+1” ti server. FTP server s& connect t3i Client bang data port
mat dinh cua né 1a port 20.

Pung & gbc do Firewall Server thi dé ho trg cho Mode Active FTP nay can phai
m¢& nhirng ludng xur 1y sau:

+ FTP Server phai m& port 21 dé dén nhan tat ca connect toi ciia Client.

+ FTP Server phai md két ndi tir port 21 dén ports > 1023 dé tra 1oi request ciia
Client.

+ FTP Server phai mé két ndi tir port 20 dén ports > 1023 dé tao két ndi truyén
dir liéu voi Client.

+ FTP Server phai mé két ndi tir ports > 1023 dén port 20 dé xac nhan két ndi
v6i Client
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Server Client

20 £1 1026 1027
Data Cmd Cmd Data

Hinh 2.5.2 - Active FTP mode

O budc 1, tir command port 1026 Client két ndi téi command port 21 cua
Server va gtri command port PORT 1027. Server giri goi tin ACK (hiéu don gian 1a
chap nhan) vé cho Client & budc 2. Budc 3 Server khoi tao két ndi tir port data 20 tdi
port 1027 ctia Client (port 1027 1a port Client giri cho Server ¢ budc 1). Va cubi cing
1a Client guri goi tin ACK vé cho Server.

Vén dé chinh gap phai khi sir dung Active FTP la co thé bi mat két ndi & phia
Client. Client khong khoi tao két ndi tdi port data ctia Server ma no6 don gian chi noi
v6i Server 1a toi dang lang nghe trén port 1027 va chd Server két ndi téi. Néu c6 ton
tai Firewall dtirng trude Client thi d6i khi connection s€ bi Blocked.

Pé FTP Server 1am viéc & ché do Active, firewall phai thoa man:

e (Cong 21 phai dugc md hudng vao cho bat cir ngudn gui nao dé client
khoi tao két noi.
e (Cong 21 dugc md hudng ra dé server tra 101 vé cong dicu khién cua

client

e (Cong 20 duwoc md hudng ra dé server khai tao két ndi vao cong dir liéu
cua client

e (Cong 20 mo hudng vao dé client giri xac nhan ACKs dén cong data cua
server

b) Passive FTP

Thay vi tap trung giai quyét van d& bi firewall chin & Active mode, thi mot
phuong thuc két ndi méi cho FTP dugc xay dung. d6 1a Passive mode.

Trong passive mode FTP Client khoi tao 2 connections dén Server, nhu vay 1a
giai quyet dugce van dé bén phia Client Blocked connection tir Server dén data port cua
Client. Passive mode hoat dong nhu sau.

Khi khéi tao két ndi thi Client mé 2 ports random unprivileged port local (N >
1023 and N+1 ). Port dau tién Client m& connect toi port 21 ciia Server. Nhung thay
thi gii PORT command nhu & Active mode thi Client s€ gui cau 1énh PASV
command. Lac d6 Server s€ khdi tao a random unprivileged port ( P > 1023)

195



va giri P dén Client trong cai response PASV command. Lic nay Client khoi tao
connection tir port N+1 cta n6 téi port P trén Server va transfer data.

O phia Server, dé support Passive mode FTP nay thi cAn phai mé nhitng ludng
connect nhu sau.

+ FTP Server phai mé port 21 nhan két ndi tir moi Client.

+ FTP Server phai m& cac két ndi tir port 21 di téi cac port > 1023 dé tra 1oi
(response) cho Client.

+ FTP Server phai m& cac port > 1023 dé nhan két ndi t6i data port tir phia
Client.

+ FTP Server phai mé cac port > 1023 t6i cac port > 1023 dé tra 1o chip nhan
két nd1 va truyén dir liéu véi Client.

Serwver Client
zo zl 1026 1027
Data Cmd Cmd Data

z0z4

B

Hinh 2.5.3 - Passive FTP mode

Tai Step 1. Client lién lac véi Server trén command port va dua ra cau 1énh
PASV. Server tra 10i ¢ Step 2 v6i PORT 1024 va néi véi Client day 1a port dit liéu tbi
dang liang nghe. Step 3 Client khoi tao data connection tir port Data ciia no t&i port
1024 ma Server da gtri cho n6. Cudi cung 1a Server giri lai goi tin ACK chap nhan.

Véi Passive mode giai quyét dugce nhiéu van dé ¢ phia Client, nhung né di mo
ra mQt range port lon tao nén cac 16 hong nguy hiém cho phia Server. Van dé 16n nhat
¢ day la phai chap nhan hau hét cac két noéi port > 1023 trén Server

Vi Iy do nay nén hau hét cac FTP Service déu dugc khai bao mot range port
nhat dinh, dé dé¢ dang kiém soat hon va tranh riii ro.

Van dé 16n thir 2 13 phia Client khong hé trg Passive Mode. Vi du nhu néu ding
Solaris thi commandline FTP khong ho trg co ché Passive nay ma phai sit dung FTP
software client cua hang khac. vi du nhu ncftp.

Mot sé luong 10n ngudi dung st dung Browser (Trinh duyét) cia minh dé ding
nhap vao FTP server. va trén Browser chi ho trg Passive mode.

DPé FTP Server lam viéc & ché do Passive, firewall phai thoa:
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Sau.

Cong 21 cia server mé huéng vao dé chip nhan bat ky yéu cau két ndi
khoi tao tir client

Cong 21 dugc mo hudng ra dé server tra 10i vé cong diéu khién cua
client

Cong 16n hon 1024 cua server md hudng vao dé chap nhan yéu cau két
nbi dit liéu tir client (do cong P cia server 1a ngau nhién)

Cong 16m hon 1024 clia server mé hudng ra dé tra 161 ACK cho client

I1. Trinh ty thuc hién

1. Yéu cau thue hi¢n

+ Cai dat va cau hinh dich vu FTP trén may CTM-SRV12.

+ Tao Alias CNAME va cap quyén cho User

+ Kiém tra két qua trén may CTM-WRKO07

2. Thiét bi, dung cu, vt liéu

Mot may Server chay HDH Windows Server 2012 c6 tén la CTM-SVR12
Mot may tram chay HDH Windows 7 c6 tén 1a CTM-WRKOQ7

3. Cac budc thuc hién

Thuc hién trién khai cai dit va cdu hinh dich vu FTP Service thong qua 5 budc

Budc 1: Cai dat dich vu FTP Service

Budc 2: Tao Alias CNAME cho FPT Server
Budc 3: Cip quyén cho user

Budc 4: Cu hinh FPT Service

Budc 5: Kiém tra két qua trén trinh duyét web.

Hudng dan chi tiét:
Buwoce 1: Cai dat FTP Service
Vao Server Manager => Add roles and features
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44 D as h b. 0a [.d I [’ Manage T View

Dashboard WELCOME TO SERVER MANAGER

i Local Server
ii All Servers
i§l AD DS

2 DHCP QUICK START

0 Configure this local server

DNS 2 Add roles and features

4]

=

g File and St Services b
¥& File and Storage Services 3 Add other servers to manage
®

Is
4 Create a server group

Hide

ROLES AND SERVER GROUPS v

Click dén Server Roles chon vao Web Server (11S) va chon FTP Server.

DESTINATION SERVER

Select server roles T o

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection FTP Server enables the transfer of
[ Fax Server files between a client and server by

[ File And Storage Services (Installed) using the FTP protocol. Users can
O Hyper-V establish an FTP connection and

; transfer files by using an FTP client
Confirmztion [] Network Policy and Access Services ar FI'P—enabIezIr Webgbrowser

Features

[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

] Volume Activation Services
4 [H] Web Server (lIS) (Installed)

B [E] Web Server (Installed)

TN TP Server

[] 115 Hostable Web Core

p[m] Management Toels (Installed)

[] Windows Deployment Services
] Windows Server Update Services

Click Next va chon Install cai dat
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Confirm installation selections SR 12 s

Before You Begin To install the following roles, role services, or features on selected server, dlick Install.

Installation Type [ Restart the destination server autornatically if required

server selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles their check

Features

Web Server (lI5)
FTP Server
FTP Service

Export configuration settings
Specify an alternate source path

Qua trinh cai dit hoan tat click vao Close

DESTIMATION SERVER

Installation progress T S 12 ctm edum

View installation progress

o Feature installation
. ______________________________________________________________|
Installation succeeded on CTM-SRV12.ctm.edu.wn,

Web Server (1IS)
FTP Server
FTP Service

You can close this wizard without interrupting running tasks. View task progress or open this
= page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | | Next > | | Close | | Cancel

Buoc 2: Tao Alias CNAME cho FPT Server
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Alias (CMAME)

Alias name (uses parent domain if left blank):

| fio

Fully qualified domain name (FQDMN):
| ftp.ctm.edu.vn.

Fully qualified domain name (FQDM) for target host:
| ctm-srv 12, ctm.edu.vn

Bu6e 3: Cap quyén cho user.

Tai thu muc ftproot, click chudt phai chon Properties. Chon thé Security.

|Eﬁmlﬂ1m|59mﬁW|mem¥ﬁmlﬂxstoM1&|

Object name:  Chinetpub‘ftproot

EI’OUI] ar user names:

CREATOR OWMNER

52 5YSTEM
%Mministlaturs ({CTMEDUAdministrators)

lears iC TMETU I learst
< m HE
To change pemissions, click Edit.

Permissions for CREATOR

OWNER Allowy Deny

Full contral -
Modify
Read & execute =
Ligt folder conterts
Read

Write hd

For special pemissions or advanced settings, H:hrm:ed
click Advanced.
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Click nat Edit va tién hanh thém nguoi dung dugc quyén truy cap. Click OK
Select Users, Computers, Service Accounts, or Groups _

Select this object type:
|U5E.-rs. Groups, or Builtin security principals | | Ohbject Types... |

From this location:

|c:tm.edu.'u'n || Locations... |

Enter the object names to select (eamples):

Mauyen Van Anh {anhny&ctm.edu.vnl| Check Names

oK [Gmed |

Buée 4: Cdu hinh FPT Service
Tai Server Manager / 11S. Click phai chon 11S Manager

Server Manager

— — SERVERS
I8 Dashboard m All servers | 1 total
i Local Server -
-i All Servers —
B® AaDCs Server Name  IPvd Address Manageability Last Update
iil ADDS
" CTM-SRV12-04 192.1 Add Roles and Eeatures 2021 9:
18 DHCP
A Shut Down Local Server
= DNS
- Computer Management
E§ File and Storage Services b e
e i Windows PowerShell
Configure NIC Teaming
< Configure Windows Autematic Feedback ?

Internet Information Services (11S) Manager

EVENTS o

All events | 6 tota

Start Performance Counters

Refresh

_;_
O - w
<)
<

Copy

Click chudt phai vao Sites chon Add FTP Site...
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€3 » CTM-SRV12-04 »

File  View Help

% CTM-SRV12-04 Home
Manage Server
s % Start Page N : Restart
: Filter: - Go - Show All | G d
4 1€5 CTM-SRV12-04 (CTMEDU\Ad e e e P Start
o % Application Pools ASP.NET ~ ® stop
D @ - £ ._L —m, Y
‘? Add Website... @ 9 rE J View Application Pools
NET NET Error NET NET Trust View Sites
{3 Refresh - B _
gat.. Compilation Pages Globalization Levels = o Get Mew Web Platform
@  AddFTP Site... ] m ﬁ [a Components
ab) =
@ Switch to Content View o 0 i
rpe=dtion Connection Machine Key Pages and Providers L | Online Help
Settings Strings Controls
&
Session State SMTP E-mail
FTP ~
4 K x| - E
€
LEETE] AFTF] [ TF]
FTP FTP FTP Directory FTP Firewall FTRIP
Authentic.. Authorizat..  Browsing Support Address a..
b LEIFTF] FTF b (13 LFTE v
<] n | [> (- Content View
Ready 49

Nhap FTP site name va Physical path

Site Information

FTP site name:
‘CTM FTP Site

Content Directory

Physical path:
|C:\inetpu bhftproot

Previous | | Finish

Trong hop thoai tiép theo nhap IP Address va SSL
202



e Binding and S5L Settings

Binding

IP Address: Port:
‘192.163.1.2 v| |21

[] Enable Virtual Host Mames:

[] Start FTP site automatically

S5L
® Mo S5L

Virtual Host (example: ftp.contoso.com):

O Allow S5L
() Require SSL

S5L Certificate:
Mot Selected

Tai Authentication chon Bassic, tai Authorization chon vao Specified users va
nhdp vao tén tai khoan Administrator, tai Permission chon ca 2 Read va Write.

e Authentication and Authorization Information

Authentication

[ ] Anonymous

[+ Basic

Authorization

Allow access to:

|Speci‘ﬁed users

|Administrator

Permissicns

[+ Read
[w] Write
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Khi d3 cau hinh xong quay lai v6i man hinh IIS manager chon
vao Authorization Rules sau do click phai vao khoang trang chon add allow rules

File  View Help

0 FTP Authorization Rules
e-Hiz 8 Add Allow Rule..
45 Start Page Mode Users Roles Permissions Add Deny Rule...
qﬂ CTM-SR_WZ__M (CTMEDUAG i Allow Administrator Read, Write H Edit Feature Settings...
[ @ Application Pools 0
‘@ Sites Help
|>° ctm.eduwvn Online Help
- &%) Default Web Site
o ftp.ctm.edu.wvn
D‘ trdt.ctm.eduwn Add Allow Rule...
Add Deny Rule...
Edit Feature Settings...
0 Help
Online Help
<[ [ [ [> 2 Content View
Configuration: 'applicationHost.config' ‘ﬂ_:g

Tai Specified users nhap vao tén user va chon Read

Allow access to this content to:
() All Users
() All Anonymous Users

() Specified roles or user groups:

Example: Admins, Guests

® Specified users:

|anhn?

Example: Userl, Userd
Permissions

[+] Read
] Write

Buée 5: Kiém tra két qua trén trinh duyét web.
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Trén may CTM-WRKO7

M¢ trinh duyét nhép dia chi ftp://192.168.1.2 hoac ftp://ftp.ctm.edu.vn Tién
hanh nhap Username va Password cua tai khoan da dugc cap quyén

@ Mavigation Canceled - Windows Internet Explorer EI e || 22
\J\.J | &) fp//192168.1.2/ ~[4s] x |[ £ Bing o -

{3 Favorites | {5 & | Suggested Sites v @ | Web Slice Gallery

!_j Connecting... & hd - =3 E%a - Page~ Safety~ Tools~ @'

[ﬂ Navigation to the webpage was canceled
Internet Explorer

What you ? To log on to this FTP server, type a user name and password.
L
Refies FTP server: 192.168.1.2
User name:; anhny
Password: ssssnee

After you log on, you can add this server to your Favorites and return to it easily.

[MLeg on anonymously

[ Log On ][ Cancel

Done 0 Internet | Protected Mode: On iy v ®100% v

Két qua sau khi dang nhap

& FTP root at 192.168.1.2 - Windows Internet Explorer

=R
@O e |e] ftp/1921681.2/ [ &[4 | x || P ging » -

7 Favorites | 9 @] Suggested Sites ¥ @] Web Slice Gallery =

€ FTP root at 192.168.1.2 &‘ - * [ L%Q * Page~ Safety~ Tools~- l@v

FTP root at 192.168.1.2 ]

To view this FTP site in Windows Explorer, click Page, and then click Open FTP Site in Windows Explorer.

-

& Internet | Protected Mode: On {Thursday, May 27, 2021

Done
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I1I. Sai hong va cach khic phuc
1. Cai dat dich vu FTP khong thanh cong
- Nguyén nhan
e Thuc hién cac lya chon chua dung theo hudng dan
- Cach khéc phuc
e Thuyc hién dung cac lva chon theo hudng dan thuc hanh
2. Khong dang nhap dwgc FTP site
- Nguyén nhan
e Thuyec hién cac lya chon chua dung theo hudng dan
e Chua cip quyén cho User truy cap
- Cach khac phuc
e Thuc hién dung cac lya chon theo hudng dan thuc hanh
e Thuyec hién cip quyén cho User
3. Khéng truy cip dwogc FTP site theo tén mién
- Nguyén nhan
e Thuc hién cac Iya chon chua ding theo huéng dan
e Chua tao alias CNAME cho FTP service
- Cach khéc phuc
e Thuyc hién dung céac lya chon theo hudng dan thuc hanh
e Tao alias CNAME cho FTP service
V. Huéng dén 6n luyén
— Cai d4t va cau hinh dich vu FTP
— Tao alias CNAME va cap quyén truy cép cho dich vu FTP
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BAI 9: TRIEN KHAI DICH VU EMAIL (MAIL SERVER)
I. Ly thuyét lién quan
1. Giéi thiéu Mail Server

Mail Server la mot hé théng chuyén nhan thu tr qua cac mang may tinh.
Mail server: 1a mdy chu dung dé nhan va giri mail, véi cac chirc nang chinh:

Quan ly account.

Nhan mail cia nguot gui (cia nhitng nguodi co6 account) va giri cho ngudi nhan
hodc mail server cia ngudi nhan.

Nhén mail tir mail server ciia ngudi gtri (tir bén ngoai) va phan phdi mail cho
nguoi trong h¢ thong.

2. Cac giao thirc dwoc sir dung trong hé thong mail
a) Giao thtc SMTP

~SMTP la giao thuc tin cdy chiu trach nhiém phan phat Mail, n6 cl}uyén Mail tur
hé thong mang nay sang h¢ thong mang khac, chuyén Mail trong hé thong mang noi
bo.

SMTP 1a mét dich vu hudng két nbi( connection-oriented) dugc cung cip boi
giao thirc TCP.

Str dung s6 hiéu cong (well-known port) 25

SMTP: End-to-End delivery, phén phat mail tryc tiép tir tram phat dau dén
tram cudi nhan = diéu nay rat hiém khi st dung.

UUCP va X.400: Luu gitr va chuyén tiép (store and forward): hai giao thue
nay di chuyen mail di qua m01 hop, luu trir théng di€p ¢ day va chuyén tiép toi hé
thong lién ké cho dén khi thu vé tram phan phat cudi cung.

b) Giao thuc POP

POP - Post Office Protocol: 13 giao thirc cung cap co ché truy cap va luu trix
hop thu cho nguodi dung

Phién ban: POP2, POP3 duoc dinh nghia trong RFC 937 va 1725. POP2 su
dung port 109 va POP3 sur dung Port 110.

Chtrc nang: kiém tra tén ddng nhap va chuyén mail ciia ngudi dung tir server
té1 hé thong doc mail cuc bd cua user.

Lénh trong POP2 va POP3 khéc nhau, nhung cung chtrc nang
Céc tap 1énh dugc st dung trong POP3:
e USER: username
e PASS: password
® STAT: Hién thi s6 thong diép chua duoc doc tinh bang bytes.
¢ RETR n: Nhén thong diép thu n.
¢ DELE n: Xoa thong di¢p thir n.
e LAST: Hién thi théng tin message cudi cung.
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e LIST [n]: Hién thi kich thudc cta théng diép thir n
e RSET: Khéng xo4 tit ca théng diép, va quay lai thong diép dau tién.
® TOPnl: Inra cic HEADER va dong tht n cua thong diép.
® NOOP : Khong lam gi.
c) IMAP
La giao thirc hd trg viéc luu trir va truy Xuét hop thu cua ngudi dung, thong qua
IMAP nguoi dung c6 thé sit dung IMAP Client dé truy cap hdp thu tor mang ndi bd
hodc mang Internet trén mdt hodc nhi€éu may khac nhau.
Mot s6 dac diém chinh cia IMAP:
Tuong thich ddy du voi chudn MIME.
Cho phép truy cip va quan 1y message tir mot hay nhiéu may khac nhau.
Hb trg cac ché do truy cap "online", "offline".
HO tro truy xuat mail dong thoi cho nhiéu may va chia s& mailbox.
Client khong can quan tam vé dinh dang file Iuu trir trén Server
d) MIME

_ MIME (Multipurpose Internet Mail Extensions) cung c’ép cach thurc két hop
nhi€u loai dir liéu khéc nhau vao trong mot thong di¢p duy nhat cé thé dugc gdi qua
Internet dung Email hay Newgroup.

Thong tin dugc chuyén d6i theo cach ndy trong gidng nhu nhitng khéi ky tur
ngau nhién. Nhitng théng diép sir dung chuan MIME c6 thé chtra hinh anh, am thanh
va bét ky nhing loai thong tin nao khac c6 thé luu trit dugc trén may tinh. Hau hét
nhirng chuong trinh xr Iy thu dién tr s€ ty dong giai ma nhiing thong bao nay va cho
phép luu trit dit lidu chira trong ching vao dia cing. Nhiéu chuong trinh giai ma
MIME khac nhau c6 thé dugc tim thay trén NET.

e) Cac Mail Server thong dung

Microsoft Exchange Server: La chuong trinh Mail Server rat thong dung duoc
Microsoft phat trién dé cung cap cho cac doanh nghi¢p td chirc hé thong thu dién tir E-
mail cho nguoi dung.

q !\/Id~aemon: La chuong trinh Mail Server do cong ty Alt-N Technologies, phat
trién d€ ho tro cho cac doanh nghi€p t6 chitc hé thong thu tinh dién tir (E-mail) cho
nguoi dung.

II. Trinh tu thwe hién
1. Yéu ciu thuc hién
+ Cai dat va cu hinh dich vu Mail Server trén may CTM-SRV12.
+ Pang nhap va kiém tra thu trén Webmail
2. Thiét bi, dung cu, vt liéu
Mot may Server chay HDH Windows Server 2012 c6 tén 1a CTM-SVR12
Mot may tram chay HDH Windows 7 c6 tén la CTM-WRKO07
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3. Céc buée thwe hién

Thuc hién cai dit va cdu hinh dich vu Mail Server thong qua 3 buéc sau:
e Budc 1: Cai dat Mdaemon
e Budc 2: Cau hinh Mdaemon
e Budc 3: Check mail bing giao dién Webmail

Hudng dan chi tiét:

Bude 1: Cai dat Mdaemon

Click dtip chudt vao file cai dat Mdaemon. Bam Next dé tiép tuc:

£ MDaemon Server Installation -

Welcome To MDaemon!

Thiz installation pragram will install MDaemon Server v19.5.4.
Press the Mext button to start the installation or upgrade.

Y'ou can press the Cancel button now if you do not wank o install M0 aemon Server
at this tirme.

Pleaze exit all other programs before continuing this installation.

Click here to 2ee what's nesw before instaling MDsemon Server w1954,

Cancel

Chon duong dan luu trir cia chuong trinh, dé gia tri mac dinh

o) MDaemon Server Installation -

Select Destination Directory

Please select the root directary where MDaemon Server files are to be installed.

|F wou are upgrading an esisting installation please provide the path to the previous
installation's root MDaemon directory. For example, i the previous version's
MDD aemon.exe file iz located in c:\mdaemontapp then just enter c:\mdaemon here.

Far new installations, this process will create a directory structure off the stem
directory ke this: c:hstembapp, chatermiremoteq, ete.. just enter the c\stem part.

C:AMDaemon Browse. ..

< Back

LCancel |
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Luya chon phién ban cai dat, néu c6 key ding ky thi nhap vao 6 Registration

Installation Type

Pleasze zelect ane of the fallowing options.

% | want ko install a free trial of MDasmaon

| already have a registration kep [enter it here)

R eqgistration key

Thiz option alloves you to experience evemthing MDaemon has to offer.

Cancel

Click Next dé tién hanh cai dat

Ready to Install!

You are now ready to install MDaemon Server.

Press the Next button to begin the installation or the Back button to reenter the
installation information.

Cancel I

Sau khi qua trinh cai dit hoan tat nhap vao tén ctia domain vao 6 Domain name
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) MDaemon Server Installation -

What Is Your Domain Name?

Pleaze enter your domain name here. v'our domain name is the part ta the right of
the (2 symbol in your emall address.

Darmain name ctrnedu.vh

Pleaze enter your [MAP/POF host name here. Thiz iz the host name your [MAP
and POP uzers will connect ta in arder ta receive their mail.

IMAP/POF host name | mail. ot edu, v

Hest > Cancel |

Dén budc nay tao mot tai khoan administrator dé quan 1i mail server

2 MDaemon Server Installation =2

Please Set Up Your First Account

You can set up more accounts from within MDaemon later.

This account will be set up with the RFC required 'Postmaster’ alias.

Full name (ex: Frank Thomas) |admin
Mailbox (ex: Frank - don't include a domain name) Iadmin

Password (ex: SwordFish - no spaces) W

Use upper and lower case letters and numbers in your password. Also, the password
must be between 6 and 12 characters in length. Do not include the mailbox or full
name as part of the password.

¥ This account is an administrator - full configuration access is aranted

< Back Next > I Cancel

Click Next sau d6 Click Finish dé két thiic qua trinh cai dat

211



E=) Installation Complete -

Finished

Click to download additional software for your MD aemon:

SecurityPlus for MDaemon

Traditional and 'Zero-Hour'"" AntVirus, AntiSpam, and AntiPhishing
pratection for MD aemaon from the authors of MD aemon

Outlook Connector for MD aemon

Share your Outlook folders, calendars, address books, and create
workgroups with your peers using Outlook and MDaemon

[ View the release notes file

Finish »

Sau khi cai dat xong c6 thé truy cap vao mail server trén giao dién Web véi port
1000 1a web mail cia Admin va port 3000 1a web mail ctia User.

- | O -
@@|@ http://localhost: 1000/1 2 ~ & ” %) MDaemon Remate Admini... ‘ ‘ # & 3

) MDaemon®

Remote Administration

admin

English ﬂ

9
C

MDaemon Remote Administration @2021 MDaemon Technelogies, Ltd.

Buée 2: Cau hinh Mdaemon
Nhéap nguoi dung (users) tir Active Directory (AD)
Mo Mdaemon configuration session
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% MDaemon - ctm.edu.vn - 192.168.1.2 [fe80::316c:1cbazaeabic164%12] (Configuration Sessi..| = | B | X

File

2 H8 29

Edit Setup Security Accounts Cueues

Windows

® QeYa&

Help

SEeS -EEse

Building 'Everyone' mailing lists for all domains

Thu 2027-06-03 03:57:55,458; Windows process integrity level system

Unlocking all mailboxes and mail queues

Initializing critical properties and processzes. .
PCID: 000C295EE 4F1: 368(5f6b4501 4365052421 c698f3d307

Thu 2021-0B-03 08:57:56.956: WinSock 2.0, IPvE dual-stack available

Detected the following P addresses...

P 192168.117.128 (T aken from windows)
* P 1eB0: 3160 1cha aeaf:c164%12 [T aken from Windows)
Uzing the fallowing DMS servers.

IP: 1 [Taken from Windows]

* P 192168.117.2 [T aken from YWindows]

* Total DMS servers in use: 2

Setting Queue Directaries

Starting Content Filker

Starting Meszage Tranzfer dgent

Meszage Transfer Agent started

Starting threads;

* Starting maint thread: 1504

* Starting active directory thread: 2263

* Starting mdsparnd thread: 604

¥ Starting zpam filker updates thread: 2692

Starting bayesian thread: 3032
Ckarkiven dick izbedy Harszd: G372

>

ctrm.edu.wvn 192.168.1.2 feB0::316c: 1cbaaeakc

- 201 Statistics A || Thu 2021-05-03 08:57:55.457:
Ell Report ~ ||| Thu2021-06-03 02:57:55.456:
: SMTP sessions (ir Thu 2021-06-03 08:57:55.459:
e : Thu 2021-06-03 085755 453
B SMTP sessions (0| 1y 511 0603 08:57:55. 765
+-04 SMTP messages (= | Thy, 20710503 08.57.55.765:
+-[5 SMTP messages |
: Thu 2021-06-03 03.57.56.956:
# [ DomainPOP mes| |1y 5051 16,03 05 57.56. 956
+-F4 MultiPOP messac || Thu 2021-06-03 03:57:56.956:
4.5 POP3 sessions: 0 || Thu 2021-05-03 08 5756, 956
i Thu 2021-06-03 08:57-56.957:
4B IMAP sessions: 0| | 11y, 50710603 08:57-56.957-
+- ] RAW messages: 4 Thu 2021-06-03 09:57:56.958: *
L . || Thu2021-05-03 08.57.56.95¢:
+ [0 Spam aceepted: U505 0603 06 57:56. 955
#-12f Spam refused: 0 Thu 2021-05-03 02:57:56.958;
4115 DNSBL accepted: || Thu 2021-06-03 08:57.56.958:
= , Thu 2021-06-03 08:57-56.961:
#-1f DNSBL refused: O 1y, 5021.08-03 08:57/67.965:
- Viruses detected: Thu 2021-06-03 08:57:57.965:
& i efuced: 0 || Thu2021-05-03 08.57.57.9€;
B Viruses refuse Thy 2021-05-03 08:57:67 965:
#-() IP Screen refused || 11, 2021.05.03 08,57/57. 956
+-0J Host Screen refus | | Thu 2021-06-03 08:57.57.966:
P . . || Thu 20210802 085757 967
-8 Dynamic Screeni - || Thu 2021.05-03 08.:57:57.968:
2.B ActiveSunc Tha 2021.0F.03 NG ET-R7 QRA:

£ m > £ m

| Stats |

_‘IIL System JI{ Statistics JI{ Routing I.I{ Security JI{ Mail JI[WebmaiI ,{Queues ,I[Plug-ins ,I[}-‘u:’tive Directory ,I[ [RAES"

w21.0.2 32bit

Active: 0 | Buf: 070 | SMTP: 040 | POP3: 070

IMAP: O | Time left: 330 | Up: 0

Vao menu Accounts chon Inporting, chon Import accounts from SAM/Active

3-8 Accounts

ActiveSync: 0/2500 Acco
= Queues

Inbound queue: 0
Deferred queus 0

Local queue: O

Remote queue: 0

Retry queue: 0

Helding queue: 0

Bad queue: 0

[ Quarantine queue: 0

[ AN aueae 0
1]

<

E, MDaemon: 2/2500 Accoy
E, MDaemon Connector: Oy =

<

Directory
) MDaemon - ctm.edu.vn - 192.168.1.2 [fe80:316c:1cbaaeabic164%12] (Configuration Session) = = -
File Edit Setup Security Cueues Windows Help
MNew Account... F3 L s
ry £ D= B, S,
"J _gj £ Ten @ Edit Account... AlteFz =¥ = @ E] E]
477 DMSBL refused: 0 Delete Account... Ctrl+F3 27T 3HH] Unable to expand: CALEMDAR. ~
ﬁ Vi detected: 0 ET 3HH] EndRequest: View=2 Wisws=Main [Request Took: 0.233035 secc
g3 VITUses detected: Account Manager... Ctr+M 82T 3HH] BeaRequest View=17 Session=t4L5HSEYZT 3HHView=J50N
£ & Viruses refused: 0 2T 3HH] EndRequest: View=17 Session=44L5HSE8vZT 3HHEiew=JSON
+@ IP Screen refused: ( Groups & Templates... Ctrl+T  |BYZT3HH] BegRequest: Wiew=18 Session=~8 4L SHS8YZT 3HHE iew=Foldel
. 2T 3HH] EndReguest View=18 Sezsion=44L5HSEvZT 3HH W iew=F olde
+E5 Host Screen refuse Account Settings... Ctri+U  oyZT 3HH] BegRequest: Views=16 Sessior=adl SHSEYZT 3HHEiew=5 aver
+E“I— D)rn.amlc Screening Importing 4 Import accounts from a comma delimited text file.., :
+-- ActiveSync
Exporting » Impert accounts from SAM/Active Directory... f

Thu 2021-08-03 09:37:51. 6562 [A4L5HSEYET 3HH] EndRequest: Yiew=23 Session=_a4LHS8YZT 3HHE iew=0 ptio
Thu 2021-06-03 09:37.51.663: [A4LEHSEYET 3HH] EndRequest; View=33 Sezsion=04LBHS8YZT 3HHE eve=0 ptior
Thu 2021-06-03 09:37:53 510 [44LBHS 82T 3HH] BegRequest: Yiew=>24 Session=A4L5H S 82T 3HHG iew=LizthF
Thu 2021-08-03 09:37:53.526: [A4LEHSEYZET IHH] BegRequest: Yiews=0 Session=~A4LEHS8YZT IHHEiew=Blankh
Thu 2021-06-03 09:37.53.535; [A4LEHSEYET 3HH] BegRequest: View=0 Sezzion=t4L5HS 8vZT 3HHE ieve=Blankh
Thu 2021-06-03 09:37:53 538 [44LBHS 82T 3HH] EndRequest: Yiew=24 Session=54L5H S 82T 3HHG iew=LizthF
Thu 2021-06-03 09:37:53.538: [44L5HSEvZT 3HH] EndRequest: Wiew=0 Sezzion=a4LEHS 8vZT 3HHEW iewe=Blankh
Thu 2021-06-03 09:37:53.539; [44LBHS 82T 3HH] EndRequest: Yiew=0 Sezzion=44L BHS8YZT 3HHEM iew=Blankh
Thu 2021-06-03 09:37:53 624: [A4LEHSEYZT 3HH] BegRequest: Wiew=24 Session=~a4L5H S8 ZT 3HH iew=LizthH
Thu 2021-06-03 09:37:53.629; [44LEHS 82T 3HH] EndRequest: View=24 Session=04L5H S 82T HHEW iew=LizthH
Thu 2021-06-03 09.37:53 687: [44LBHS 82T 3HH] BegRequest: Yiew=>24 Session=54L5H S 82T 3HHL iew=LizthH
Thu 2021-06-03 09:37:53.691: [44LEHS v 2T 3HH] EndRequest: View=24 Session=_4L5HSSvZT IHHE W iew=LizthF
Thu 2021-06-03 09.37:53.766: [44LBHS 82T 3HH] BegRequest: Yiew=>24 Session=54L5HS 82T 3HHL iew=LizthF
Thu 2021-06-03 093753 770 [44LEHSEYZT 3HH] EndRiequest: Wiew=24 Session=~a4L5H S8 ZT IHHE iew=LizthF
Thu 2021-06-03 09:37:53.736: [44L5HS 52T 3HH] BegRequest: View=0 Sexzion=84LSHS 8T 3HHEY iew=Blarkl

Tl 091 OC N2 092372 200 TA A FUC 2T AU O dD mmn im0 2 mrciimanmt AL RIS 002 T AL LI a2 el b

>

\ Webmail { WebDAV [ XMPP [

| Stats |

Import account data from other sources

| System [ Statistics /| Routing | Security /| Mail j Webmail { Gueues [ Plugins [ Active Directory | Sessions /|

Chon Domain trong hop thoai Available Domain, click OK
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Available Domains -

ctrn. edu. wh W |

Select a domain to import accounts into.

| (] || Cancel |

O hop thoai tiép tho, trong muc Windows accounts lya chon cac account can
nhap vao va click nut >> sau d6 click nut Import Selected Accounts

) &) SAM/Active Directory Account Importer -

Damainz

POC/BDC machine name  |RaBINGE [ Refrezh |

\windows domain name | CTMEDLU

MDD aemaon domain name ||:tm.eu:|u.vn j
Aocounts
E YWindows accounts Selected accounts
Adrminiztrator B
anhr
Guest '&"
*
kabtgt J

L
Optionz

% [+ Make account mailboxes equal to the S4MAAD account name

Windows will not release account paszwords to MDaemon. Pleaze
zelect the method MDD aemon will use to create o authenticate
account passwords.

(" Usze the account templates to gererate pagswards

{7 Set account paszswords equal to account narmes

" Make even pazsword equal bo |

(* Authenticate passwords dynamically using Sak A0

Authenticate an thiz Windows domain |ETMEDL|

Irmpart 5 elected Accounts | Cancel

Nhap users thanh cong. Click OK

214



Import complete - 2 accounts added, 0 failed attemnpts.

For information on the import results please view:

CAMDaemom APPAIMPORTMT . leg

Press OK to continue...

Bu6c 3: Check mail bang giao dién Webmail
Mo trinh duyét web. Nhap dia chi cia Webmail user voi cong 3000

%) hitp://192.168.1.23000/ 2 ~ B & || B MDaemon Webmail

£)MDaemon®

Help
Webmail
email address
password @&
Signin$
English WorldClient

MDaemon Webmail © 2021 MDaemon Technologies, Lid.
This is an evaluation version of MDaemon which will soon expire.

Nhap tai khoan email va mat khau dé dang nhap
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- | O -
e@|@ hitp://192.168.1.2:3000/ O ~ B € || £ MDaemon Webmail 1 K 1
#2)MDaemon
Help
Webmail
nva@ctm.edu.vn
."....| @
Signin$
English v WorldClient v
MDaemon Webmaill @ 2021 MDaemon Technologies, Lid.
This is an evaluation version of MDaemon which will soon expire.
Dang nhap thanh cong va ki€m tra thu méi trong muc Inbox
- | O -
e@|g http://192.168.1.2:3000/Wor O ~ € || (& MDaemon Webmail - nva (... | | 1) 5ag 103
£ MDaemon® Qna - 8
& h .
AL & Searc Q
ﬁ M | view all (1) ~
CALENDAR al
‘. Q Saved Searches 0
b maore
ey v Personal E
& Inbox MDaemon a Yesterday, 9:18 am i i
#3 Drafts O Joaemonsa.. 5k Select a message to view it here.
3= Sent ltems
M Deleted ltems
VOICE
Page of 1

I1I. Sai hong va cach khic phuc
1. Cai dit va ciu hinh Mail Server khong thanh cong

- Nguyén nhan
e Thuc hién cac lya chon chua dung theo hudng dan

- Cach khac phuc
e Thyc hién dung cac lua chon theo hudng dan thuc hanh
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1. Pang nhip dich vu Mail Server trén Webmail khong thanh cong
- Nguyén nhan
e Thuc hién cac lya chon chua ding theo hudng dan
e Chua thuc hién viéc thém User
- Cach khac phuc
e Thuyc hién dung cac lya chon theo hudng dan thuc hanh
e Thuc hién viéc thém User
V. Huéng dén 6n luyén
— Cai dit va cAu hinh Mail Server

— Kiém tra viéc nhin va gui thu trén Webmail

< TOM TAT PHAN 2
Trong phan ndy, mot sé ndi dung chinh duoc thyc hanh:
- Bai 1: Cai dat va cdu hinh Windows Server.
- Bai 2: Cai dat va ciu hinh Active Directory
- Bai 3: Quan tri tai khodn nguoi dung trén Active Directory — Tao OU,
Group, User
- Bai 4: Trién khai chinh sach Group Policy
- Bai 5: Cai ddt va cau hinh dich vu DHCP
- Bai 6: Cai ddt va cau hinh dich vu DNS
- Bai 7: Trién khai dich vu Web véi IS
- Bai 8: Trién khai dich vu FTP véi IIS
- Bai 9: Trién khai dich vu Email (Mail Server)
< BAI TAP PHAN 2
- Bai 1: Thuc hién cai dat va cau hinh Windows Server
- Bai 2: Thuc hién cai dat va cau hinh Active Directory
- Bai 3: Tao tai khoan ngudi dung, nhom ngudi dung, t6 chirc trén Active
Directory
- Bai 4: Trién khai cac chinh sach nhom co ban
- Bai 5: Cai dit va cau hinh dich vu DHCP va DNS
- Bai 6: Xuét ban Website sir dung dich vu IIS
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